
USING POLYNOMIAL INTERPOLATION SPACE-EFFICIENT VERIFIABLE SECRET 

SHARING 

 

MATTAPARTHI AKHILA 

 

   PADALA SRINIVASA REDDY 

PG Scholar, Department of Computer Science,    Associate Professor in Computer Science, 

SVKP & Dr K S Raju Arts & Science College(A),    SVKP & Dr K S Raju Arts & Science College(A), 

Penugonda, W.G.Dt., A.P, India 

akhilajm7@gmail.com 

   Penugonda, W.G.Dt., A.P, India 

    Psreddy1036@gmail.com  

 

 

Abstract: 

Preserving data confidentiality in clouds is a 

key issue. Secret Sharing, a cryptographic 

primitive for the distribution of a secret 

among a group of n participants designed so 

that only subsets of shareholders of 

cardinality 0 < t <= n are allowed to 

reconstruct the secret by pooling their 

shares, can help mitigating and minimizing 

the problem. A desirable feature of Secret 

Sharing schemes is cheater detection, i.e., 

the ability to detect one or more malicious 

shareholders trying to reconstruct the secret 

by obtaining legal shares from the other 

shareholders while providing them with fake 

shares. Verifiable Secret Sharing schemes  

 

 

solve this problem by allowing shareholders 

verifying the others’ shares. We present new 

verification algorithms providing arbitrary 

secret sharing schemes with cheater 

detection capabilities, and prove their space 

efficiency with regard to other schemes 

appeared in the literature. We also introduce, 

in one of our schemes, the Exponentiation 

Polynomial Root Problem (EPRP), which is 

believed to be NP-Intermediate and 

therefore difficult. 

 Index Terms : Security and Privacy 

Protection, Cryptographic controls, 

Verification. 
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1. INTRODUCTION 

1.1 Introduction:                       

SECRET Sharing deals with the 

problem of securely distributing confidential 

information among a certain number of 

shareholders, in such a way that only some 

subsets of them are able to jointly decrypt it. 

Several schemes and variants of secret 

sharing have been proposed, from the 

seminal schemes of Shamir and Blakley, 

which are based respectively on polynomial 

interpolation, and hyperplanes intersection, 

to the newest approaches closely involving 

number theory, such as the ones based on 

the Chinese Remainder Theorem.  

Secret Sharing can be beneficial in 

many different ways in cloud computing, 

which is becoming increasingly common, 

with rapid adoption by both industry, small 

and medium enterprises, and individual 

users. Among the many services provided 

by a cloud infrastructure, we are concerned 

here with cloud storage and file hosting 

services. Building on a highly virtualized 

infrastructure, these services are succeeding 

owing to economic reasons and to the fact 

that the underlying infrastructure and 

physical location are fully transparent to the 

user. However, preserving data 

confidentiality in clouds is a key issue [5]. 

The main difficulty is related to the fact that 

data is stored on a remote server which is 

fully accessible by the cloud service 

provider (and can be accessible to third-

party people through a malicious attack). In 

order to achieve data confidentiality and to 

overcome this issue, it is possible to encrypt 

a file containing sensitive information before 

storing it on a cloud. 

Even though encryption makes 

harder unauthorized disclosure of 

information, a better solution is based on the 

use of Secret Sharing and multiple cloud 

providers, a scenario in which each 

generated share is stored on a different 

cloud. The original file can still be encrypted 

if required, thus providing an additional 

security guarantee. The use of multiple 

clouds and Secret Sharing can therefore 

mitigate and minimize several risks 

associated to the single cloud provider 

scenario, such as service availability failure, 

data loss and/or corruption, loss of 

confidentiality, vender lock-in and the 

possibility of malicious insiders in the single 

cloud. 

One important issue in the design of 

a secret sharing protocol is its robustness 

against cheaters: common solutions 

proposed in literature rely on checking 

consistency of the secret information after 

reconstruction from more than one group of 
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shareholders, or on adding helpful data to 

the shares in order to detect and/or identify 

mistrustful behavior. Verifiable Secret 

Sharing (VSS) [6] is therefore secret sharing 

augmented with features that allow only 

detection or also identification of any 

cheater in a coalition, unconditionally or 

with respect to the scheme parameters 

(threshold value, total number of dishonest 

shareholders, etc.). Several VSS schemes 

have been proposed, including, for instance, 

Publicly Verifiable Secret Sharing (PVSS) 

or schemes focusing on Asynchronous 

Verifiable Secret Sharing (AVSS). In this 

work, we present new verification 

algorithms based on commitments providing 

arbitrary secret sharing schemes with 

cheater detection capabilities, and prove 

their data efficiency with regard to other 

schemes appeared in the literature. Our 

approach belongs to the Honest-Dealer VSS 

scheme category 

Since it requires a one-time honest 

dealer. Our contribution is three-fold: (i) we 

present spaceefficient verification protocols 

that does not even require storing public 

data for verification; (ii) our schemes can be 

used in conjunction with arbitrary secret 

sharing schemes, and provide cheater 

detection capabilities; (iii) we also 

introduce, in one of our schemes, a new 

computational problem, namely the 

Exponentiating Polynomial Root Problem 

(EPRP), which generalizes the Discrete 

Logarithm Problem (DLP). 

1.2 Purpose: 

             Based on the use of Secret Sharing 

and multiple cloud providers, a scenario in 

which each generated share is stored on a 

different cloud. The original file can still be 

encrypted if required, thus providing an 

additional security guarantee. The use of 

multiple clouds and Secret Sharing can 

therefore mitigate and minimize several 

risks associated to the single cloud provider 

scenario, such as service availability failure, 

data loss and/or corruption, loss of 

confidentiality, vendor lock-in and the 

possibility of malicious insiders in the single 

cloud. 

1.3  Scope: 

CSPs are semi-trusted and modeled as 

Honest But-Curious adversaries. Therefore, 

they act according to their prescribed actions 

in all of the protocols they are involved in 

(they do not, as malicious users do, try to 

alter stored data and communications), but it 

is assumed that CSPs are interested in 

learning the contents of shares stored by 

shareholders, and can fully access 

everything stored on their cloud storage 

infrastructure. 

International Journal of Research

Volume X, Issue VIII, August/2021

ISSN NO:2236-6124

Page No: 106



 

1.4 Motivation: 

Secret Sharing can be beneficial in 

many different ways in cloud computing, 

which is becoming increasingly common, 

with rapid adoption by both industry, small 

and medium enterprises, and individual 

users. Among the many services provided 

by a cloud infrastructure, we are concerned 

here with cloud storage and file hosting 

services. Building on a highly virtualized 

infrastructure, these services are succeeding 

owing to economic reasons and to the fact 

that the underlying infrastructure and 

physical location are fully transparent to the 

user. However, preserving data 

confidentiality in clouds is a key issue the 

main difficulty is related to the fact that data 

is stored on a remote server which is fully 

accessible by the cloud service provider (and 

can be accessible to third-party people 

through a malicious attack). In order to 

achieve data confidentiality and to overcome 

this issue, it is possible to encrypt a file 

containing sensitive information before 

storing it on a cloud. Even though 

encryption makes harder unauthorized 

disclosure of information 

1.5  Overview: 

     A new verification method for 

threshold secret sharing. It is not designed 

for a particular scheme, nor does it require 

any assumption on the shares. The designed 

verification algorithm is non-interactive ( 

verification does not require receiving 

additional data from other shareholders, 

besides the shares), requires a one-time 

honest dealer, and belongs to the family of 

commitment-based methods, since it relies 

on one way functions. It will be shown that, 

under certain hypotheses, it is more space-

efficient than the already illustrated 

homomorphic VSS extensions. 

2. LITERATURE SURVEY 

1 “Secret-Sharing Schemes: A Survey,” 

AUTHORS: A. Beimel, 

A secret-sharing scheme is a method by 

which a dealer distributes shares to parties 

such that only authorized subsets of parties 

can reconstruct the secret. Secret-sharing 

schemes are important tools in cryptography 

and they are used as a building box in many 

secure protocols, e.g., general protocol for 

multiparty computation, Byzantine 

agreement, threshold cryptography, access 

control, attribute-based encryption, and 

generalized oblivious transfer. In this 

survey, we will describe the most important 

constructions of secret-sharing schemes, 

explaining the connections between secret-

sharing schemes and monotone formulae 
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and monotone span programs. The main 

problem with known secret-sharing schemes 

is the large share size: it is exponential in the 

number of parties. We conjecture that this is 

unavoidable. We will discuss the known 

lower bounds on the share size. These lower 

bounds are fairly weak and there is a big gap 

between the lower and upper bounds. For 

linear secret-sharing schemes, which is a 

class of schemes based on linear algebra that 

contains most known schemes, super-

polynomial lower bounds on the share size 

are known. We will describe the proofs of 

these lower bounds. We will also present 

two results connecting secret-sharing 

schemes for a Hamiltonian access structure 

to the NP vs. coNP problem and to a major 

open problem in cryptography – 

constructing oblivious-transfer protocols 

from one-way functions 

2.Using Erasure Codes Efficiently for 

Storage in a Distributed System,” 

AUTHORS:M. K. Aguilera, R. 

Janakiraman, and L. Xu 

Erasure codes provide space-optimal data 

redundancy to protect against data loss. A 

common use is to reliably store data in a 

distributed system, where erasure-coded 

data are kept in different nodes to tolerate 

node failures without losing data. In this 

paper, we propose a new approach to 

maintain ensure-encoded data in a 

distributed system. The approach allows the 

use of space efficient k-of-n erasure codes 

where n and k are large and the overhead n-

k is small. Concurrent updates and accesses 

to data are highly optimized: in common 

cases, they require no locks, no two-phase 

commits, and no logs of old versions of data. 

We evaluate our approach using an 

implementation and simulations for larger 

systems. 

3.“Security amplification by composition: 

The case of doublyiterated, ideal ciphers,” 

AUTHORS:W. Aiello, M. Bellare, G. D. 

Crescenzo, and R. Venkatesan 

One concern in using cloud storage is that 

the sensitive data should be confidential We 

investigate, in the Shannon model, the 

security of constructions corresponding to 

double and (two-key) triple DES. That is, 

we consider Fk1 (Fk2 ()) and Fk1 (F 1 k2 

(Fk1 ())) with the component functions 

being ideal ciphers. This models the 

resistance of these constructions to \generic" 

attacks like meet in the middle attacks. 

sense. We compute a bound on the 

probability of breaking the double cipher as 

a function of the number of computations of 

the base cipher made, and the number of 
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examples of the composedcipher seen, and 

show that the success probability is the 

square of that for a single key cipher. meet 

in the middle is the best possible generic 

attack against the double cipher. local 

revocable group signature and identity-based 

broadcast encryption with constant size 

ciphertext and private keys. To realize our 

concept, we equip the broadcast encryption 

with the dynamic ciphertext update feature, 

and give formal security guarantee against 

adaptive chosen-ciphertext decryption and 

update attacks. 

4.“The security of all-or-nothing 

encryption: Protecting against exhaustive 

key search,” 

AUTHORS:A. Desai,  

We investigate the all-or-nothing encryption 

paradigm which was introduced by Rivest as 

a new mode of operation for block ciphers. 

The paradigm involves composing an all-or-

nothing transform (AONT) with an ordinary 

encryption mode. The goal is to have secure 

encryption modes with the additional 

property that exhaustive key-search attacks 

on them are slowed down by a factor equal 

to the number of blocks in the ciphertext. 

We give a new notion concerned with the 

privacy of keys that provably captures this 

key-search resistance property. We suggest a 

new characterization of AONTs and 

establish that the resulting all-or-nothing 

encryption paradigm yields secure 

encryption modes that also meet this notion 

of key privacy. A consequence of our new 

characterization is that we get more efficient 

ways of instantiating the all-or-nothing 

encryption paradigm. We describe a simple 

block-cipher-based AONT and prove 

itsecure in the Shannon Model of a block 

cipher. We also give attacks against 

alternate paradigms that were believed to 

have the above keysearch resistance 

property. 

5.“Deniable encryption withnegligible 

detection probability,” 

AUTHORS:M. Dürmuth and D. M. 

Freeman, 

Deniable encryption, introduced in 1997 by 

Canetti, Dwork, Naor, andOstrovsky, 

guarantees that the sender or the receiver of 

a secret message is able to“fake” the 

message encrypted in a specific ciphertext in 

the presence of a coercingadversary, without 

the adversary detecting that he was not 

given the real message.To date, 

constructions are only known either for 

weakened variants with separate“honest” 

and “dishonest” encryption algorithms, or 

for single-algorithm schemes with non-
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negligible detection probability. We propose 

the first sender-deniable public key 

encryption system with a single encryption 

algorithm and negligible detection 

probability. We describe a generic 

interactive construction based on a public 

key bit encryption scheme that has certain 

properties, and we give two examples of 

encryption schemes with these properties, 

one based on the quadratic residuosity 

assumption and the other on trapdoor 

permutations. 

3. PROBLEM STATEMENT  

In existing, one important issue in the design 

of a secret sharing protocol is its robustness 

against cheaters: common solutions 

proposed in the literature rely on checking 

consistency of the secret information after 

reconstruction from more than one group of 

shareholders, or on adding helpful data to 

the shares in order to detect and/or identify 

mistrustful behavior.  Verifiable Secret 

Sharing (VSS) is therefore secret sharing 

augmented with features that allow only 

detection or also identification of any 

cheater in a coalition, unconditionally or 

with respect to the scheme parameters 

(threshold value, total number of dishonest 

shareholders, etc.). Several VSS schemes 

have been proposed, including, for instance, 

Publicly Verifiable Secret Sharing (PVSS) 

or schemes focusing on Asynchronous 

Verifiable Secret Sharing. 

3.1 Disadvantages 

These works cannot detect cheater 

efficiently. 

4. PROPOSED SYSTEM  

In this work, it present new verification 

algorithms based on commitments providing 

arbitrary secret sharing schemes with 

cheater detection capabilities, and prove 

their data efficiency with regard to other 

schemes appeared in the literature. This 

approach belongs to the HonestDealer VSS 

scheme category, since it requires a one-

time honest dealer.  It present space-efficient 

verification protocols that does not even 

require storing public data for verification; 

these schemes can be used in conjunction 

with arbitrary secret sharing schemes, and 

provide cheater detection capabilities; It also 

introduces, in one of these schemes, a new 

computational problem, namely the 

Exponentiation Polynomial Root Problem 

(EPRP), which generalizes the Discrete 

Logarithm Problem (DLP). 

4.1 Advantages 

It detects cheater efficiently. 
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5. ARCHITECTURE: 

 

 

6. IMPLEMENTATION  

6.1 Data Owner 

In Data Owner module, Initially Data Owner 

must have to register their detail and admin 

will approve the registration by sending 

signature key and private key through email.  

After successful login he/she have to verify 

their login by entering signature and private 

key. Then data Owner can upload files into 

cloud server with Polynomial key 

generation. He/she can view the files that are 

uploaded in cloud by entering the secret file 

key.  

6.2 Data User 

In Data User module, Initially Data Users 

must have to register their detail and admin 

will approve the registration by sending 

signature key and private key through email.  

After successful login he/she have to verify 

their login by entering signature and private 

key. Data Users can search all the files 

upload by data owners. He/she can send 

search request to admin then admin will 

send the search key. After entering the 

search key he/she can view the file 

6.3 Admin 

In Admin module, Admin can view all the 

Data owners and data user’s details. Admin 

will approve the users and send the signature 

key and private key to the data owners and 

data users. Also admin will send the search 

request key to the users. Admin can able see 

the files in cloud uploaded by the data 

owners. 

7. OUTPUT RESULTS  
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8 CONCLUSION 

We have presented new verification 

extensions enhancing arbitrary secret 

sharing schemes by adding cheater detection 

capabilities. Our main effort was devoted to 

reducing the amount of verification data for 

a secret sharing scheme without worsening 

the security properties; a new computational 

problem, EPRP, supposed to be harder than 

the DLP, has been introduced, but the 

derived verification schemes, missing the 

homomorphic property, are not extensible to 

additional shareholders, and the dealer must 

be a trusted entity, since any malicious 

behavior of this party cannot be detected. 

Further research should be carried out on the 

possibility of modifying the proposed 

problem in order to augment it with the 

homomorphic property, so that a resulting 

VSS scheme would present shareholder 

extensibility, and to investigate if this kind 

of problem can be also exploited in 

interactive proofs for authenticating the 

dealer’s integrity and in public-key based 

cryptosystems. Another possible direction 

for future work could regard investigating 

additional runtime efficiency refinements. 

Finally, proving the NP-hardness of EPRP 

by deriving a suitable poly-time reduction 

would result in a substantial breakthrough in 

computer science. 

9. FUTURE ENHANCEMENT 

Future work could include extending the 

algorithm to work with multiple vertex 

attributes, multiple edges and edge 

attributes, and wildcard queries. Because 

dual simulation is often the bottleneck of the 

algorithm, ways to parallelize or speed up 

the dual simulation algorithm would bring 

further improvements. Adapting the 

algorithm to work on graphs stored on disk 

or in a distributed environment would allow 

it to handle even larger graphs. 
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