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Abstract: 

This paper considers the security problem of 

outsourcing storage from user devices to the 

cloud. A secure searchable encryption 

scheme is presented to enable searching of 

encrypted user data in the cloud. The 

scheme simultaneously supports fuzzy 

keyword searching and matched results 

ranking, which are two important factors in 

facilitating practical searchable encryption. 

A chaotic fuzzy transformation method is 

proposed to support secure fuzzy keyword 

indexing, storage and query. A secure  

 

posting list is also created to rank the 

matched results while maintaining the 

privacy and confidentiality of the user data, 

and saving the resources of the user mobile 

devices. Comprehensive tests have been 

performed and the experimental results 

show that the proposed scheme is efficient 

and suitable for a secure searchable cloud 

storage system. 

KEYWORDS : Cloud computing, 

Encryption, Chaos, Mobile communication, 

Keyword search.

1. INTRODUCTION 

1.1 Introduction:                       

Cloud computing is a model to 

enable convenient, on-demand network 

access to a shared pool of configurable 

computing resources (e.g., networks, 

servers, storage, applications, and services). 

In the current Internet, people can easily 

access their data stored in the cloud with 

their mobile devices from anywhere, e.g., 

check emails, and read the history of online 

chatting applications, view previously saved 

photos, videos or other kind of documents. 

To provide security in all such scenarios, it 
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is essential to store and access the 

outsourced data in a secure and efficient 

manner. For the protection of data privacy 

and control, data is usually encrypted before 

outsourcing, which makes its effective 

utilization a challenge. In particular, 

indexing and searching the outsourced 

encrypted data becomes problematic. 

Searchable encryption (SE) allows searching 

over encrypted data in the cloud and returns 

to the user the data that correspond to the 

given keywords, without having to reveal 

the keywords. It is thus a critical enabler for 

securing outsourced data. Traditional 

searchable encryption schemes allow a user 

to securely search over encrypted data 

through keywords but only support 1) exact 

keyword matching, which is not a practical 

requirement for current mobile phone input 

methods and 2) boolean search without 

capturing the relevance of data files. The 

system usability can be greatly enhanced by 

the use of fuzzy keyword search instead of 

traditional searchable encryption. Fuzzy, or 

error tolerant, searchable encryption returns 

to the user the files that match not only the 

exact predefined keywords but also the 

closest possible matched files based on 

keyword similarity semantics. Similarly, 

system usability is greatly enhanced by 

ranked search which returns the matched 

files in a ranked order determined by 

appropriate relevance criteria. This paper 

investigates the problem of supporting both 

ranked and fuzzy keyword search in a single 

scheme to achieve effective utilization of 

remotely stored encrypted data in mobile 

cloud computing applications.  

1.2 Purpose: 

Many approaches are proposed to enable 

fuzzy search. Researchers consider the use 

of wildcards to enlarge the range of possible 

similar keywords searched, but this 

technique only covers part of the possible 

close key words. A wildcard only permits 

capturing of errors provided we know where 

they are located in the keyword  the authors 

proposed a new cryptographic primitive 

called Public Key Error Tolerant Searchable 

Encryption(PKETS)which is based on 

public key encryption with keyword search 

proposed . This algorithm was applied to the 

biometric data. Acceptable erroneous 

keywords did not have to be specified in 

advance in their algorithm. However, this 

approach was designed for a special type of 

data, i.e., iris code. This technology is useful 

at airports as are placement for passports but 

it is not designed for text documents. The 

authors, proposed to embed edit distance 

(Levenshtein distance) into Hamming 
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distance to obtain a fuzzy keyword search 

suitable for strings and then text files. 

1.3  Scope: 

Searchable encryption (SE) allows searching 

over encrypted data in the cloud and returns 

to the user the data that correspond to the 

given keywords, without having to reveal 

the keywords. 

1.4  Motivation: 

A new fuzzy transformation by introducing 

chaos and enhance the fuzziness through 

amplification of the LSH, which 

significantly improves both the security and 

the efficiency of the fuzzy searching process 

compared to the existing solutions. 

Furthermore, comprehensive tests on 

different LSH methods are performed in 

order to select the best one to be used in our 

algorithm. Chaotic systems are widely used 

in the cryptography domain and have 

attracted the attention of many researchers 

due to the interesting characteristics of 

chaos. However, to the best of our 

knowledge, this is the first paper proposing 

to use chaos in the searchable encryption 

schemes. Our proposed system is, in 

addition, designed to support fuzzy and 

ranking mechanisms and is proven to be 

practical for mobile usage.  

1.5  Overview: 

  A new fuzzy transformation by 

introducing chaos and enhance the fuzziness 

through amplification of the LSH, which 

significantly improves both the security and 

the efficiency of the fuzzy searching process 

compared to the existing solutions. 

Furthermore, comprehensive tests on 

different LSH methods are performed in 

order to select the best one to be used in our 

algorithm. Chaotic systems are widely used 

in the cryptography domain and have 

attracted the attention of many researchers 

due to the interesting characteristics of 

chaos. However, to the best of our 

knowledge, this is the first paper proposing 

to use chaos in the searchable encryption 

schemes. Our proposed system is, in 

addition, designed to support fuzzy and 

ranking mechanisms and is proven to be 

practical for mobile usage. 

2. LITERATURE SURVEY 

Many approaches are proposed to enable 

fuzzy search. Researchers [1] consider the 

use of wildcards to enlarge the range of 

possible similar keywords searched, but this 

technique only covers part of the possible 

close keywords. A wildcard only permits 

capturing of errors provided we know where 

they are located in the keyword. The authors 

[2] proposed a new cryptographic primitive 

called Public Key Error Tolerant Searchable 
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Encryption (PKETS) which is based on 

public key encryption with keyword search 

proposed. This algorithm was applied to the 

biometric data [3]. Acceptable erroneous 

keywords did not have to be specified in 

advance in their algorithm. However, this 

approach was designed for a special type of 

data, i.e., iris code. This technology is useful 

at airports as a replacement for passports but 

it is not designed for text documents. The 

authors [4], proposed to embed edit distance 

(Levenshtein distance) into Hamming 

distance to obtain a fuzzy keyword search 

suitable for strings and then text files. This 

method uses existing locality sensitive 

hashing (LSH) to enable the fuzziness in the 

search method and has a very low distortion. 

However, this method is mainly theoretical 

and the proposed embedding technique 

introduces a lot of redundancy, which 

increases the dimension of the stored data, 

and is not suitable for the case of mobile 

usage because of the small amount of 

memory available. Another method [5] uses 

bloom filters and Jaccard similarity to 

perform the translation and the LSH. It also 

introduces ranking of the retrieved 

encrypted data. However, the ranking has to 

be performed by the user himself and not 

automatically by the server which can add 

unwanted burden for a mobile user‟s device. 

Actually, very few searchable encryption 

schemes support the ranking of matched 

items though this problem has recently 

attracted the attention of some researchers 

[6]. Fuzziness and ranking are currently two 

different research axes and very few 

researchers have considered combining 

them. However, these methods are either not 

practical for mobile usage as is the case or 

they suffer from security problems as is the 

case. This work proposed a new fuzzy 

transformation by introducing chaos and 

enhances the fuzziness through 

amplification of the LSH, which 

significantly improves both the security and 

the efficiency of the fuzzy searching process 

compared to the existing solutions. 

3. PROBLEM STATEMENT 

Bringer   proposed a new cryptographic 

primitive called Public Key Error Tolerant 

Searchable Encryption (PKETS) which is 

based on public key encryption with 

keyword search proposed. This algorithm 

was applied to the biometric data [3]. 

Chabanne proposed to embed edit distance 

(Levenshtein distance) into Hamming 

distance to obtain a fuzzy keyword search 

suitable for strings and then text files. This 

method uses existing locality sensitive 

hashing (LSH) to enable the fuzziness in the 
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search method and has a very low distortion. 

Kuzu uses bloom filters and Jaccard 

similarity to perform the translation and the 

LSH. It also introduces ranking of the 

retrieved encrypted data. 

3.1 Disadvantages 

Performance is low. These existing works 

are not efficient. Less Security. 

4. PROPOSED SYSTEM 

This system proposes a new fuzzy 

transformation by introducing chaos and 

enhances the fuzziness through 

amplification of the LSH, which 

significantly improves both the security and 

the efficiency of the fuzzy searching process 

compared to the existing solutions. 

Furthermore, comprehensive tests on 

different LSH methods are performed in 

order to select the best one to be used in our 

algorithm. Chaotic systems are widely used 

in the cryptography domain and have 

attracted the attention of many researchers 

due to the interesting characteristics of 

chaos. However, to the best of our 

knowledge, this is the first paper proposing 

to use chaos in the searchable encryption 

schemes. Our proposed system is, in 

addition, designed to support fuzzy and 

ranking mechanisms and is proven to be 

practical for mobile usage. 

5. ARCHITECTURE 

 

 

 

5.System Design 

6. IMPLEMENTATION  

6.1 Registration: 

In this module clients register with cloud 

using his/her username, password, and 

name, mobile no and so on. Followed by, 

he/she can use chaotic searchable encryption 

algorithm. The proposed approach allows 

searching over encrypted data stored in the 

cloud and returns the relevant files to the 

queries in a ranked order. 

6.2 Sending Process 

In the sending part, the user‟s computer 

encrypts the files that he wants to store in 

the cloud. It creates the meta-data necessary 

for the cloud to search these files later. 

6.3 Searching Process 

In the searching process, the user queries the 

cloud through his mobile phone. The cloud 
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receives the hashed query, performs the 

search, retrieves and returns the required 

documents in a ranked order. 

7. OUTPUT RESULTS  
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8 CONCLUSION 

This work proposed the first chaos based 

searchable encryption approach which also 

allows both ranked and fuzzy keyword 

searches on the encrypted data stored in the 

cloud. Our approach guarantees the privacy 

and confidentiality of the user even vis- a-

vis the cloud provider who is semi-trusted in 

our case. The proposed method is designed 

to achieve effective retrieval of remotely 

stored encrypted data for mobile cloud 

computing scenarios. This scheme is 

implemented and evaluated using two 

databases: RFCs and the Enron database. 

Comprehensive tests have been performed 

to prove the efficiency of our proposition. 

First, the chaotic locality sensitive hashing 

method with 0% failure is selected. Then, 

effects of different parameters of the 

amplification method (AND-OR 

construction) and the chaos, on the 

efficiency of the algorithm, are shown when 

different numbers of files are requested. The 

algorithm is also tested when different kind 

of errors (deletions, insertions, permutations 

and substitutions) occur in the query and 

similar precision, recall and retrieved ratio 

curves are obtained. 
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