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Abstract: 

The eHealth trend has spread globally. Internet of Things (IoT) devices for medical service and pervasive 

Personal Health Information (PHI) systems play important roles in the eHealth environment. A cloud-

based PHI system appears promising but raises privacy and information security concerns. We propose a 

cloud-based fine-grained health information access control framework for lightweight IoT devices with 

data dynamics auditing and attribute revocation functions. Only symmetric cryptography is required for 

IoT devices, such as wireless body sensors. A variant of ciphertext-policy attribute-based encryption, dual 

encryption, and Merkle hash trees are used to support fine-grained access control, efficient dynamic data 

auditing, batch auditing, and attribute revocation. Moreover, the proposed scheme also defines and 

handles the cloud reciprocity problem wherein cloud service providers can help each other avoid fines 

resulting from data loss. Security analysis and performance comparisons show that the proposed scheme 

is an excellent candidate for a cloud-based PHI system 

 

Index Terms—Internet of thing, personal health information, auditing, fine-grained access 

control, cloud storage

1. INTRODUCTION 

1.1. Introduction  

    The cloud computing paradigm has 

reformed the usage and management of the 

information technology infrastructure. Cloud 

computing is characterized by on demand self-

services, ubiquitous network accesses, 

resource pooling, elasticity, and measured 

services .The a fore mentioned characteristics 

of cloud computing make it a striking 

candidate for businesses, organizations, and 

individual users for adoption. However, the 

benefits of low cost, negligible management 

(from a users perspective), and greater 

flexibility come with increase security 

concerns. Security is one of the most crucial 
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aspects among those prohibiting the wide-

spread adoption of cloud computing. Cloud 

security issues may stem due to the core 

technologies implementation (virtual machine 

(VM) escape, session riding, etc.), cloud 

service offerings (structured query language 

injection, weak authentication schemes, etc.), 

and arising from cloud characteristics (data 

recovery vulnerability, Internet protocol 

vulnerability, etc.) [5]. For a cloud to be 

secure, all of the participating entities must be 

secure. In any given system with multiple 

units, the highest level of the systems security 

is equal to the security level of the weakest 

entity. Therefore, in a cloud, the security of 

the assets does not solely depend on an 

individual‘s security measure. The 

neighboring entities may provide an 

opportunity to an attacker to bypass the user‘s 

defenses. 

     The off-site data storage cloud utility 

requires users to move data in cloud‘s 

virtualized and shared environment that may 

result in various security concerns. Pooling 

and elasticity of a cloud, allows the physical 

resources to be shared among many users. 

Moreover, the shared resources may be 

reassigned to other users at some instance of 

time that may result in data compromise 

through data recovery methodologies. 

Furthermore, a multi-tenant virtualized 

environment may result in a VM to escape the 

bounds of virtual machine monitor (VMM). 

The escaped VM can interfere with other VMs 

to have access to unauthorized data. Similarly, 

cross-tenant virtualized network access may 

also compromise data privacy and integrity. 

Improper media sanitization canal so leak 

customers private data. 

           The data outsourced to a public cloud 

must be secured. Unauthorized data access by 

other users and processes (whether accidental 

or deliberate) must be prevented [14]. As 

discussed above, any weak entity can put the 

whole cloud at risk.  

 In such a scenario, the security mechanism 

must substantially increase an attacker‘s effort 

to retrieve a reasonable amount of data even 

after a successful intrusion in the cloud. 

Moreover, the probable amount of loss (as a 

result of data leakage) must also be 

minimized. 

1.2 Purpose: 

An effective PHI system is to adopt a cloud-

based storage to mitigate the burden of 

building and maintenance cost. However, 

outsourced PHI faces the challenge of security 

and privacy issues, for instance, how to ensure 

that only the authorized requester can access 

the sensitive PHI or to prevent a semi-trusted 

Cloud Service Provider (CSP) from leaking 

stored information. In addition, the Health 

Insurance Portability and Accountability Act 

(HIPAAcomprises a list of privacy 

requirements for protecting confidentiality 

from the data storage server. Data integrity at 

a semi-trusted CSP is another important 

concern. CSPs facing occasional catastrophic 
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failures might decide to hide data errors from 

a patient for their own benefit. Although the 

data owner backs up his or her extremely 

important data in multiple CSPs, some CSPs 

might exercise mutual aid to avoid the huge 

cost of data loss. We call this the cloud 

reciprocity problem. The fact that a stored PHI 

would not only be accessed by medical 

workers but also updated by the patient 

requires support for data integrity verification 

for dynamic data operations. 

1.3  Scope: 

The cloud computing paradigm 

has reformed the usage and management of 

the information technology infrastructure. 

Cloud computing is characterized by on 

demand self-services, ubiquitous network 

accesses, resource pooling, elasticity, and 

measured services. The afore mentioned 

characteristics of cloud computing make it a 

striking candidate for businesses, 

organizations, and individual users for 

adoption. However, the benefits of lowcost, 

negligible management (from a users 

perspective), and greater flexibility come with 

increased security concerns. 

1.4  Motivation: 

Some users may misbehave under the cover of 

anonymity by, e.g., defacing webpages on 

Wikipedia or posting vulgar comments on 

YouTube. To prevent such abuse, a few 

anonymous credential schemes have been 

proposed that revoke access for misbehaving 

users while maintaining their anonymity such 

that no trusted third party (TTP) is involved in 

the revocation process. Recently we proposed 

BLACR, a TTP-free scheme that supports 

‗reputation-based blacklisting‘ — the service 

provider can score users‘ anonymous sessions 

(e.g., good vs. inappropriate comments) and 

users with insucient reputation are denied 

access. The major drawback of BLACR is the 

linear computational overhead in the size of 

the reputation list, which allows it to support 

reputation for only a few thousand user 

sessions in practical settings. We propose 

PERM, a revocation window-based scheme 

(misbehaviors must be caught within a 

window of time), which makes computation 

independent of the size of the reputation list. 

PERM thus supports millions of user sessions 

and makes reputation-based blacklisting 

practical for large-scale deployments. 

1.5  Overview: 

  We present a new methodology for 

realizing Ciphertext-Policy Attribute 

Encryption (CP-ABE) under concrete and 

noninteractive cryptographic assumptions in 

the standard model. Our solutions allow any 

encryptor to specify access control in terms of 

any access formula over the attributes in the 

system. In our most efficient system, 

ciphertext size, encryption, and decryption 

time scales linearly with the complexity of the 

access formula. The only previous work to 

achieve these parameters was limited to a 
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proof in the generic group model. We present 

three constructions within our framework. Our 

first system is proven selectively secure under 

a assumption that we call the decisional 

Parallel Bilinear Diffie-Hellman Exponent 

(PBDHE) assumption which can be viewed as 

a generalization of the BDHE assumption. Our 

next two constructions provide performance 

tradeoffs to achieve provable security 

respectively under the (weaker) decisional 

Bilinear-Diffie-Hellman Exponent and 

decisional Bilinear Diffie-Hellman 

assumptions. 

2 . LITERATURE SURVEY 

1)PERM::practicalreputation-based 

blacklisting without TTPS. 

AUTHORS: M. H. Au and A. Kapadia. 

Some users may misbehave under the cover of 

anonymity by, e.g., defacing webpages on 

Wikipedia or posting vulgar comments on 

YouTube. To prevent such abuse, a few 

anonymous credential schemes have been 

proposed that revoke access for misbehaving 

users while maintaining their anonymity such 

that no trusted third party (TTP) is involved in 

the revocation process. Recently we proposed 

BLACR, a TTP-free scheme that supports 

‗reputation-based blacklisting‘ — the service 

provider can score users‘ anonymous sessions 

(e.g., good vs. inappropriate comments) and 

users with insucient reputation are denied 

access. The major drawback of BLACR is the 

linear computational overhead in the size of 

the reputation list, which allows it to support 

reputation for only a few thousand user 

sessions in practical settings. We propose 

PERM, a revocation window-based scheme 

(misbehaviors must be caught within a 

window of time), which makes computation 

independent of the size of the reputation list. 

PERM thus supports millions of user sessions 

and makes reputation-based blacklisting 

practical for large-scale deployments. 

2) Ttp-free blacklistable anonymous 

credentials with reputation Constant-Size 

Dynamic k-TAA. 

AUTHORS: In SCNM. H. Au, A. Kapadia, 

and W. Susilo. Blacr: 

Anonymous authentication can give users the 

license to misbehave since there is no fear of 

retribution. As a deterrent, or means to 

revocation, various schemes for accountable 

anonymity feature some kind of (possibly 

distributed) trusted third party (TTP) with the 

power to identify or link misbehaving users. 

Recently, schemes such as BLAC and PEREA 

showed how anonymous revocation can be 

achieved without such TTPs—anonymous 

users can be revoked if they misbehave, and 

yet nobody can identify or link such users 

cryptographically. Despite being the state of 

the art in anonymous revocation, these 

schemes allow only a basic form of revocation 

amounting to ‗revoke anybody with d or more 

misbehaviors‘ or ‗revoke anybody whose 

combined misbehavior score is too high‘ 
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(where misbehaviors are assigned a ‗severity‘ 

score). We present BLACR, which 

significantly advances anonymous revocation 

in three ways: 1) It constitutes a first attempt 

to generalize reputation-based anonymous 

revocation, where negative or positive scores 

can be assigned to anonymous sessions across 

multiple categories. Servers can block users 

based on policies, which specify a boolean 

combination of reputations in these categories; 

2) We present a weighted extension, which 

allows the total severity score to ramp up for 

multiple misbehaviors by the same user; and, 

3) We make a significant improvement in 

authentication times through a technique we 

call express lane authentication, which makes 

reputation-based anonymous revocation 

practical. 

3) Constant-Size Dynamic k-TAA. In SCN. 

AUTHORS: k-times anonymous 

authentication (k-TAA) schemes allow 

members of a group to be authenticated 

anonymously by application providers for a 

bounded number of times. Dynamic k-TAA 

allows application providers to independently 

grant or revoke users from their own access 

group so as to provide better control over their 

clients. In terms of time and space complexity, 

existing dynamic k-TAA schemes are of 

complexities O(k), where k is the allowed 

number of authentication. In this paper, we 

construct a dynamic k-TAA scheme with 

space and time complexities of O(log(k)). We 

also outline how to construct dynamic k-TAA 

scheme with a constant proving effort. Public 

key size of this variant, however, is O(k). We 

then construct an ordinary k-TAA scheme 

from the dynamic scheme. We also describe a 

trade-off between efficiency and setup 

freeness of AP, in which AP does not need to 

hold any secret while maintaining control over 

their clients. To build our system, we modify 

the short group signature scheme into a 

signature scheme and provide efficient 

protocols that allow one to prove in zero-

knowledge the knowledge of a signature and 

to obtain a signature on a committed block of 

messages. We prove that the signature scheme 

is secure in the standard model under the q-

SDH assumption. 

Finally, we show that our dynamic k-TAA 

scheme, constructed from bilinear pairing, is 

secure in the random oracle model. 

4) secure cloud computing based 

framework for big data information 

management of smart grid. 

AUTHORS: J. Baek, Q. H. Vu, J. K. Liu, X. 

Huang, and Y. Xiang. 

Smart grid is a technological innovation that 

improves efficiency, reliability, economics, 

and sustainability of electricity services. It 

plays a crucial role in modern energy 

infrastructure. The main challenges of smart 

grids, however, are how to manage different 

types of front-end intelligent devices such as 

power assets and smart meters efficiently; and 

how to process a huge amount of data received 
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from these devices. Cloud computing, a 

technology that provides computational 

resources on demands, is a good candidate to 

address these challenges since it has several 

good properties such as energy saving, cost 

saving, agility, scalability, and flexibility. In 

this paper, we propose a secure cloud 

computing based framework for big data 

information management in smart grids, which 

we call ―Smart-Frame.‖ The main idea of our 

framework is to build a hierarchical structure 

of cloud computing centers to provide 

different types of computing services for 

information management and big data 

analysis. In addition to this structural 

framework, we present a security solution 

based on identity-based encryption, signature 

and proxy re-encryption to address critical 

security issues of the proposed framework. 

5) Ciphertext-policy attribute-based 

encryption. In IEEE Symposium on 

Security and Privacy 

AUTHORS: J. Bethencourt, A. Sahai, and B. 

Waters. 

We present a new methodology for realizing 

Ciphertext-Policy Attribute Encryption (CP-

ABE) under concrete and noninteractive 

cryptographic assumptions in the standard 

model. Our solutions allow any encryptor to 

specify access control in terms of any access 

formula over the attributes in the system. In 

our most efficient system, ciphertext size, 

encryption, and decryption time scales linearly 

with the complexity of the access formula. 

The only previous work to achieve these 

parameters was limited to a proof in the 

generic group model. We present three 

constructions within our framework. Our first 

system is proven selectively secure under a 

assumption that we call the decisional Parallel 

Bilinear Diffie-Hellman Exponent (PBDHE) 

assumption which can be viewed as a 

generalization of the BDHE assumption. 

3. PROBLEM STATEMENT  

● Li et al. proposed a Personal Health 

Records (PHR) system to support 

multi authority ABE. Thus, key 

management complexity for data 

owner and user can be reduced. The 

only problem is the missing of data 

auditing to ensure the data integrity of 

outsourced PHI.   

● Shacham and Waters also proposed an 

improved Proof-of-Retrievability 

(PoR) scheme based on BLS 

signatures to aggregate proofs into a 

small authenticator value. Still, only 

static data files are considered.  

● The authors enhanced the data privacy 

issue against a TPA. In their method, 

the linear combination of a sampled 

block in the CSP‘s auditing response 

is masked with randomness, so the 

TPA cannot reveal the real data. This 

variant of BLS signatures is used to 

equip the auditing protocol with 

public auditability. 
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3.1 Disadvantages:  

Heavy weight access control, revocation is 

hard, data verification is weak. 

4. PROPOSED SYSTEM 

● This work proposes a fine-grained 

health information access control 

framework in the cloud for 

lightweight IoT devices with data 

dynamics auditing and attribute 

revocation functions.  

● Regarding security and privacy, this 

work use Ciphertext Policy Attribute-

Based Encryption (CP-ABE) to 

perform fine-grained access control on 

the part of a decryption key that is 

used to decrypt sensitive patient PHI. 

Basically, each Data Access Requester 

has his/her own private keys 

associated with a set of attributes, and 

an essential decryption parameter 

TSK specifies an access policy over a 

defined universe of attributes.  

● Data Access Requester (DAR) can 

extract TSK to decrypt the encrypted 

PHI if and only if his/her attributes 

satisfy the access policy. 

Consequently, a patient can 

selectively delegate different users 

with different access privileges and 

construct a flexible PHI access policy. 

Moreover, our scheme uses only 

simple symmetric encryption for an 

IoT gateway (e.g., a Personal Digital 

Assistant (PDA)) and develops a 

novel proxy encryption method to 

ensure that only a specific DAR can 

decrypt the encrypted PHI and 

withstand the cloud reciprocity 

problem. More precisely, our scheme 

will assign a unique CSP storing key, 

embedded in the proposed proxy 

encryption, to each CSP. As a result, 

the encrypted PHIs are exclusive to a 

specific CSP to conquer the cloud 

reciprocity problem. This scheme 

eliminates the trusted Healthcare-

Service Provider (HSP) during data 

access to lessen DAR access waiting 

time and to alleviate HSP workload, 

which is better dedicated to key 

distribution and public auditing. 

Regarding dynamic data auditing, this 

work use Merkle Hash Trees (MHTs) 

for efficient verification of dynamic 

data operations.  

● Moreover, this work elaborately 

integrates the role of Central 

Authority (CA) and TPA into a trusted 

HSP to deal with the key management 

and public auditor issues. 

Consequently, patients are not 

required to be online constantly for 

key distribution, and the burden of 

public auditing can be transferred 

from data owner to HSP. Generally, 

the revocation issue in CP-ABE is 
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even more difficult than other 

traditional approaches, because each 

attribute is conceivably shared by 

several users (patients or medical 

workers).  

● This work adopts the concept of a dual 

encryption mechanism to support 

rapid user revocation. In brief, an 

attribute group key for each attribute 

is added within CP-ABE. As long as 

the membership of the attribute group 

is altered, the update procedure of the 

attribute group will be performed to 

accomplish the goal of attribute 

revocation. 

4.1 Advantages 

This proposed work is a lightweight access 

control framework suitable for healthcare IoT 

devices to achieve the functions of fine-

grained access control, efficient revocation, 

and dynamic data verification. 

5. MODULES 

5.1 Registered user (Patient):  

● Each patient registers at HSP and 

chooses different tree secret keys 

(TSKs) for different privacy levels.  

● The patient transmits PHIs to CSP 

through HSP.  

● The patient wears wireless IoT tags or 

sensors to gather vital signs, which are 

sent to a local gateway (e.g., PDA) 

that is responsible for PHI data 

aggregation and distribution to HSP.  

● Note that the local gateway has only 

limited computational capability. 

5.2 HSP:  

● HSP is a totally trusted entity, which 

is responsible for transmitting PHIs to 

CSP and maintains computational 

resources.  

● HSP also serves as the TPA to 

perform the task of data auditing on 

behalf of patients.  

5.3 CSP: 

● CSPs provide data storage services for 

storing encrypted PHIs and are 

equipped with mass storage space and 

computational resources. 

5.4 DAR: 

Cloud users (DARs) request to access stored 

PHIs. 
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6. SYSTEM ARCHITECTURE 

 

7. OUTPUT RESULTS 

 

 

 

 

 

 

8. CONCLUSION  

This work adopts the concept of a dual 

encryption mechanism to support rapid user 

revocation. In brief, an attribute group key for 

each attribute is added within CP-ABE. As 

long as the membership of the attribute group 

is altered, the update procedure of the attribute 

group will be performed to accomplish the 

goal of attribute revocation. 
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9. FUTURE ENHANCEMENT 

Future work could include extending the 

algorithm to work with multiple vertex 

attributes, multiple edges and edge attributes, 

and wildcard queries. Because dual simulation 

is often the bottleneck of the algorithm, ways 

to parallelize or speed up the dual simulation 

algorithm would bring further improvements. 

Adapting the algorithm to work on graphs 

stored on disk or in a distributed environment 

would allow it to handle even larger graphs. 
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