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Abstract  

The purpose of this project is to design and implement a framework that employs unique authentication 

method that relies on third party identification which is required to accurately identify and authenticate 

legitimate user in order to reduce the risk of disclosing confidential data to unauthorized party in Mobile 

Cloud Computing, MCC. Cloud computing is a service provided for user to store and process their data 

online instead of local device. Mobile Cloud computing which an extension of the cloud is computing 

service allows user to remotely access their data and services that are being uploaded to the cloud 

beforehand in any place and any time as long as they have internet connection in their personal mobile 

device. Throughout the period of the mobile cloud computing era, the security has always been a concern 

and post as a formidable challenge even for experienced security specialist. Moreover, encryption method 

such as RSA and Diffie Hellman cryptosystem proven to be useless against the attacks launched by 

quantum computer. Hence, Homomorphic Signature scheme is introduced along with the Identity 

Management (IDM) server into the mobile cloud computing in order to address this issue by applying 

implicit authentication method to differentiate between the genuine and non-genuine user which allows 

system to authenticate the clients accurately. The details of the framework will be further explained later 

in this paper, where the user will be authenticated with IDM as medium and no password is used 

throughout the authentication process, allowing the client to be safely authenticated at the end of the 

process.  
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1.INTRODUCTION 

1.1 Introduction: 

Mobile computing provides wireless 

communication services which can perform 

transmission of information to other devices 

through the format of voice, data or in form of 

visual presentation such as image and video. On 

the other hand, cloud computing is a method of 

utilizing the function remote server which is not 

locally hosted. Through the internet connection, 
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the user can remotely access the server anytime 

and anywhere [1] to perform store, manage, 

backup and process the information outside of 

the device once the specific user is 

authenticated.  

Example of the few famous cloud providers are 

GoogleDrive, Amazon S3 and DropBox. This 

service provides a lot of convenience for the 

users as they do not need to consider towards 

monetary matter such as being charged with 

extra cost like investing money on setting up 

infrastructure, hardware and software inspection, 

maintenance and expansion of their own storage 

server as most of the work are managed by the 

remote cloud service provider, where clients 

only need to concern about how much the cost 

of the resources which is charged based on their 

usage. What is MCC? “Mobile cloud computing 

is an emerging cloud service model following 

the trend to extend the cloud to the edge of 

networks.” [2] MCC is flexible as it is 

compatible with various mobile operating 

system platforms such as Android, IOS and 

Windows. By integrating mobile device into 

cloud computing, MCC enables mobile users to 

access the cloud as well, where users can 

monitor their Smartphone by utilizing the 

cloud’s resource to process some the mobile’s 

computing task. Since, the amount of mobile 

phone owner has been increasing significantly 

compared to computer user. By implementing 

the cloud computing technique into mobile 

device, users are now able to access and receive 

services from the cloud remotely through their 

individual portable device. Even though this 

technology benefits the user by allowing them to 

conveniently access to the cloud services 

through their mobile device remotely, it is 

inevitable that the MCC cannot escape cyber 

security challenges especially in the user 

authentication aspect.  

1.2 Purpose:  

The most common authentication process 

nowadays is user name and password 

authentication, a process where server will 

request the client for name and password. Once 

inputted, the server will query into database to 

seek out the matching user name and then 

compare the password. Once all of the required 

input proved to be matching, it will authenticate 

the client. This is a simple straightforward 

authentication process but the SPI inputted by 

user can be easily stolen in any 3 part of the 

authentication process. During the first part of 

the process where user input their SPI into the 

device, their log in credentials can be easily 

stolen by logging tools such as key loggers 

which it records all the key stroke entered. 

During data transmission between device, which 

is the second part of the authentication process, 

the information sent can be easily stolen through 

utilization of eavesdropping tools for Man in the 

middle attack such as Ether cap from Kali Linux 

operating system. Lastly, the server that receives 

the user’s SPI can be malicious as well. The 

server can be spoofed where attackers can create 

a fake server with same domain name and then 

launch Denial of service attack to disable the 
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genuine server, allowing them to impersonate 

and get their hand on user’s SPI. Or perhaps the 

genuine server itself can be un-trusted as well by 

providing services to the clients and at the same 

time collecting their SPI without the knowledge 

of the client.   

1.3 Scope:  

In order to strengthen the legitimacy of 

authentication process over the cloud, third party 

Identity Management (IDM) is introduced with 

its function as to identify a particular person on 

the bases of claimed values such as name, email, 

phone number and address. The IDM can be 

used as a “middle man” that can represent and 

get identified on behalf of their client towards 

the cloud server while eliminating the use of 

password as authentication medium.   

1.4 Motivation:  

While the total amount of user for the mobile 

device increase exponentially, this made security 

for user authentication to fall into the list of 

concerns for MCC. Exploitations can be made 

by the attackers towards the existing mobile 

security algorithm as long as user’s device is 

connected to the internet which will allow the 

attackers to carefully choose their victim and 

perform data theft. This issue poses as a huge 

threat and challenges towards the security of 

user privacy as it allows their log in credentials 

to be easily exposed and acquired, thus carries a 

higher risk of getting their access stolen. This 

will discourage user from using the MCC 

service due to lack incompetency in their cloud 

service provider’s authentication system in 

securing the privacy of their data.  

1.5 Overview:  

 MCC’s authentication that eliminates the 

use of password, there are several existing 

solutions that are almost identical in the 

authentication  method.  Even  though 

 the approaches are different, they still 

share the fundamental concept of identification 

which is to deploy a framework that can 

authenticate and identify user while reducing the 

need for them to disclose their SPI. The 

elimination of password during authentication 

process greatly reduce the chance of allowing 

user’s credential to be stolen as there is 

insufficient information regarding user’s 

credential to be sniffed out by the attacker which 

can be used to get authenticated. Below are the 

related frameworks that can authenticate the 

client with minimal to zero use of password.  

2. LITERATURE SURVEY 

Apart from the proposed project in this paper 

that  

is focused on MCC’s authentication that 

eliminates the use of password, there are several 

existing solutions that are almost identical in the 

authentication method that is proposed in this 

paper. Even though the approaches are different, 

they still share the fundamental concept of 

identification which is to deploy a framework 

that can authenticate and identify user while 

reducing the need for them to disclose their SPI. 

The elimination of password during 
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authentication process greatly reduce the chance 

of allowing user’s credential to be stolen as there 

is insufficient information regarding user’s 

credential to be sniffed out by the attacker which 

can be used to get authenticated. Below are the 

related frameworks that can authenticate the 

client with minimal to zero use of password:   

A. PRIME   

Known as Privacy and Identity Management for 

Europe, is a middleware that manages and 

authenticates user data by preserving the privacy 

using anonymous credentials. Identity mixer 

protocol is provided to enable the users to reveal 

any of the credential’s attribute that is obtained 

from third party identity provider (IdP) without 

disclosing any information. The problem in 

PRIME is that to implement it, both client 

agents and cloud service provider (CSP) are 

required, where the implementation cost is 

expensive and would require large sum of 

budget with precise accounting to ensure the 

availability of continuous funding for the service 

provider.   

B. Single Sign-On   

This is a session and user authentication service 

[3] that allows a single user to access multiple 

application in their device using only a set of 

login [4]. This service eliminates the need of 

further prompting for user to input their SPI in 

every different application that is inside of their 

mobile device as long as it is in the same 

session. On the other hand, there is a risk that 

allows the user’s session to be hijacked by third-

party attackers through session injection where 

the injected malicious codes will overwrite the 

session, allowing the hijacker to take control 

over the session, hence, obtaining their victim’s 

authenticated identity.   

C. KodeKey 

Kodekey eliminates the use of password and 

authenticates the client through a mobile 

application that identifies user through biometric 

scanners. It also associates user’s biometric 

information with their Phone number and PIN 

and it can be integrated with web-based API. If 

the system detects that there is log in activity 

that uses phone number and PIN instead of 

biometric scanner, it will prompt user in their 

phone in order to verify the legitimacy of the log 

in activity through requesting the user to 

perform biometric scan.   

D. LaunchKey 

LaunchKey is a mobile application that helps 

user to manage all of the authentication process 

in their devices. It is a multifactor authentication 

system where user can authenticate themselves 

with various methods such as biometric, retina,  

Bluetooth proximity etc… Apart from that, 

LaunchKey engine does not contain any user’s 

sensitive authentication information and it is 

only contained within user’s own device and the 

SPI will not be sent out even during 

authentication process, which ensures the 

confidentiality of the user’s SPI to be secured.   
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E. Homomorphic Authentication Encryption 

(HAE)   

HAE ensures that both privacy and authenticity 

of the data are secured simultaneously. It is a 

symmetric-key cryptography that allows its 

functions to be evaluated by public through 

corresponding ciphertexts. [5] Basically, HAE is 

a homomorphic version of Indistinguishability 

under chosen plaintext attack (IDN-CPA), where 

it is a security guessing game consist of 2 party 

which are challenger and the adversary. The 

adversary first generates 2 different messages 

with similar length for the challenger to encrypt 

either one of them. The challenger may 

randomly choose any one of the message to be 

encrypted. After that the adversary will attempt 

to guess which of the message is encrypted by 

the challenger. The identical message length is 

used in order to prevent the adversary to 

compare the message through their length 

difference and easily win the game.  

3. PROBLEM STATEMENT  

The most common authentication process 

nowadays is user name and password 

authentication, a process where server will 

request the client for name and password. Once 

inputted, the server will query into database to 

seek out the matching user name and then 

compare the password. Once all of the required 

input proved to be matching, it will authenticate 

the client. This is a simple straightforward 

authentication process but the SPI inputted by 

user can be easily stolen in any 3 part of the 

authentication process. During the first part of 

the process where user input their SPI into the 

device, their log in credentials can be easily 

stolen by logging tools such as key loggers 

which it records the entire key stroke entered. 

During data transmission between devices, 

which is the second part of the authentication 

process, the information sent can be easily 

stolen through utilization of eavesdropping tools 

for Man in the middle attack such as Ether cap 

from Kali Linux operating system. Lastly, the 

server that receives the user’s SPI can be 

malicious as well. The server can be spoofed 

where attackers can create a fake server with 

same domain name and then launch Denial of 

service attack to disable the genuine server, 

allowing them to impersonate and get their hand 

on user’s SPI. Or perhaps the genuine server 

itself can be un-trusted as well by providing 

services to the clients and at the same time 

collecting their SPI without the knowledge of 

the client.  

3.1 Disadvantages:  

Encryption method such as RSA and Diffie 

Hellman cryptosystem, proven to be useless, 

against the attacks launched by quantum 

computer. Authentication is not safe.  

4. PROPOSED SYSTEM  

This proposed system assigns a “middleman” to 

authenticate and represent their client to request 

for cloud service without the need of using 

client’s own SPI and thus, reducing the risk of 
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identity theft due as the identity of the client is 

exchanged only between the IDM server and the 

client’s device. Homomorphic Signature scheme 

is introduced along with the Identity 

Management (IDM) server into the mobile cloud 

computing in order to address this issue by 

applying implicit authentication method to 

differentiate between the genuine and non-

genuine user which allows system to 

authenticate the clients accurately.  

4.1 Advantages  

Authentication is secure. This system will allow 

user to be authenticated in a secure manner 

without the need of revealing their SPI, 

providing a better safeguard for the privacy and  

confidentiality of the user’s personal information 

as well as their identity.  

5. IMPLEMENTATION  

5.1 Registration  

Initially, the client must register with the 

IDM server. The IDM will synchronize with the 

client device and generate a type credential 

known as Identity which consist of a set unique 

values that can be used to identify that specific 

client device. The format of Identity is generated 

through combination device’s signature value, 

user’s credential and registration value assigned 

by the IDM. Once they are synchronized, the 

IDM itself will store the generated identity in its 

own database. The IDM will then generate a 

dummy name which is mapped to the newly 

created Identity. The IDM will then represent the 

client to register itself towards the Cloud Service 

Provider (CSP) using the dummy name.  

5.2 Authentication Request  

Mobile device sends authentication 

request along with its identity (each device have 

their unique identity) and address to IDM. IDM 

will then verify the identity of the mobile device 

and create an instruction that randomly splits out 

the certain part of the identity which will be sent 

along with the address of the assigned cloud (for 

encryption purpose) to the mobile device. The 

IDM then sends out the same partial value of the 

identity to the Cloud (cloud won’t know what it 

is), instructing the cloud to only encrypts the 

matching partial identity that will be sent by the 

mobile device later.  

5.3 Partial Identity Encryption  

After the mobile device receives the 

address of the cloud and the split instructions, 

the mobile device will split out the partial 

identity according to the instructions received. 

The partial identity is then being sent to cloud to 

be encrypted. The cloud will compare the 

received partial identity value with the ones 

received from the IDM, once it is matching, it 

will start the homomorphic encryption process. 

Once it is completed, the cloud will send the 

encrypted partial identity back to mobile device 

and another one to IDM.  
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5.4 Final Verification  

The encrypted partial identity is then sent back 

to mobile device to be combined with the other 

original part of the identity (as header) before 

being sent to IDM for final verification. IDM 

will then perform final verification by first 

comparing the identity header with the one 

initially received in step 1(IDM knows the 

specific header for that particular identity as it 

was the one initially had the identity values 

split) and then compare the homomorphic side 

of the identity. Once the final verification is 

successful, the IDM will send the service request 

along with mapped dummy name and the mobile 

device address to the cloud server  

(can be different cloud server based on user's service 

request), allowing mobile device to receive service 

from the cloud.  
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8 CONCLUSION  

  It is undeniable that the confidentiality of the mobile user’s SPI is always at risk when they are 

used during authentication process as they are connected to the network where they would send their 

information through internet towards the cloud in order to get verified and authenticated. By doing so, 

there is a chance that the mobile user will fall victim into man in the middle attack where the packets sent 

by their device will go through the unauthorized eavesdropper’s filter before actually reaching the 

authenticator. This allows their information to fall into the hands of the attacker, compromising their 

privacy as well as their identity. Thus granting unauthorized access towards their personal accounts 

through impersonation by the attackers since the SPI sent out is the only information/prove provided that 

can be used to identify legitimacy of the user. So instead of developing a scheme that is solely focused on 

improving the security of the system through strengthening of the encryption algorithm, a multi-

authentication purpose framework should be proposed, developed, tested and implemented on the actual 

environment. The multiauthentication process that proposed in this paper will remove the use of 

password or any important credential and instead it uses Identity that is generated together by the IDM 

and client. This method will allow user to be authenticated in a secure manner without the need of 

revealing their SPI, providing a better safeguard for the privacy and confidentiality of the user’s personal 

information as well as their identity. Furthermore, the mobile cloud computing authentication framework 

also involves a lot of distribution of Identity since the use of SPI has been replaced by it. Although the 

privacy of the client’s SPI is secured, but the risk of getting the identity stolen through information 

exchange between client and authenticator is not completely eliminated. This is where the failsafe of the 

framework comes in. Since the identity is generated through the agreement of both IDM and client, each 

time the Identity that is used for authentication can sequentially or randomly different based on the 

instruction generated by the IDM. Since the instructions for identity generation is different during every 

authentication attempt, the attackers cannot re used the values of identity that is previously stolen. As for 

the method to prevent the values of the identity from being stolen homomorphic encryption will be 

performed on the partial identity that is produced and sent by client in the cloud, where further encryption 
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processes will occur upon the encrypted identity before the homomorphically encrypted identity will be 

sent back for final verification. At the end of the proposed mobile authentication framework, only 

Identity is used for information exchange throughout the authentication ocess and since the identity’s 

value kept on changing for every authentication attempt and is encrypted along with homomorphic 

encryption scheme, it will prove to be extremely difficult for the attacker to penetrate this security 

system. Although the proposed framework looks secured, the attackers will still be able to find ways to 

exploit the blind spot of the security system, so it is inevitable that improvement must be made upon it 

frequently in order to create and maintain a safe and secured network environment for the user, allowing 

user to access the online services without worrying of getting their personal information stolen.  
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