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Abstract: OCRS applies to all the Police 

Stations over the Pune city. Its principle 

objective is to make a wrongdoing 

announcing system simple for nationals and 

to actualize a product application for the 

police office to keep up their information all 

the more proficiently furthermore, enhance 

work effectiveness of the division. In 

existing framework police office utilizes 

manual strategies for putting away 

information what's more, preparing criminal 

data which is tedious process. In this 

framework information is kept up as records 

which will cause the odds of lose of data. To 

defeat this issue, we actualize an online web 

application where information is put away 

into database and give a more anchored and 

quick handling strategy. This application is 

an online application which is created in six 

modules. The modules are native Module, 

Station Module, Director Module, DGP 

Module, Detective Module and Magistrate 

Module. A native can join on the site to 

enlist a grievance. At first extraordinary 

stations should enlist with the application 

and get a one of a kind username and secret 

key. The station module can enter whole 

subtleties into the framework. Essentially 

there are two fundamental issues amid 

validation which are key stroke logging and 

shoulder surfing. We will propose a 

framework which will give an answer for 

bear surfing and key stroke logging. We will 

give security to subject module utilizing 

GRID based validation which is talked about 

in this paper. 
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I. Introduction: OCRS (Online Crime 

Reporting System) is an E - Police Station 

which can keep up the records of 

wrongdoing like FIR, criminals‟ subtleties 

and police division organization. To build 

up an online far reaching wrongdoing 

announcing framework to draw out in the 

open, police and investigator organizations 

to be all the speedier also, receptive to battle 

with wrongdoing and crooks. Keep up data 

about subjects and give some fundamental 

administrations. National can make 

grievance; check the status of international 

ID and grumbling and underneath recorded 

licenses.  

• Lodge  

• Gym  

• Mass Meeting  

• Loud Speaker  

The proposed "Matrix Based 

Authentication" framework gives the answer 

for the issues like Shoulder Surfing, 

Duplicate login pages and Keystroke 

logging. It improves the security of the 

electronic framework and makes it 

troublesome for the assailants to translate 

the catchphrase of the client. Use Grid 

Based Authentication System to give 

security to Online Crime Management 

Framework. 

II. Existing System: In the current 

wrongdoing the board framework the vast 

majority of the tasks are done physically like 

making a move against the wrongdoings, 

sending grumblings, seeing status and so on 

in the event that anyone needs to gripe 

against the violations he should go to the 

police headquarters. On the off chance that 

we are doing the framework physically, such 

a significant number of minor mistakes will 

happen. Discovery in the past sections made 

and information cross check is another 

essential capacity. This procedure would 

take additional time. 

III. Proposed System:  

In this paper we have proposed 2 

frameworks 1. OCRS and 2. Matrix based 

Authentication System to ensure validations 

from assaults like shoulder surfing and key 

lumberjacks.  

1. OCRS: Representative logs on to his 

record, to see FIR documents and protests 

which is sent by natives. The board of lower 

assignment officers by higher assignment 

officers. This component permits 

administrator client to make the required 

measure of representatives, exchange 

worker and advancement. Keeps up history 

of the employee’s directly from the date of 
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joining to his retirement. Additionally, the 

resigned worker record is additionally kept 

up. Database and Server reinforcement 

would be kept up. Track every one of the 

representatives, natives and their contact 

subtleties. Affirmation connect is sent to the 

new client and worker when joining. Talk 

office is accessible for working 

officers.FAQ area is likewise included for 

client’s advantage. Information Security is 

given by MD5 Encryption Algorithm.  

User Classes and Characteristics:  

A. Citizen: To apply for different 

authentications, for example, birth, network, 

pay and apportion card, and native must join 

by filling the join shape and get it endorsed 

by administrator. In the wake of getting the 

username and secret word, native can sign 

on to their record and can get to the site. 

Resident can open their profile which 

contains the individual subtleties which 

he/she gave amid join. Subject who marked 

in can ask for different licenses, for 

example, arms, boisterous speaker, perusing 

focus, hold up, video, gatherings and 

recreation center. In the wake of filling the 

obligatory and different subtleties, resident 

presents the shape.  

B. Constables: First the constables must 

login to his/her record to begin his work. 

The officer who has signed in can see the 

new native enlistment in his territory. The 

constable can acknowledge the new 

enlistment relying on the subtleties encased 

by the end client. He can likewise decay if 

the subtleties encased are illicit or not right. 

Constable can see the License application 

and can check. Contingent on the 

connection, the demand is acknowledged, 

and the permit is conveyed. If there should 

arise an occurrence of any blunders in 

connection, the ask for is refused.  

C. Station In-control Officer: First the 

Station In-control Officer needs to login to 

his record to begin his work. He researches 

grave wrongdoings and other grumblings. 

He captures the offenders who are engaged 

with the wrongdoing and produces to the 

officer and the captured criminal subtleties 

are added to the criminal index. If the case 

includes property appointment, he can get a 

handle on the property and can keep in 

anchoring place. He composes the 

examination subtleties for the situation 

journal including captured lawbreakers, 

property seizure, and last report and advance 

consequences of the case.  

D. Investigators: To enter the extra 

wrongdoing subtleties, the analyst needs to 

join. Analyst can sign on to their record and 

can get to the site in the wake of accepting 

the username and secret phrase. The 
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investigators give extra wrongdoing 

subtleties to police examination what's 

more, help in settling the wrongdoing.  

E. Chief General of Police: DGP needs to 

initially sign into the customer to utilize the 

administration. He can see the criminal 

subtleties, wrongdoing subtleties, sorts of 

wrongdoing committed in a specific year 

and other measurable information. He can 

likewise see all the Police officers subtleties 

and the work done by them and he can grant 

advancements relying Upon the work by on 

the web.  

F. Director: Administrator confirms every 

one of the subjects and representatives by 

checking their username and secret key. In 

the wake of getting the join subtleties from 

the subject, Admin gives the username and 

secret phrase to the resident that ought to be 

kept for future login and furthermore 

administrator checks for uniqueness. 

Administrator keeps up the whole database 

and he is the main approved individual to 

include/evacuate/alter representative records 

and resident records gave he needs to get the 

request from the most astounding 

assignment officer.  

2. Matrix Based Authentication System: 

Matrix is exhibit of characters with size of 6 

lines and 6 segments. So the characters will 

be organized in an arbitrary way in to the 

network. Each time the client sees the lattice 

with various character mapping. He needs to 

tap the lattice component relating to a 

specific line and section. Let‟s state the 

private catchphrase has 6 letters. So the 

client will tap the grid component 

comparing to the column in which the first 

letter exists and the segment in which the 

second letter exists. Comparable advances 

will be pursued for the relating letters. On 

the off chance that the watchword has odd 

letters at that point last letter which will 

have accomplice to gather with, will be 

clicked as it in the lattice. Let‟s accept that 

client watchword is "NATURE" at that point 

his secret word will be of 3 characters. Also, 

secret key will be „QUK‟. 

 

Next time during password input he will get 

different grid. So the keyword will be same 

but password will be different. Now for the 

same keyword „NATURE‟ password will 

be NUE. 
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IV. Observation: This framework is to 

connect with open, police, and investigator 

organizations to be all the more fast, 

proactive and receptive to battle with 

wrongdoing and lawbreakers. Residents can 

protest and furthermore can check the status 

of objections and travel papers. Expansion 

of framework would guarantee that the 

client will have an anchored login as each 

time client would finish up entering diverse 

passwords. The odds of secret word being 

watched or broken by someone else are least 

utilizing such GRID. 

V. Result:  

 

Fig. 1 Home Page of OCRS 

 

Fig. 2 Login using Grid 

 

Fig. 3 Criminal Search 

 

Fig. 4 Crime Reporting Form 

Vi. Conclusion: We infer that Online Crime 

Reporting System can be utilized to connect 

with open, police and analyst attempts to be 
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more brisk, pre-emptive and responsive to 

battle with wrongdoing and crooks. The 

proposed "Framework Based Authent-

ication" framework gives the answer for the 

issues like Duplicate login pages", 

"Shoulder Surfing", "and "Keystroke 

logging". It recoups the security of the 

electronic framework and makes it 

troublesome for the assailants to interpret 

the watchword of the client. Expansion of 

matrix would guarantee that the client will 

have an anchored login as each time client 

would finish up entering diverse passwords. 

The odds of secret phrase being watched or 

split by someone else are least utilizing such 

GRID. 
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