


DIGITAL ERA
CYBER CRIMINAL

THIRD PARTIES
PROFIT

1.CONTACT INFO
2.CREDIT CARD INFO
3.BANK A/C  INFO

POLITICAL &
SOCIAL ACTIVITES



AUTHENTICATION AUTHORIZATION VS

AUTHENTICATION 

AUTHORIZATION 

Login credentials
Right User Name
Right password

What You are allocated to do
Ex : Our College Website

Set of Things : Student Portal , Staff Portal
No changes in Website for MARKS , ATTENDANCE

Web Developement
App Developement

No Permissions



INTEGRITY

AVAILABILITY

CONFIDENTIALITY
Privacy Maintain

Orginal Data  Duplicate Data

Personal Data Profession Data

Data Crash
Servers Crash

Apps
Website
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 BASICS OF CRYPTOGRAPHY
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Symmetric

Symmetric cryptography/ symmetric cipher 

Asymmetric cryptography used two keys 

One key for encryption

Secound key for decryption

Model used only one key for the process 

Both encryption and decryption of data.

it is also called secret key / private key
cryptography

Asymmetric
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DIGITAL SIGNATURE

HASH
 FUNCTION

DOCCUMENT

VALUE

HERE DIVIDEING DATA

HASH HASH

EQUAL

HASH
FUNCTION

VERIFICATION
ALGORITHM

DATA
SENDER’S

PRIVATE KEY

SENDER’S
PUBLIC KEY

SIGNAURE
ALGORITHM DATA

SIGNAURE

Safe & 
Secure
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RECIVER



www.google .com

DNS helps your browser find and connect to the right server

148.286.096.12

93.184.216.34
DNS

1 2 3 4 5

DNS
Domain Name System

Like the phonebook of the internet

Its translates easy-to-rember domain names

Like (www.svkp & dr.k.s raju arts & science college)

You type
www.example.com in

your browser

Your device ask the
DNS Resolver

(usally your ISP)
For the IP address

The DNS Resolver
contacts DNS Servers
to find the correct IP

address

DNS servers returns
the IP address :
93.184.216.34

Your browser uses
the IP address to

connect the
website

(Domain Name)
Request

(IP Address)

Into IP Address like (148.286.096.12)

Computer used to identify each other on the network

HOW DNS WORK?
































