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Abstract—  

In cloud information storage system, interchangeable key coding is typically accustomed inscribe 

files thanks to its high potency. So as enable the untrusted/semi-trusted cloud storage server to 

perform looking over encrypted information whereas maintaining information confidentiality, 

searchable interchangeable coding (SSE) has been projected. in an exceedingly typical SSE 

theme, a users stores encrypted files on a cloud storage server and later will retrieve the encrypted 

files containing specific keywords. The fundamental security demand of SSE is that the cloud 

server learns no info regarding the files or the keywords throughout the looking method. Some 

SSE schemes additionally provide further functionalities like sleuthing cheating behavior of a 

malicious server (i.e., verifiability) and permitting update (e.g., modifying, deleting and adding) of 

documents on the server. However, the previous (verifiable) SSE schemes were designed for 

single users that mean the looking will solely be done by the information owner, whereas actually 

individuals typically use cloud storage to share files with alternative users. During this paper we 

tend to gift a multi-user verifiable searchable interchangeable coding (MVSSE) theme that 

achieves all the fascinating options of a verifiable SSE and permits multiple users to perform 

looking. we tend to then outline a perfect practicality for MVSSE underneath the Universally 

Composable (UC-) security framework and prove that our ideal practicality implies the safety 

needs of a secure MVSSE, and our multi-user verifiable SSE theme is UC-secure. We tend to 

additionally implement our theme to verify its high performance supported some real dataset. 

Index Terms: data encryption, access control, Searchable, verifiable 

 

I. Introduction

Cloud storage services have rapidly 

become increasingly popular. Users can store 

their data on the cloud and access their data 

anywhere at any time. Because of user 

privacy, the data stored on the cloud is 

typically encrypted and protected from access 

by other users. Considering the collaborative 

property of the cloud data, attribute-based 

encryption (ABE) is regarded as one of the 

most suitable encryption schemes for cloud 

storage. There are numerous ABE schemes 

that have been proposed, including. Most of 

the proposed schemes assume cloud storage 

service providers or trusted third parties 

handling key management are trusted and 

cannot be hacked; however, in practice, some 

entities may intercept communications 

between users and cloud storage providers 

and then compel storage providers to release 

user secrets by using government power or 

other means. In this case, encrypted data are 

assumed to be known and storage providers 

are requested to release user secrets. As an 

example, in 2010, without notifying its users, 

Google released user documents to the FBI 

after receiving a search warrant. In 2013, 
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Edward Snowden disclosed the existence of 

global surveillance programs that collect such 

cloud data as emails, texts, and voice 

messages from some technology companies. 

Once cloud storage providers are 

compromised, all encryption schemes lose 

their effectiveness. Though we hope cloud 

storage providers can fight against such 

entities to maintain user privacy through 

legal avenues, it is seemingly more and more 

difficult. As one example, Lavabit was an 

email service company that protected all user 

emails from Outside coercion; unfortunately, 

it failed and decided to shut down its email 

service. Since it is difficult to fight against 

outside coercion, we aimed to build an 

encryption scheme that could help cloud 

storage providers avoid this predicament. In 

our approach, we offer cloud storage 

providers means to create fake user secrets. 

Given such fake user secrets, outside coercers 

can only obtained forged data from a user’s 

stored cipher text. Once coercers think the 

received secrets are real, they will be satisfied 

and more importantly cloud storage providers 

will not have revealed any real secrets. 

Therefore, user privacy is still protected. This 

concept comes from a special kind of 

encryption scheme called deniable 

encryption. Deniable encryption involves 

senders and receivers creating convincing 

fake evidence of forged data in cipher texts 

such that outside coercers are satisfied. Note 

that deniability comes from the fact that 

coercers cannot prove the proposed evidence 

is wrong and therefore have no reason to 

reject the given evidence. This approach tries 

to altogether block coercion efforts since 

coercers know that their efforts will be 

useless. We make use of this idea such that 

cloud storage providers can provide audit-

free storage services. In the cloud storage 

scenario, data owners who store their data on 

the cloud are just like senders in the deniable 

encryption scheme. Those who can access the 

encrypted data play the role of receiver in the 

deniable encryption scheme, including the 

cloud storage providers themselves, who 

have system wide secrets and must be able to 

decrypt all encrypted data1. 

II. LITERATURE SURVEY 

Sahai and Waters first introduced the concept 

of ABE in which data owners can embed 

how they want to share data in terms of 

encryption. That is, only those who match the 

owner’s conditions can successfully decrypt 

stored data. We note here that ABE is 

encryption for privileges, not for users. This 

makes ABE a very useful tool for cloud 

storage services since data sharing is an 

important feature for such services. There are 

so many cloud storage users that it is 

impractical for data owners to encrypt their 

data by pairwise keys. Moreover, it is also 

impractical to encrypt data many times for 

many people. With ABE, data owners decide 

only which kind of users can access their 

encrypted data.  

Users who satisfy the conditions are able to 

decrypt the encrypted data. There are two 

types of ABE, CP-ABE and Key-Policy ABE 

(KP-ABE). The difference between these two 

lies in policy checking. KP-ABE is an ABE 

in which the policy is embedded in the user 

secret key and the attribute set is embedded 

in the ciphertext. Conversely, CP-ABE 

embeds the policy into the ciphertext and the 

user secret has the attribute set.  

Goyal et al. proposed the first KPABE . They 

constructed an expressive way to relate any 

monotonic formula as the policy for user 

secret keys. Bethencourt et al. proposed the 

first CP-ABE. This scheme used a tree access 

structure to express any monotonic formula 

over attributes as the policy in the ciphertext. 

The first fully expressive CP-ABE was 

proposed by Waters in [4], which used Linear 

Secret Sharing Schemes (LSSS) to build a 

ciphertext policy. Lewko et al. enhanced the 
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Waters scheme to a fully secure CP-ABE, 

though with some efficiency loss, .  

Recently, Attrapadung et al. constructed a 

CP-ABE with a constant-size ciphertext in 

[6] and Tysowski et al. designed their CP-

ABE scheme for resource-constrained users . 

The concept of deniable encryption was first 

proposed . Like normal encryption schemes, 

deniable encryption can be divided into a 

deniable shared key scheme and a public key 

scheme. Considering the cloud storage 

scenario, we focus our efforts on the deniable 

public key encryption scheme. There are 

some important deniable public key 

encryption schemes.  

Canetti et al. used translucent sets to 

construct deniable encryption schemes. A 

translucent set is a set containing a trapdoor 

subset. It is easy to randomly pick an element 

from the universal set or from the subset; 

however, without the trapdoor, it is difficult 

to determine if a given element belongs to the 

subset. Canetti et al. showed that any 

trapdoor permutation can be used to construct 

the translucent set. To build a deniable public 

key encryption scheme from a translucent set, 

the translucent set is the public key and the 

trapdoor is the private key. The translucent 

set is used to represent one encrypted bit. 

Elements in the subset are represented by 1 

whereas other non-subset elements are 

represented by 0. The sender can encrypt 1 

by sending an element in the subset, but can 

claim the element is chosen from the 

universal set (i.e., 0). The above is a basic 

sender-deniable scheme.  

Canetti et al. also proved that a sender-

deniable scheme can be transformed to a 

receiver-deniable scheme or a bi-deniable 

scheme with the help of intermediaries. There 

is research on how best to design a 

translucent set. Durmuth et al. designed the 

translucent set from the samplable encryption 

. ONeill et al. designed the bi-translucent set 

from a lattice, which can build a native bi-

deniable scheme. In addition to the 

bitranslucent set, there are other proposed 

approaches to building deniable encryption 

schemes.  

ONeill et al. proposed a new deniable method 

through a simulatable public key system. The 

simulatable public key system provides an 

oblivious key generation function and an 

oblivious ciphertext function. When sending 

an encrypted bit, the sender will send a set of 

encrypted data which may be normally 

encrypted or oblivious. Therefore, the sender 

can claim some sent messages are oblivious 

while actually they are not. The idea can be 

applied to the receiver side such that the 

scheme is a bi-deniable scheme. In, Gasti et 

al. proposed another deniable scheme in 

which one public private key pair is set up for 

each user while there are actually two pairs. 

The sender can send a true message 

encrypted by one key with a fake message 

encrypted by the other key. The sender 

decides which key is released according to 

the coercer’s identity.  

Gasti et al. also applied this idea to cloud 

storage services. There are still other deniable 

encryption schemes, including and. Aside 

from the above deniable schemes, there is 

research investigating the limitations of the 

deniable schemes.  

 SYSTEM  ARCHITECTURE  
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III. PROBLEM STATEMENT 

Many search specific functions such as 

conjunctive keyword search, disjunctive 

keyword search and subset search may be 

carried out utilising the current multi-

keyword search systems. Ballardetal. 

Ballardetal. The proposal includes two 

separate conjunctive keyword search 

schemes which, on the basis of the Shamir 

secret sharing and bilinear pairings, only 

return the files with all the keywords 

checked. Their scheme in the regular model 

has proved secure. And the disjunctive 

keyword search scheme, which can return 

files with the subset of question keywords, 

was consequently proposed. Meanwhile, all 

conjunctive keyword search and disjunctive 

keyword search mechanisms are often 

presented to help predicate encryption. 

Disadvantages:  

❖ The data owner has to rebuild the 

search index tree, which is time-

consuming.  

❖ Traditional solutions have to suffer 

high computational costs. 

IV. METHODOLOGY  
We would suggest a stable, powerful multi-

keyword search mechanism to effectively 

help upgrade operations. The Bloom filter-

based index tree can increase the search 

performance. And our method uses a space 

vector model to construct an index vector for 

each file in the outsourcing data collection. 

The cosine similarity measurement measures 

the similarity of one file with the search 

query and uses TF TRIPOIDF weight to 

maximise search accuracy.  

Advantages 
1. Support dynamics properly and reliably.  
2. This scheme upgrades the reduced 

machine costs.  
3. Supports complex operations involving 

record deletions or insertions. 

 

 

V. MODULES 
Key Generation: 

● Setup (1 power lamda) → (PP, 

MSK): This algorithm takes security 

parameter lamda as input and returns 

public parameter PP and system 

master key MSK. 

● KeyGen(MSK, S) → SK: Given set 

of attributes S and MSK, this 

algorithm outputs private key SK. 

● DenSetup(1 power lamda) → 

(PP,MSK, PK): This algorithm takes 

security parameter lamda as input and 

returns public parameters PP, system 

master key MSK, and system public 

key PK. PK is known by all system 

users and is kept secret to outsiders.  

● DenKeyGen(MSK, S) → (SK, FK): 

Given set of attributes S and MSK, 

this algorithm outputs private key SK 

as well as FK for the user, where FK 

will be used for generating fake proof 

later. 

Encryption: 

● Enc (PP, M, A) → C: This encryption 

algorithm takes as input public 

parameter PP, message M, and LSSS 

access structure A = (M, p) over the 

universe of attributes. This algorithm 

encrypts M and outputs a cipher text 

C, which can be decrypted by those 

who possess an attribute, set that 

satisfies access structure A.  

● OpenEnc(PP,C,M) → PE: This 

algorithm is for the sender to release 

encryption proof PE for (M,C).  

● DenEnc(PP, PK,M,M′,A) → C′: 

Aside from the inputs of the normal 

encryption algorithm, this deniable 

encryption algorithm needs public 

key PK and fake message M′. The 

output ciphertext must be 

indistinguishable from the output of 

Enc.  
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● DenOpenEnc(PP,C′,M′) → P′ E : 

This algorithm is for the sender to 

release encryption proof P′ E for fake 

message M′. The output must be 

indistinguishable from the result of 

OpenEnc and must pass the Verify 

algorithm. 

● Decryption: 

● Dec(PP, SK,C) → {M,⊥}: This 

decryption algorithm takes as input 

public parameter PP, private key SK 

with its attribute set S, and ciphertext 

C with its access structure A. If S 

satisfies A, then this algorithm 

returns M; otherwise, this algorithm 

returns ⊥.  

● OpenDec(PP, SK,C,M) → PD: This 

algorithm is for the receiver to release 

decryption proof PD for (M,C).  

● DenOpenDec(PP, SK, FK,C′,M′) → 

P′ D: This algorithm is for the 

receiver to release decryption proof P′ 

D for fake message M′. The output 

must be indistinguishable from the 

result of OpenDec and must pass the 

Verify algorithm. 

● Verification: 
● Verify (PP, C, M, PE, and PD) → {T, 

F}: This algorithm is used to verify 

the correctness of PE and PD. 

 

 

 

 

VI.RESULTS 

 

 

 
 

 

 

 

 
 

VII. CONCLUSION 

Many previous SSE schemes are limited to 

single-user settings, which cannot meet the 

needs of data sharing. For this reason, we 

presented a multi-user searchable symmetric 

encryption scheme that uses key distribution 

and re-encryption to achieve multi-user 

access. In our scheme, each user performs 

search operations via his/her unique search 

key, and others are prevented from searching 

on behalf of a user. We use a simple and 

practical index structure, namely the 

combination of a bit matrix and two static 

hash tables. With the index structure, our 

scheme allows efficient searches and updates. 

Specifically, the search time for a keyword is 

O(n/p) parallel time, and the update time for 

a file is O(m/p) parallel time. Our scheme 

obtains revocation operations. For security, 

we prove that our scheme is IND-CKA2-

secure. Our scheme only supports single-

keyword search. In our future work, we will 

consider how to make our scheme support 

multi-keyword search, which can achieve 
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expressive search operations in multi-user 

settings. In addition, we will consider the 

verifiability of search results. 
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