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ABSTRACT  

According to one assessment, the majority of the photographs kept on servers or in the cloud are 

altered or falsified since phoney images are used more frequently as technology advances. It is 

therefore challenging to tell if the stored photographs are real or not. As a result, there aren't 

many technologies available today that can tell if a picture is real or not. The detection of false 

photos has previously been accomplished using histogram- and feature extraction-based 

techniques. The most cutting-edge technology for identifying false photographs is a neural 

network, which analyses the image's many properties and learns how to create fake images. In 

order to take a tiny step in this direction, the suggested system makes advantage of 

characteristics like dark channel, light channel,, as well as an RGB channel and an alpha 

channel. We can identify fraudulent photos by analysing the edges of the images using the 

Gaussian distribution. To enhance the likelihood of identifying fraudulent photos, a deep layer 

analysis is done using a convolutional neural system and the fuzzy classification approach. 

According to the findings of this study, convolutional neural network (CNN)-based false 

colourized picture identification outperforms histogram-based and feature extraction-based fake 

colourized image detection. 

Keywords: multiple manipulation techniques,robust hashing,fake-image detection,JPEG 

compression,GAN.

1. INTRODUCTION 

Recently, the generative model based on 

deep learning such as the generative 

adversarial net  (GAN) is widely used to 

synthesize the photo-realistic partial or 

whole content of the image and 

video.Furthermore, recent research of GANs 

such as progressive growth of GANs 

(PGGAN)[1] and BigGAN  could be used to 

synthesize a highly photo-realistic image or 

video so that the human cannot 20 recognize 

whether the image is fake or not in the 

limited time. In general, the generative 

applications can be used to perform the 

image translation tasks [3]. However, it may 

lead to a serious problem once the fake or 

synthesized image is improperly used on 

social network or platform. For instance, 

cycleGAN is used to synthesize the fake 

face image in a pornography video [4]. 

Furthermore, GANs may be used to create a 

speech video with the synthesized facial 

content of any famous politician, causing 

severe problems on the society, political, 

and commercial activities. Therefore, an 

effective fake face image detection 

technique is desired. In this paper, we have 
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extended our previous study  associated with 

paper ID #1062 to effectively and efficiently 

address these issues.  

 In traditional image forgery detection 

approach, two types of forensics scheme are 

widely used: active schemes and passive 

schemes. With the active schemes, the 

externally additive signal (i.e., watermark) 

will be embedded in the source image 

without visual artifacts. In order to identify 

whether  the image has tampered or not, the 

watermark extraction process will be 

performed on the target  image to restore the 

watermark[6]. The extracted watermark 

image can be used to localize or detect the  

tampered regions in the target image. 

However, there is no "source image" for the 

generated images by  GANs such that the 

active image forgery detector cannot be used 

to extract the watermark image. The  second 

one-passive image forgery detector–uses the 

statistical information in the source image 

that will be highly consistency between 

different images. With this property, the 

intrinsic statistical informationcan be used to 

detect the fake region in the image[7][8]. 

However, the passive image forgery detector  

cannot be used to identify the fake image 

generated by GANs since they are 

synthesized from the  low-dimensional 

random vector. Nothing change in the 

generated image by GANs because the fake  

image is not modified from its original 

image 

Intuitively, we can adopt the deep neural 

network to detect the fake image generated 

by GAN.  Recently, there are some studies 

that investigate a deep learning-based 

approach for fake image detection in a 

supervised way. In other words, fake image 

detection can be treated as a 

binaryclassification problem (i.e., fake or 

real image). For example, the convolution 

neural network (CNN) network is used to 

learn the fake image detector [9]. In [10], the 

performance of the fake face image 

detection can be further improved by 

adopting the most advanced CNN–Xception 

network [11]. However, there are many 

GANs proposed year by year. For example, 

recently proposed GANs such as 

[1][12][13][14][15][16][3][2] can be used to 

produce the photo-realistic images. It is hard 

and very time-consuming to collect all 

training samples of all GANs. In addition, 

such a supervised learning strategy will tend 

to learn the discriminative features for a fake 

image generated by each GANs. In  this 

situation, the learned detector may not be 

effective for the fake image generated by 

another new  GAN excluded in the training 

phase. 

In order to meet the massive requirement of 

the fake image detection for GANs-based 

generator,  we propose novel network 

architecture with a pairwise learning 

approach, called common fake feature  

network (CFFN). Based on our previous 

approach [5], it is clear that the pairwise 

learning approach  can overcome the 

shortcomings of the supervised learning-

based CNN such as methods in [9][10].  In 

this paper, we further introduce a novel 

network architecture combining with 

pairwise learning  to improve the 

performance of the fake image detection. To 

verify the effectiveness of the proposed  

method, we apply the proposed deep fake 

detector (DeepFD) to identify both fake face 

and generic  image. The primary 

contributions of the proposed method are 

two-fold: 

 

• We propose a fake face image detector 

based on the novel CFFN consisting of 

several dense  blocks to improve the 

representative power of the fake image.  
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 • The pairwise learning approach is first 

introduced to improve the generalization 

property of the  proposedDeepFD. 

 

II. Literature review  
 

Hsu et al. [2] proposed a deep learning-

based approach to identify fake images 

generated by contrast loss using generative 

adversarial networks (GAN). The author has 

proposed a fake feature network that is 

trained using pairwise learning to 

distinguish the features of real and fake 

images and outputs the probability of 

whether the image is real or fake. The 

proposed system is more powerful than 

state-of-the-art fake image detectors. 

Research gap: The proposed system fails 

when the fake features of a new generator's 

image are different than in the training 

phase. At such times, both the counterfeit 

image and the image detector must be 

retrained. The next limitation of the 

proposed technology is a collection of 

datasets. Yan et al. [3] introduces a system 

that recognizes a recolored image using the 

deep discriminative model. The system takes 

the original image and along with two 

derived inputs based on the lighting 

consistency and inter-channel correlation of 

the original input and outputs the probability 

of whether or not it is required. The deep 

discriminatory model is used to improve the 

performance of the system with greater 

accuracy. The author proposes an end-to-end 

deep discriminatory neural network to 

distinguish natural images from recolored 

images that captures broader features. 

Research gap – The system only recognizes 

recolored images and the design of an 

effective network architecture is required to 

look for high-level clues for better 

discrimination. Read al. [4] developed a 

system to detect fake colorized images using 

a neural network. The author analyzes the 

statistical difference between natural images 

and corresponding fake images. The author 

also proposed a simple feature extraction 

technique to measure the similarity between 

the normalized histogram distribution of 

both images. The author conducted 

experiments by training the dataset created 

by three state-of-the-art coloring techniques 

to improve the system's performance and 

robustness. Guo et al. [5] presented the 

different types of fakes that should be 

possible with an image and the different 

ways that can be used to distinguish the 

fakes. However, this does not take into 

account the colorization of grayscale 

images. This is difficult to detect as there are 

not numerous systems created to identify 

miscoloring of images. In this way, to 

provide an answer to this problem, the 

creators proposed two different techniques 

for locating the fake colorized images, the 

first is the Fake Colorized Image Detection 

Histogram (FCID-HIST) and the other is the 

FCID Feature Encoding (FE)-based 

detection of fake colorized images. These 

systems are proven to be many times 

superior to the usual discovery techniques. 

seen in that way, since it can't tell a fake 

anyway when the picture is made, but the 

frame is limited to its 

understanding.Research Gap – As with any 

learning technique, a large portion of the 

identification relies upon the sort of 

preparing given to the framework and is 

restricted 

 Digitization is the process of converting a 

paper-based handwritten document into 

electronic format. Here, each document consists 

of only one character. The electronic conversion 

is accomplished by using a method whereby a 

document is scanned and an electronic 

representation of the original document as an 

image file format is produced. The author used 

various scanners for digitization, and the digital 

image was going for next step that is a 

preprocessing phase.  
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Zhao et al. [7] expresses concern about the 

production of information as vast amounts 

of information are produced every day. 

Huge data is a promising field where these 

gigantic amounts of information can be 

processed to derive valuable insights. 

Whatever the case, the presence of a ton of 

false, controlled, or produced images has 

been transcendently corrupted. 

Consequently, the authors have struggled to 

isolate the spurious images and distinguish 

the first image from a particular dataset. The 

method used by the analysts depends on 

Convolutional Neural Networks because it is 

very powerful in the field of image 

preparation. The system has been tested 

many times and has provided confirmation 

that this strategy is one of the most powerful 

strategies. 

Bakhti et al. [8] states that due to the 

proliferation of web-based life and the scale 

of image control strategies, there has been 

an enormous deluge of fake and controlled 

images. This also leads to spreading many 

false tricks that generate frenzy and mania. 

While many calculations have recently been 

made with the ultimate goal of identifying 

the imitations, they have failed in a number 

of situations. The analysts present a system 

for detecting fake images using the merging 

of computational and web advances. This 

process has proven to be more powerful and 

deeply productive than its partners. 

III. Proposed Methodology  

1. Feature Extraction 
This step extracts basic features from images 

such as dark channel, light channel, alpha 

channel and RGB channel. To extract these 

features, the system looks at an input and 

iterates through each pixel to get a signed 

integer (SIGN). Right-shifting the SIGN 

integer 24 bits and performing an AND 

operation on a hexadecimal value results in 

an alpha channel value, in the same way 

shifting the SIGN integer right 16,8,0 bits 

and performing an AND operation -

Operation with a hexadecimal value results 

in Red, Green and Blue channel values. 

 

2. Edge Estimation 

 

By edges of an image we can tell if the 

image is fake or real. If the image is real, the 

edges of the image are intact, while if the 

image is fake, the values of the edge image 

will fluctuate. To identify edges, the edge 

detection algorithm is used together with 

ROI (Region of Interest) identification and 

ROI extraction. ROI edges of an image are 

identified with ROI. The input to the 

algorithm is a normalized image and the 

output is a ROI image. PR, PG, PB - 

Protocol for Red, Green and Blue. 

3. Edge Traversing 

Edge traversal involves traversing edges of 

the images and noting their luminance value. 

If the image is real, the luminance value of 

the edges remains intact. On the other hand, 

if the image is fake, the luminance value of 

the edges keeps fluctuating. An edge 

traversal algorithm is used for this purpose. 

4. Luminance Correlation 

Luminance correlation builds a correlation 

array by retrieving histogram and luminance 

values. Another correlation array is created 

based on the values of the trained image. 

Both arrays are given as input to Pearson 

Correlation to check the correlation between 

both arrays and output the value in the range 

0-1. 
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IV. MODULES 

1.  Generate NLBPNet 

2. Upload Test Image 

3.Classify Picture In Image 

1) Generate NLBPNet Train & Test 

Model: in this module we will read 

all LBP images from LBP folder and 

then train CNN model with all those 

images. 

2) Upload Test Image: In this module 

we will upload test image from 

‘testimages’ folder. Application will 

read this image and then extract 

Deep Textures Features from this 

image using LBP algorithm. 

3) Classify Picture In Image: This 

module apply test image on CNN 

train model to predict whether test 

image contains spoof or non-spoof 

face.  

 

 

V. CONCLUSION 

In this paper, we have proposed a novel 

common fake feature network based the 

pairwise learning, to detect the fake 

face/general images generated by state-of-

the-art GANs successfully. The proposed  

CFFN can be used to learn the middle- and 

high-level and discriminative fake feature by 

aggregating  the cross-layer feature 

representations into the last fully connected 

layers. The proposed pairwise  learning can 

be used to improve the performance of fake 

image detection further. With the proposed  

pairwise learning, the proposed fake image 

detector should be able to have the ability to 

identify the fake image generated by a new 

GAN. Our experimental results 

demonstrated that the proposed  method 

outperforms other state-of-the-art schemes 

in terms of precision and recall rate 
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