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Abstract— 
 

This paper concerns the fundamental problem 

of processing conjunctive queries that contain 

both keyword and range conditions on public 

clouds in a privacy preserving manner. No prior 

Searchable Symmetric Encryption (SSE) based 

privacy preserving conjunctive query 

processing scheme satisfies the three 

requirements of adaptive security, efficient 

query processing, and scalable index size. In 

this paper, we propose the first privacy 

preserving conjunctive query processing 

scheme that satisfies all the above three 

requirements. To achieve adaptive security, we 

propose an Indistinguishable Bloom Filter 

(IBF) data structure for indexing. To achieve 

efficient query processing and structural in 

distinguish ability, we propose a highly 

balanced binary tree data structure called 

Indistinguishable Binary Tree (IBtree). To 

achieve scalable and compact index size, we 

propose an IBtree space compression algorithm 

to remove redundant information in IBFs. To 

optimize search efficiency, we propose a 

traversal minimization algorithm. To make our 

scheme dynamic, we propose update 

algorithms. We prove that our scheme is 

adaptive secure under the IND-CKA secure 

model. The key contribution of this paper is on 

achieving conjunctive query processing with 

both strong privacy guarantee and practical 

efficiency in terms of both speed and space. We 

implemented our scheme in java, evaluated and 

compared its performance with the prior KRB 

scheme for keyword queries and the prior 

PBtree scheme for range queries on two real-

world data sets. Experimental results show that 

our scheme is both fast and scalable. For 

example, processing a query only takes a few 

milliseconds for millions of records. 

Index Terms:Indexes, Cloud computing, 

Query processing, Adaptation models, 

Encryption. 

 

I. Introduction 

Both enterprises and end users have been 

increasingly outsourcing their data and 

computing services to public clouds for lower 

cost, higher reliability, better performance, 
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and faster deployment. However, privacy has 

become the key concern as data owner may 

not fully trust public clouds. First, clouds 

may have corrupt employees. For example, in 

2010, a Google engineer broke into the 

Gmail and Google Voice accounts of several 

children. Second, clouds may be hacked and 

customers may not be informed. Third, cloud 

facilities may be operated in some foreign 

countries where privacy regulations are 

difficult to enforce. This paper focuses on the 

popular cloud computing paradigm where a 

data owner stores data on a cloud and 

multiple data users query the data. Figure 1 

shows these three parties: a data owner, a 

cloud, and multiple data users. Among the 

three parties, the data owner and data users 

are trusted, but the cloud is not fully 

trusted.word conditions and range conditions 

on public clouds in a privacy preserving 

manner. The query conditions in the where 

clauses of SQLs are often conjunctive 

conditions of keywords and ranges. A 

disjunctive query can be easily converted into 

multiple conjunctive queries. For example, in 

the SQL query select * from patient where 

contains a keyword condition NAME=John 

and a less-than condition age < 30, which can 

be converted into a range condition age 2 [0, 

30]. In particular, we consider Searchable 

Symmetric Encryption (SSE) schemes 

because symmetric encryption based privacy 

preserving schemes are significantly more 

efficient than asymmetric ones. In SSE, the 

data owner builds a secure index I for a data 

set D, and encrypts each data item di 2 D into 

(di)K using a secret key K that is shared 

between the data owner and data users. Then, 

the data owner outsources the secure index I 

along with the set of encrypted data 

{(d1)K,(d2)K, ··· ,(dn)K} to the cloud. Given 

a conjunctive query q, the data user generates 

a trapdoor tq for q, and sends tq to the cloud. 

Base on tq and the secure index I, the cloud 

can determine which encrypted data items 

satisfy q without knowing the content of the 

data and query. Yet, in this process, the cloud 

should not be able to infer privacy 

information about the data items and queries 

such as data content, query content, and the 

statistical properties of attribute values. The 

index I should leak no information about the 

data items in D. Note that a data item di 

could be a record in a rational database table 

or a text document in a document set. To 

optimize search efficiency, we propose a 

traversal minimization algorithm. To make 

our scheme dynamic, we propose update 

algorithms. We prove that our scheme is 

adaptive secure under the IND-CKA secure 

model. The key contribution of this paper is 

on achieving conjunctive query processing 

with both strong privacy guarantee and 

practical efficiency in terms of both speed 

and space. 

II. Related Work 

Driven by lower cost, higher reliability, 

better performance, and faster deployment, 

data and computing services have been 

increasingly outsourced to clouds such as 

Amazon EC2 and S3 , Microsoft Azure, and 

Google App Engine . However, privacy has 

been the key road block to cloud computing. 

On one hand, to leverage the computing and 

storage capability offered by clouds, we need 

to store data on clouds. On the other hand, 

due to many reasons, we may not fully trust 

the clouds for data privacy. First, clouds may 

have corrupted employees who do not follow 

data privacy policies. For example, in 2010, a 

Google engineer broke into the Gmail and 

Google Voice accounts of several children . 

Second, cloud computing systems may be 

vulnerable to external malicious attacks, and 

when intrusions happen, cloud customers 

may not be fully informed about the potential 

implications on the privacy of their data. 

Third, clouds may base services on facilities 

in some foreign countries where privacy 

regulations are difficult to enforce. In this 
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paper, we consider the following popular 

cloud computing paradigm: a data owner 

stores data on a cloud, and multiple data 

users query the data. For a simple example, a 

user stores his own data and queries his own 

data on the cloud. For another example, 

multiple doctors in a clinic store and query 

patient medical records in a cloud. Figure 1 

shows the three parties in our model: a data 

owner, a cloud, and multiple data users. 

Among the three parties, the data owner and 

data users are trusted, but the cloud is not 

fully trusted. The problem addressed in this 

paper is range query processing on clouds in 

a privacy preserving and yet scalable manner. 

For a set of records where all records have 

the same attribute A, which has numerical 

values or can be represented as numerical 

values, given a range query specified by an 

interval [a, b], the query result is the set of 

records whose A attribute falls into the 

interval. Range queries are fundamental 

operations for database SQL queries and big 

data analytics. In database SQL queries, the 

where clauses often contain predicates 

specified as ranges. For example, SQl query 

select * from patients where 20 <= age and 

age <= 30 means to find all records of the 

patients whose age is in the range of . In big 

data analytics, many analyses involve range 

queries along dimensions such as time and 

human age. 

Queries on encrypted data are easiest to 

explain with an example. Consider a credit 

card payment gateway that observes a stream 

of encrypted transactions, say encrypted 

under Visa’s public key. The gateway needs 

to flag all transactions satisfying a certain 

predicate P. Say, all transactions whose value 

is over $1000. Storing Visa’s secret key on 

the gateway is a bad idea for both security 

and privacy concerns. Instead, Visa wishes to 

give the gateway a token TKP that enables 

the gateway to identify transactions satisfying 

P without learning anything else about these 

transactions. Of course, generating the token 

TKP will require Visa’s secret key. As 

another example, consider a mail server that 

receives a stream of email messages 

encrypted under the recipients public key. If 

the email message satisfies a certain 

predicate P the mail server should forward 

the email to the recipient’s pager. If the email 

satisfies some other predicate P 0 the server 

should just discard the email. Otherwise, the 

server should place the email in the 

recipient’s inbox. The recipient does not want 

to give the mail server the full private key. 

Instead, she wants to give the server two 

tokens TKP and TKP0 enabling the server to 

test for the predicates P and P 0 without 

learning any other information about the 

email. Our goal is to build a public-key 

system that supports a rich set of query 

predicates. In our payment gateway example 

one can imagine comparison queries such as 

(value > 1000) or even conjunctions such as 

(value > 1000) and (TransactionTime > 

5pm). The gateway should learn no 

information other than the value of the 

conjunctive predicate. In case a conjunction 

P1∧P2 is false, the gateway should not learn 

which of the two conjuncts P1 or P2 is false. 

In our second example involving a mail 

server one can imagine testing for subset 

queries such as (sender ∈ S) where S is a set 

of email addresses. Conjunctive queries such 

as (sender ∈ S) and (subject = urgent) also 

make sense. Perhaps in the distant future, 

when highly complex queries on encrypted 

data are possible, one can imagine running an 

anti-virus/anti-spam predicate on encrypted 

emails. The mail server learns nothing about 

incoming encrypted email other than its spam 

status. 

 

III. Existing System 

 

In existing system, Both enterprises and end 

users have been increasingly outsourcing 

their data and computing services to public 

cloudsfor lower cost, higher reliability, better 
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performance, and faster deployment. 

However, privacy has become the key 

concern as data owner may not fully trust 

public clouds. First, clouds may have corrupt 

employees. Second, clouds may be hacked 

and customers may not be informed. Third, 

cloud facilities may be operated in some 

foreign countries where privacy regulations 

are difficult to enforce. All these issues are 

not properly addressed in the existing system. 

 Disadvantages 

 Privacy is not guaranteed in clouds 

because they may have corrupt 

employees 

 Cloud environment is prone to 

hackers which users may not be 

aware of. 

 

IV. Proposed Scheme 
In our proposed system, we propose the first 

privacy preserving conjunctive query 

processing scheme that satisfies all the three 

requirements ie adaptive security, efficient 

query processing and scalable index size. To 

achieve adaptive security, we propose an 

Indistinguishable Bloom Filter (IBF) data 

structure for indexing. To achieve efficient 

query processing and structural in distinguish 

ability, we propose a highly balanced binary 

tree data structure called Indistinguishable 

Binary Tree (IBtree). To achieve scalable and 

compact index size, we propose an IBtree 

space compression algorithm to remove 

redundant information in IBFs. To optimize 

search efficiency, we propose a traversal 

minimization algorithm. 

 

 Advantages  
 Highly secure and efficient. 

 Three requirements i.e. adaptive 

security, efficient query processing 

and scalable index size are achieved 

in context to Conjunctive Queries 

over Encrypted Data. 

V. Implements 

Ibtree Scheme: The ability of simulating 

future unknown queries is crucial for a 

secure index to achieve adaptive security. In 

this section, we first introduce a method to 

convert index elements into keywords. 

Second, we propose a new data structure 

called IBF to store keywords, which can 

achievethe ability of simulating future 

unknown queries. Third, we introduce a tree-

based data structure called IBtree to achieve 

searching efficiency.  

 

Index Element Encoding: There are two 

types of index elements: non-numeric and 

numeric. Given a non-numeric index 

element, we encode it into a keyword by 

concatenating its corresponding attribute 

name. Given a numeric index element, we 

first adopt the prefix membership verification 

scheme to compute its prefix family. 

 

Indistinguishable Bloom filter(IBF): 

Bloom filters (BFs) are space-efficient 

probabilistic data structures for fast set 

membership verification.  In this paper, we 

propose a new data structure called 

Indistinguishable Bloom filters (IBF), which 

enables the simulator of an IBF to simulate 

future unknown queries. 

 

VI. CONCLUSION 

We propose the first privacy preserving 

conjunctive query processing scheme that 

achieves all three requirements of adaptive 

security, efficient query processing, and 

scalable index size. Our scheme embraces 

several novel ideas such as IBFs and IBtrees.  

 

In future we tend to apply all our heuristic 

algorithms in a real world dataset, so that we 

can enhance our results. 
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