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Abstract— 

Data sharing is a convenient and economic 

service supplied by cloud computing. Data 

contents privacy also emerges from it since 

the data is outsourced to some cloud servers. 

To protect the valuable and sensitive 

information various techniques are used to 

enhance access control on the shared data. In 

these techniques, Cipher text-policy attribute-

based encryption (CP-ABE) can make it 

more convenient and secure. Traditional CP-

ABE focuses on data confidentiality merely, 

while the user’s personal privacy protection 

is an important issue at present. CP-ABE 

with hidden access policy ensures data 

confidentiality and guarantees that user’s 

privacy is not revealed as well. However, 

most of the existing schemes are inefficient 

in communication overhead and computation 

cost. Moreover, most of those works take no 

consideration about authority verification or 

the problem of privacy leakage in authority 

verification phase. To tackle the problems 

mentioned above, a privacy preserving CP-

ABE scheme with efficient authority 

verification is introduced in this paper. 

Additionally, the secret keys of it achieve 

constant size. Meanwhile, the proposed 

scheme achieves the selective security under 

the decisional n-BDHE problem and 

decisional linear assumption. The 

computational results confirm the merits of 

the presented scheme.

.Index Terms: Secure sharing, Multi-Authority Attribute Based Encryption, Key-Policy Attribute 

Based Encryption, Personal Health Record, and Cloud Computing. 

I. Introduction

CLOUD techniques make it possible to 

utilize information technology resources into 

business domain. The cloud provides variety 

of scalable services on-demand, such as 

online databases, program interface, storage 

and computing resources, etc. Users can 

obtain services through phones, laptops, and 

desktops as shown in Fig. 1. Cloud storage 

provides remote data storage and 

management services. It is also helpful in 

data analyzing and computing, which is quite 

simple as it can provide a variety of services 

at the same time. Cloud has many advantages 

in data storage, such as decreasing 

communication cost  and maintenance 

charge, saving resources, allowing remote 

access, and so on. However, people might not 

be willing to store their data in the cloud, 

even though it provides so many benefits 

because of the data confidentiality and 

privacy problems. The cloud server (CS) may 

be untrusted, in other words, if data is 
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uploaded to cloud, the cloud service provider 

may obtain and disclose users’ personal 

privacy, and even access and share the data 

illegally [1]. 

 

To make sure the confidentiality of the data 

in cloud, people are inclined to encrypt them 

before they are uploaded to cloud. But the 

general encryption algorithms make the data 

process become difficult. ABE is a good 

candidate to overcome this limitation. ABE 

was first proposed in 2005 by Sahai and 

Waters [2], which guaranteed the data 

confidentiality and provided the fine-grained 

access control policy to the customers. It has 

been widely accepted as an effective method 

encrypting the outsourced data in cloud 

computing. ABE improves the efficiency 

when the data owner (DO) intends to share 

data contents with multi users. It permits DO 

to specify an access policy to the encrypted 

files, which can make the users who match it, 

access uploaded data. The users who do not 

satisfy the access structure cannot get any 

information about the data contents. For For 

convenience of recovering data, the access 

policy is always sent with cipher texts. In 

some scenarios, the access structure may 

carry sensitive information of users. For 

instance, a patient wants to share his/her 

personal health record (PHR) with some 

doctors and family members, but he/she may 

not want others to know that he/she is sick. If 

the patient employs a normal ABE scheme to 

encrypt the PHR, although the malicious user 

cannot get the contents of the PHR, he/she 

may get some information about the users as. 

The access policy contains “cardiopathy” and 

“DC hospital” and the malicious third party 

may guess that the DO is suffering from a 

heart attack and is treating in the DC hospital. 

Hence a natural problem is how to keep the 

shared data secure, while the privacy of them 

is also protected. 

manager ∧ (sales department ∨planning 

department ∨ R&D). Next he/she uploads the 

encrypted file and the access structure into 

the CS. Only the managers in the three 

mentioned departments can access the 

classified file, and the managers in other 

departments or the general staff in the three 

mentioned departments cannot learn anything 

about the file even if they collude. managers 

in sales department, planning department, 

and research and development (R&D) 

department. Then he/she can use an ABE 

scheme. First he/she encrypts the file and 

specifies an access structure as ω = instance, 

we consider the data access control for a 

company. If the CEO intends to submit a 

classified file, through the cloud, to the  Most 

of ABE proposals perform very well in 

secure data sharing. However, the personal 

privacy of the DO and the users is ignored in 

these constructions. 

 

 

II. Related Work  

Historically, healthcare providers have stored 

their patients' medical records locally on 

paper. This enabled a controlled environment 

with easy management of privacy and 

security. The increasing use of private 

computers and modern information 

technology in medical institutions has 

allowed a moderate amount of effort to 

manage the privacy and confidentiality of 

individual medical records. This was thanks 

to the decentralized and locally managed 

infrastructure of each institution. 

Unlike PHRs, which are managed by the 

patients, the electronic health record (EHR) is 

managed by healthcare professionals. the 

issues of e-health clouds are data storage and 

processing management of e-health 

infrastructure, usability and user experience. 

A secure eHealth infrastructure to make sure 

basic security and privacy properties has 

been proposed [1]. Security in eHealth 

systems should be enforced through both 
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encryption and access control. Patients must 

be ready to generate and store encryption 

keys to protect patient privacy. But 

encryption would affect the functionality of 

the system. Patient Controlled Encryption 

(PCE) has been proposed as an answer for 

the secure and private storage of patient 

medical records. PCE allows the patient to 

selectively share recordings [2].Unlike PHRs, 

which are managed by the patients, the 

electronic health record (EHR) is managed 

by healthcare professionals. the issues of e-

health clouds are data storage and processing 

management of e-health infrastructure, 

usability and user experience. A secure 

eHealth infrastructure to make sure basic 

security and privacy properties has been 

proposed [1]. Security in eHealth systems 

should be enforced through both encryption 

and access control. Patients must be ready to 

generate and store encryption keys to protect 

patient privacy. But encryption would affect 

the functionality of the system. Patient 

Controlled Encryption (PCE) has been 

proposed as an answer for the secure and 

private storage of patient medical records. 

PCE allows the patient to selectively share 

recordings [2]. 

Then a data encryption scheme was proposed 

that does not require a trusted data server. 

The server can perform encrypted searches 

and updates of encrypted data without 

knowing the plaintext or decryption keys [3]. 

A scalable framework for Authorized Private 

Keyword Search (APKS) over encrypted 

cloud data has been proposed in [4]. With 

encrypted data, keyword searching becomes 

a challenge. In attribute-based encryption on 

ciphertext policy (CP-ABE), a user secret key 

is mapped to a set of attributes, and the 

ciphertext is mapped to an access structure or 

decryption policy via attributes. The user can 

decrypt the ciphertext if and only if its secret 

key attribute set satisfies the decryption 

policy specified in the ciphertext. With the 

Key Policy ABE, the encryptor exercises no 

control over who has access to the data it 

encrypts. 
III. EXISTING SYSTEM 

❖ The first work with consideration of 

user personal privacy was introduced by 

Nishide et al. [8], where the access policy 

was partially hidden by dividing attribute 

into two parts as value and name, while only 

hiding the value. Due to the hidden policy, 

the adversary cannot get any information 

about the users. However, their scheme is 

impractical since its computation cost is too 

high. In 2009, Waters proposed a CP-ABE 

scheme with dual system encryption 

technique [7]. It provided a new way for 

privacy preserving in CP-ABE.  

❖ Then Lai et al. [9], [10] used this 

technique to issue two hidden access policy 

CP-ABE schemes (HP-CP-ABE). Both of 

them have been proven to achieve full 

security. The first one [9] only supports 

AND gate, and the second one [10] supports 

linear secret share scheme (LSSS) [11], 

which is a more expressive access structure. 

However, the size of both secret keys and 

ciphertext increases linearly with the number 

of attributes.  

❖ Then Rao et al. [12] introduced 

another HP-CP-ABE scheme with full 

security. In this scheme, its security also 

relies on composite-order group, but the size 

of secret keys and ciphertext achieves 

constant which improves the efficiency 

compared with [9] and [10]. However, this 

scheme only supports AND gate, which is 

not expressive. Zhang et al. [13] proposed a 

hierarchical HP-CP-ABE scheme, where 

they used the technique proposed by Abdalla 

et al. [14]. It achieves constant size secret 

keys and supplies fast decryption.  

❖ Recently, Huang et al. [15] presented 

an HP-CP-ABE with lower computation cost 

and  constant size secret keys. However, it 

only achieves selective security, which is not 

a strong enough security model. Although 

the above-mentioned schemes can protect 
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users’ privacy, there is an important problem 

to be ignored. That is to say, if the access 

policy is hidden, the users have to attempt 

the entire possible combinations of the secret 

keys to decrypt the ciphertexts, which means 

the users must take more time to recover 

messages. It is necessary to find a method to 

help the users decrypt ciphertexts efficiently 

and successfully.  

❖ To address this problem, Zhang et al. 

[16] introduced an HP-CP-ABE scheme with 

authority verification phase to decrease 

users’ computational consumption. The 

authority verification phase can help users 

check whether they are the valid users or not. 

However, privacy leakage is found in the 

match phase. 

 

❖ Disadvantages 

o In the existing work, system is either 

coarse grained or short of scalability as the 

number of users increases. 

 

o The existing doesn’t use 256 or 512 

bit encrypted keys. 

 

IV. Proposed Scheme 

❖ A framework of HP-CP-ABE with 

efficient authority identification is 

proposed, which guarantees the data 

confidentiality and protects the user 

personal privacy as well. 

❖ In order to avoid unnecessary 

computations of users in decryption 

algorithm, we design an authority 

identification method, which can help 

the user verify whether he/she is an 

authorized one and decrypts 

successfully. 

❖ The proposed scheme achieves 

constant private key size, which is 

independent of user’s attribute 

number. It reduces the cost of 

transmission and storage. 

❖ In addition, a compact security 

analysis by using a sequence  of 

hybrid games is given to show the 

proposed scheme of how to achieve 

anonymity, which is lacking in most 

of the existing works. 

Advantages 
❖ The system is more secure due to the 

data contents which have been kept 

confidential to unauthorized 

individuals and collaborating users, 

including the curious cloud servers. 

❖ The system is more secured since the 

Users from different groups cannot 

decrypt the cipher text by 

collaboration. 

 

V.  HP-CP-ABE Frame Work 

 

 

 
 

We have implemented a system for data 

sharing based on the CP-ABE-HP scheme. 

The system can be used to protect personal 

data stored in the private cloud or public 

cloud. The framework is shown in Fig.1. The 

system needs to be initialized by distributing 

the public parameters to users. If a user 

wants to share his data with a group of 

specific users, he just needs to encrypt the 

data with the access policy under the encrypt 

algorithm of our scheme, and then he shares 

the data to the cloud. When the recipient gets 

the encrypted data from the cloud, he should 

firstly acquire the private key from the 

security server. The security server contains 

two parts, the Attribute Authority(AA) and 

the Private Key Generator(PKG). The AA 

firstly authenticates the recipient’s attributes, 
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and then asks the PKG to generate the 

private key containing these authenticated 

attributes for the recipient, and lastly the AA 

sends the private key to the recipient. If the 

recipient’s attributes in his private key satisfy 

the access policy which is corresponding to 

the cipher text, he can decrypt the data 

successfully. Otherwise, he can’t decrypt it. 

In CP-ABE schemes; policy hidden is of 

great significance in certain applications for 

protecting the privacy information of data 

provider and receiver. By introducing 

random element of subgroups into the policy 

key components, and with the property of 

subgroup element’s orthogonal in composite 

order bilinear groups, the paper proposed the 

CP-ABE-HP scheme, which effectively 

realizes policy hidden in encryption. 

Meanwhile the tree based access structure of 

CP-ABE-HP ensures that users can define 

their policies flexibly. Our scheme has very 

fewer extra costs of encryption and 

decryption compared with the CP-ABE 

schemes with tree-based access structure, 

and it can achieve the Chosen plaintext 

Attack security under the standard model. 

The CP-ABE-HP scheme could be a useful 

scheme in realizing self-contained data 

protection in cloud computing. For future 

work, we will implement an efficient CP-

ABE-HP mechanism and apply it to some 

specific cloud storage environments. 

 

VI. CONCLUSION 
We proposed a privacy preserving CP-ABE 

scheme in the standard model. The presented 

scheme has many advantages over the 

existing schemes, such as constant size 

private keys and short cipher texts. And in 

decryption, it only needs four pairing 

computations. The proposed scheme 

achieves selective security and anonymity in 

a prime order group. In the standard model, 

we show the security of the proposed scheme 

is reduced to the decisional n-BDHE and the 

DL assumptions. Additionally, the proposed 

scheme supports authority verification with 

no privacy leakage. However, the introduced 

scheme only supports “AND” policy and 

relies on a weak security model. How to 

construct a strong secure HP-CP-ABE 

scheme with more flexible access policy is 

left for the future works. 

 

VII. REFERENCES 

 
P. P.Kumar, P. S.Kumar, and P. J. A. 

Alphonse, “Attribute based encryption in 

cloud computing:Asurvey, gap analysis, and 

future directions,” J. Netw.Comput. Appl., 

vol. 108, pp. 37–52, 2018. 

A. Sahai and B. Waters, “Fuzzy identity-

based encryption,” in Proc.24thAnnu. Int. 

Conf. Theory Applications Cryptographic 

Techn., May 2005,vol. LNCS 3494, 2015, 

pp. 457–473. 

K. Emura, A. Miyaji, A. Nomura, K. Omote, 

and M. Soshi, “A ciphertextpolicy attribute-

based encryption scheme with constant 

ciphertext length,” in Proc. 5th Int. Conf. Inf. 

Security Practice Experience,Apr. 2009, pp. 

13–23. 

J. Han, W. Susilo, Y. Mu, and J. Yan, 

“Privacy-preserving decentralized key-policy 

attribute-based Encryption,” IEEE Trans. 

Parallel Distrib. Syst., vol. 23, no. 11, pp. 

2150–2162, Nov. 2012.  

S. Wang, J. Zhou, J. K. Liu, J. Yu, J. Chen, 

and W. Xie, “An efficient file attribute-based 

encryption scheme in cloud computing,” 

IEEETrans. Inf. Forensics Secur., vol. 11, 

no. 6, pp. 1256–1277, Jun. 2016. 

A. Lewko and B. Waters, “Decentralizing 

attribute-based encryption,” inProc. 30th 

Annu. Int. Conf. Theory Appl. Cryptographic 

Techn.: AdvancesCryptology, May 2011, pp. 

568–588. 

B.Waters, “Dual system encryption: 

Realizing fully secure IBE and HIBEunder 

simple assumptions,” in Proc. 29th Annu. 

Int. Cryptology Conf.Advances Cryptology, 

Aug. 2009, pp. 619–636. 

Journal of Interdisciplinary Cycle Research

Volume XIV, Issue IX, September/2022

ISSN NO: 0022-1945

Page No:153



T. Nishide, K. Yoneyama, and K. Ohta, 

“Attribute-based encryption withpartially 

hidden encryptor-specified access 

structures,” in Proc. Appl.Cryptogr. Netw. 

Security, Jun. 2008, vol. LNCS 5037, pp. 

111–129. 

J. Lai, X. Zhou, R. H. Deng, and Y. Li, 

“Fully secure cipertext-policyhiding CP-

ABE,” in Proc. 6th ACM Symp. Inf. Comput. 

Commun. Secur.,2011, pp. 24–39. 

J. Lai, X. Zhou, R. H. Deng,Y. Li, and K. 

Chen, “Expressive CP-ABE withpartially 

hidden access structures,” in Proc. 7th ACM 

Symp. Inf. Comput.Commun. Secur., May 

2012, pp. 18–19. 

B. Waters, “Ciphertext-policy attribute-based 

encryption: An expressive,efficient, and 

provably secure realization,” in Proc. 14th 

Int. Conf. PracticeTheory Public Key 

Cryptography Conf. Public Key 

Cryptography,Mar. 2011, pp 53–70. 

Y. S. Rao and R. Dutta, “Recipient 

anonymous ciphertext-policy attributebased 

encryption,” in Proc. 9th Int. Conf. Inf. Sys. 

Secur., Dec. 2013,pp. 329–344. 

L. Zhang, Q. Wu, Y. Mu, and J. Zhang, 

“Privacy-preserving and securesharing of 

PHR in the cloud,” J. Med. Syst., vol. 40, pp. 

1–13, 2016. 

M. Abdalla, D. Catalano, and D. 

Fiore,“Verifiable random functions: 

Relationsto identity-based key encapsulation 

and new constructions,” J. Cryptol.,vol. 27, 

pp. 544–593, 2014. 

[15] C. Huang, K. Yan, S.Wei, G. Zhang, 

and D. H. Lee, “Efficient 

anonymousattribute-based encryption with 

access policy hidden for cloud computing,”in 

Proc. IEEE Int. Conf. Progress Inform. 

Comput., Dec. 2017, pp. 266–270. 

Y. Zhang, X. Chen, J. Li, D.Wong, and H. Li 

“Anonymous attribute-basedencryption 

supporting efficient decryption test,” in Proc. 

8th ACM Symp.Inf. Comput. Commun. 

Secur., May 2013, pp. 511–516. 

J. Li, H. Wang, Y. Zhang, and J. Shen, 

“Ciphertext-policy attribute-based encryption 

with hidden access policy and testing,” KSII 

Trans. InternetInf. Syst., vol. 10, no. 7, pp. 

3339–3352, Jul. 2016. 

H. Cui, R. H. Deng, G. Wu, and J. Lai, “An 

efficient and expressive Ciphertext-policy 

attribute-based encryption scheme with 

partially hiddenaccess structures,” in Proc. 

10th Int. Conf. Prov. Secur., Nov. 2016,pp. 

19–38. 

F. Khan, H. Li, L. Zhang, and J. Shen, “An 

expressive hidden access policy CP-ABE,” 

in Proc. IEEE 2nd Int. Conf. Data Sci. 

Cyberspace, Jun. 2017,pp. 26–29. 

Y. Zhang, Z. Dong, and R. H. Deng, 

“Security and privacy in smart 

health:Efficient policy-hiding attribute-based 

access control,” IEEEInt. ThingsJ., vol. 5, 

no. 3, pp. 2130–2145, Jun. 2018. 

A. Lewko, T. Okamoto, A. Sahai, K. 

Takashima, and B. Waters, “Fullysecure 

functional encryption: Attribute-based 

encryption and (hierarchical)inner product 

encryption,” in Proc. 29th Annu. Int. Conf. 

Theory Appl.Cryptographic Techn., 2010, 

pp. 62–91. 

T. Okamoto and K. Takashima, “Adaptively 

attribute-hiding (hierarchical)inner product 

encryption,” in Proc. 31st Annu. Int. Conf. 

Theory Appl.Cryptographic Techn., May 

2012, pp. 591–608. 

T. V. X. Phuong, G. Yang, and W. Susilo, 

“Hidden ciphertext policyattribute-based 

encryption under standard assumptions,” 

IEEE Trans. Inf.Forensics Secur., vol. 11, 

no. 1, pp. 35–45, Jan. 2015. 

[24] X. Boyen and B.Waters, “Anonymous 

hierarchical identity-based 

encryption(without random oracles),” in 

Proc. 26th Annu. Int. Conf. 

AdvancesCryptology, Aug. 2006, pp. 290–

307. 

J. H. Park and H. L. Dong, “Anonymous 

HIBE: Compact construction ove prime-

order groups, “IEEE Trans. Inf. Theory, vol. 

Journal of Interdisciplinary Cycle Research

Volume XIV, Issue IX, September/2022

ISSN NO: 0022-1945

Page No:154



59, no. 4, pp. 2531–2541, Apr. 2013.[26] J. 

H. Seo, T. Kobayashi, M. Oukubo, and K. 

Suzuki, “Anonymous hierarchicalidentity-

based encryption with constant size 

ciphertexts,” in Proc.Int. Conf. Practice 

Theory PublicKey Cryptography,Mar. 2009, 

vol. 5443,pp. 215–234. 

F. Li and W. Wu, Pairing-Based 

Cryptography. Beijing, China: SciencePress, 

2014. 

 

ABOUT AUTHORS: 

 

 

A.N.RAMAMANI is working as Associate 

Professor in SVKP & Dr K 

S Raju Arts & Science 

College, Penugonda, West 

Godavari District, and A.P. 

She received Master’s 

Degree in Computer 

Applications from Andhra University. Her 

research interests include Operational 

Research, Probability and Statisitics, Design 

and Analysis of Algorithm, Big Data 

Analytics. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

T.ANJANI currently pursuing MCA in 

SVKP & Dr K S Raju Arts & 

Science College affiliated to 

Adikavi Nannaya University, 

Rajamahendravaram. Her 

research interests include 

Data Structures, Web 

Technologies, Operating Systems, Data 

Science and Artificial Intelligence. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Journal of Interdisciplinary Cycle Research

Volume XIV, Issue IX, September/2022

ISSN NO: 0022-1945

Page No:155


