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 In recent years, cloud storage has experienced a rapid increase in popularity. Although cloud storage has several benefits. Users 

are frequently unable to discern benefits, such as flexibility and convenience or have access to where their data is actually located. 

This restriction might impact users' faith and confidence in the storage provider, or even For data storage with precise location 

requirements, the cloud is inadequate. To We suggest a system named LAST-HDFS to address this problem. Includes the open 

source Location-Aware Storage Technique (LAST) Hadoop Distributed File System as a source (HDFS). Location-aware file 

allocations are required, and the LAST-HDFS system continuously checks for file transfers to look for possible illegal cloud 

transfers. Illegal. Here, transfers are attempts to transmit private information outside of ("legal") restrictions described by the 

file owner and its policies. Our underlying algorithms model file transfers among nodes as a weighted graph, and maximize the 

probability of storing data items of similar privacy preferences in the same region. We equip each cloud node with a socket 

monitor that is capable of monitoring the real-time communication among cloud nodes. Based on the real-time data transfer 

information captured by the socket monitors, our system calculates the probability of a given transfer to be illegal. We have 

implemented our proposed framework and carried out an extensive experimental evaluation in a large-scale real cloud 

environment to demonstrate the effectiveness and efficiency of our proposed system. 

1. INTRODUCTION 

The need for cloud storage has grown 

dramatically along with cloud computing's rising 

popularity. The only customers of cloud storage and 

cloud computing are no longer computing companies; 

instead, common enterprises and even end users are 

benefiting from the vast capabilities that cloud services 

may offer. While taking advantage of the flexibility and 

convenience offered by cloud storage, users often 

relinquish control over their data and are unable to find 

it, whether it is located locally, nationally, or even 

internationally.  

For cloud users (such as hospitals) who store 

sensitive data (such as medical records) that are required 

by law to remain inside specific geographic boundaries 

and borders, a lack of geographical control may result in 

privacy violations. Another instance where this issue 

occurs is with governmental organisations that need all 

data to be stored in the same nation that the government 

is based in; this difficulty has run into problems with 
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cloud service providers (CSPs) covertly transferring data 

abroad or being acquired by foreign firms. For instance, 

Canadian law requires that personally identifiable 

information be maintained within the country. However, 

given that the Amazon Cloud has more than 40 zones 

spread out globally [1], it is exceedingly difficult to 

guarantee regulatory compliance. Even Hadoop, which 

was formerly maintained as a distributed filesystem with 

a limited geographic distribution, is now widely used in 

many areas (see Facebook Prism [2] or recent patent [3]). 

Theexact location of data saved in the cloud can 

currently be verified by a number of techniques, with a 

concentration on post-allocation compliance [4]–[6]. 

However, Recent studies have recognised the value of 

proactive location control for data placement that 

complies with adopters' location criteria [4], [7], [8], to 

give users more control over their data and to ensure the 

location where the data is stored. 

In this study, we hack into Hadoop Distributed 

File System (HDFS), one of the most extensively used 

cloud data storage systems, and create LAST-HDFS, an 

improved HDFS system. Using the LAST HDFS, 

location-aware file allocations and file transfer 

monitoring are now possible with HDFS. LAST-HDFS 

specifically offers the new functions listed below: I 

consistently enforces a location-aware dataloading and 

storage by allocating data nodes in accordance with 

user-specified privacy policies; (ii) actively monitors and 

dynamically corrects potential data migration (due to 

balancing or data replication needs within the cluster 

that might violate dataplacement policies); (iii) detects 

possible data migration violations. 

The remainder of the essay is structured as follows. 

Section 2 presents the use case of our suggestedsolution. 

Section 3briefly discuss the background concerning the 

Hadoop system. The suggested LAST-HDFS system is 

then described in Section 4 before Section 5 presents 

specific implementation strategies. Section 6 reports the 

experimental results. Finally, Section 8 ends the paper 

and describes potential future research possibilities. 

 

2. LITERATURE SURVEY  

While there are several published surveys on different 

aspects of cloud computing, to the best of our 

knowledge, there is not a survey devoted to review the 

literature on existing approaches, resulting in a process 

model for moving legacy applications to the cloud. 

Perhaps, the closest studies to this paper are those 

related to migrating legacies to SOA because SOA and 

cloud computing share similar characteristics such as 

using services as basic blocks to build reliable and secure 

applications (Yi and Blake, 2010). Razavian and Lago 

report a systematic literature review of SOA migration 

approaches (Razavian and Lago, 2015). Their key goal of 

the survey is to identify commonalities and differences 

between 75 identified approaches and propose a 

reference model of typical activities that are carried out 

for the legacy to SOA migration. From the knowledge 

management point of view, this reference model includes 

typical knowledge that shapes a process of evolving 

legacy applications to service-based applications. 

Khadka et. al. provide a historic review ofmethodologies 

for the legacy to SOA migration (Khadka et al., 2013). 

The objectives of this review are (i) to reach a broad 

understanding of existing process models for legacy 

evolution to SOA (ii) identify available techniques to 

perform migration activities, and (iii) identify the 

existing issues and possible directions for future 

research. Through evaluating 121 primary studies using 

an evaluation framework, inspired from three traditional 

reengineering methodologies namely Butterfly (Bisbal et 

al., 1997), Renaissance (Warren and Ransom, 2002), and 

Architecture-Driven Modernization (ADM) (Khusidman 

and Ulrich, 2007), the authors conclude that there is still a 

lack of adequate automation level and techniques for 

determining the decomposability of legacy applications, 

investigating organisational perspective of migration, 

and postmortem reports on after-migration experience. 

In another attempt, Lane et. al. present a survey of 

process models to develop service-based applications 

with a skew towards dynamic adaptation (Lane and 

Richardson, 2011). Subsequently, they developed a 

meta-model giving an overarching view of development 

processes of 75 identified methodologies. On the basis of 

evaluation results using this meta-model, they found that 

increasing the automation of development process using 

model-driven development techniques is the most 

common theme in the reviewed methodologies. They 

also argued that existing methodologies suffer from a 

lack of real empirical validation. Even though the 

above-mentioned surveys are helpful, they are silent to 

address the cloudcentric challenges stated in Section 2.2. 

The survey provided in the current study is different 

from the existing reviews in three salient aspects. Firstly, 
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this survey limits its focus on all extant approaches 

proposing a (complete or partial) migration process 

model or framework for the cloud migration, and hence 

is more specific than the above-mentioned surveys. None 

of the reviewed surveys (see Table II) provides an 

in-depth discussion on the features and migration 

activities proposed in the existing approaches as well as 

useful experience of applying these approaches in 

practice. Secondly, this survey provides an in-depth 

analysis of existing approaches through an evaluation 

framework, which encompasses 28 criteria classified into 

two dimensions i.e. generic and cloud-specific ones. The 

proposed framework has been derived through an 

extensive literature review and validated through a 

Web-based questionnaire survey of 104 experts from 

academia and experts in the field of cloud computing. 

Since all related surveys fail to consider the important 

evaluation criteria that the proposed framework 

includes, the evaluation framework can be considered as 

an important contribution of the current study. The 

characterisation framework of (Jamshidi et al., 2013) does 

not include any generic criteria as offered by our 

proposed evaluation framework. For the cloud-specific 

dimension, although 11 criteria have been referred by 

their framework, there is no elaboration on assessment of 

approaches. Thirdly, given our different focus, none of 

the related work covers the papers that this paper 

reviews. We found that only 5 out of our 43 reviewed 

papers were covered by (Jamshidi et al., 2013). Finally, 

this survey considers different and recently published 

approaches that are not covered in the other surveys. 

With respect to this, this survey can be viewed as 

complementary one to the above-mentioned surveys 

through investigating different and recent approaches. 

As with all new areas of study, an etymological analysis 

is instructive. This is first undertaken in this section to 

give some clarity as to what a cloud migration 

methodology might mean in the context of cloud 

computing. This section then identifies technical and 

organisational concerns of such a methodology and 

provides a review of surveys related efforts.  

2.1 ETYMOLOGY —Cloud migration methodology. In 

software engineering (SE) a software development 

methodology can be defined as a systematic way of 

doing things in a particular discipline (Gonzalez-Perez 

and Henderson-Sellers, 2008). Another definition can be 

borrowed from Avison and Fitzgerald: a recommended 

collection of phases, procedures, rules, techniques, tools, 

documentation, management and training used to 

develop a system (Avison and Fitzgerald, 2003). A 

methodology organises the coordination of development 

team members and integration project activities. It 

defines when a certain activity, which contains sequence 

and input/output artefacts, should be carried out. 

Migration of legacy applications to the cloud signifies 

that the organisation has already in place existing 

software applications earmarked to take advantages of 

cloud services. A common understanding of the term 

cloud migration methodology, as offered by (Chauhan 

and Babar, 2012), is the re-engineering process of legacy 

applications for becoming cloud-enabled. That is, 

migration to cloud is a kind of software reengineering 

where the target application will be able to interact or 

become integrated with cloud services. Another 

definition, offered by Andrikopoulos, views the cloud 

migration process as a set of architectural adaptations 

required to ensure a legacy application becoming 

cloud-compliant (Andrikopoulos et al., 2013). Similarly, 

Kwon et al. pose the term cloud refactoring in which 

code transformation mechanisms are used to integrate 

legacy applications and cloud services (Kwon and 

Tilevich, 2014). Another yet broader and workable 

definition, which covers both technical and nontechnical 

aspects of the cloud migration is suggested by (Pahl et 

al., 2013) as: A cloud migration process is a set of 

migration activities carried to support an end-to-end 

cloud migration. Cloud migration processes define a 

comprehensive perspective, capturing business and 

technical concerns. Stakeholders with different 

backgrounds are involved. One can envisage a cloud 

migration methodology as an extended traditional 

software development methodology to enhance its 

capability to support cloud computing. —Legacy 

Application. This paper focuses on approaches 

addressing the migration of legacy applications to cloud 

environments. As such, we also analyse the term legacy. 

In software engineering literature many definitions can 

be found for the term legacy applications. One of the 

earliest definitions is the following: large software 

systems that we don't know how to cope with but there 

are vital to our organization (Bennett, 1995). Similarly, 

Stone braker mentions that a legacy application is any 

system that significantly  
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resists modification and evolution (Brodie and 

Stonebraker, 1995). Sneed states they are information 

systems that have been in use for years (Sneed, 2006). 

Others emphasise technological aspects. E.g1, Stone 

distinguishes legacies as those that are not 

Internet-dependent (Stone, 2001). E.g2, Dedeke defines it 

as an aggregate package of software and hardware 

solutions whose languages, standards, codes, and 

technologies belong to a prior generation or era of 

innovation (Dedeke, 2012).  

 

3. PROBLEM STATEMENT: 

Data location in the cloud environment has been 

recognizedas an important factor in providing users with 

assurance of data security and privacy [13]. There have 

been some effortson the research problem of data 

placement control in cloudstorage systems. Peterson et 

al. *14+ defined the notion of“data sovereignty” and 

proposed a MAC-based proof of datapossession (PDP) 

technique to authenticate the geographical locations of 

data stored in the cloud. Benson et al. [15]addressed the 

problem of determining the physical locations ofdata 

stored in geographically distributed data centers, by 

usingpassive distance measurement and linear 

regression predictivemodel to estimate in which data 

center the data is stored. Later,Gondree and Peterson [16] 

proposed a general framework,named constraint-based 

data geo-location (CBDG), that bindslatency-based 

geo-location techniques with a probabilisticPDP, based 

on the previous solutions in [14], [15]. In 

addition,Watson et al. [17] considered the case of 

collusion betweenmalicious service providers and 

suggested a proof of location(PoL) scheme that deployed 

trusted landmarks to verify the theexistence of a file on a 

host using proof of retrievability (PoR)protocol. In [18], 

[19], PoR was also adopted with a 

timebaseddistance-bounding protocol to provide strong 

geographical location assurance. 

Instead of verifying file locations afterwards, another 

commonapproach is to require users to encrypt their 

data beforeuploading it to the cloud [20]. The rationale 

behind is the cloud does not have the original plain-text 

data, userswould have fewer concerns on data location. 

This approach,however, imposes a large computational 

burden on the usersand it renders the data hard to index 

and analyze on cloudpremises. 

 

DISADVANTAGES 

o In the existing work, the system doesn’t have 

Location-aware File Loading techniques. 

o  There is no authentication and key agreement for 

Location-aware Load Balancing. 

 

4. ARCHITECTURE: 

 
5. RESULT: 
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6. CONCLUSION: 

In this study, we develop a novelLAST-HDFS system on 

top of the current HDFS to handle the problem of data 

placement control in the cloud. More importantly, 

LAST-HDFS assures that the location policy is enforced 

regardless of data replication and load balancing 

mechanisms that may impair policy compliance. 

Policy-driven fileloading enables location-aware storage 

on cloud sites. In particular, an effective LP-tree and 

Legal File Transfer graph were created to help allocate 

files with similar location preferences to the best cloud 

nodes, increasing the likelihood of spotting illegal file 

transfers. Both a large-scale simulated cloud 

environment and a real cloud testbed were used for 

ourthorough experimental research. The outcomes of 

these experiments demonstrated the usefulness and 

efficiency of the proposed LAST-HDFS system. 

In the future, we plan to take into account more 

complicatedpolicies to capture other privacy 

requirements other than thelocation. We will adopt more 

sophisticated policy analysisalgorithm [21] and compute 

the integrated policy as the representativepolicy [22] at 

each node to help speed up the policycomparison and 

selection of nodes for the newly uploadedfiles. 

Moreover, we also plan to leverage Intel SGX 

technologyto secure socket monitors from being 

compromised. 
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