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Abstract— 
The cascading of sensitive information such as 

private content and rumors is a serious problem 

in online social networks. One approach to 

limiting the cascading of sensitive information 

is to limit its dissemination among social 

network users. However, the dissemination 

restriction measures also limit the 

dissemination of non-sensitive information, 

resulting in poor user experiences. To address 

this problem, in this article we examine the 

problem of how to minimize the proliferation 

of sensitive information while preserving the 

proliferation of non-sensitive information, and 

formulate it as a constrained minimization 

problem, where we characterize the intent to 

propagate non-sensitive information preserve 

diffusion as a constraint. We study the problem 

of interest over the fully known network with 

known diffusivities of all users and the half-

known network where the diffusivities of sub-

users remain unknown in advance. By 

modeling the diffusion size of sensitive 

information as a bandit's reward, we use the 

Bandit framework to co-design the polynomial 

complexity solutions in both scenarios.In 

addition, the unknown diffusivities over the 

semi-known network make it difficult to 

quantify the information diffusivity in 

algorithm design. For this edition, we propose 

to learn the unknown diffusion capabilities 

from the diffusion process in real-time, and 

then adaptively perform the diffusion-limiting 

measures based on the learned diffusion 

capabilities, relying on the Bandit framework. 

Extensive experiments with real and synthetic 

datasets show that our solutions can effectively 

restrict the propagation of sensitive information 

and show 40% less propagation loss of non-

sensitive information compared to four baseline 

algorithms. 
Index Terms: Information diffusion, online social 

Networks, Constraining sensitive Information 

diffusion, Multi-arm bandit 

 

I. Introduction 

The proliferation of online social networks 

such as Facebook, Twitter, and We Chat 

facilitates the dissemination of information 

among users, thereby enabling the efficient 

promotion of positive information, e.g. B. 

products, news, innovations [1]-[8]. 

Meanwhile, although such efficient diffusion 

can easily lead to large-scale diffusion called 

information cascading, the unrestrained 

cascading behavior could mean that the 

sensitive information is carelessly 

propagated across the network [9]–[20]. 

Here, sensitive information refers to any type 

of information that must be prohibited from 

being disseminated, such as: B. Rumours, 

personal content and trade secrets. The 

cascading of such sensitive information can 

pose a risk of compromising user privacy or 

creating public panic [9]-[20]. For this 

reason, several social network media (e.g. 
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Facebook, Twitter) have requested the 

authorities to ban users' accounts and delete 

some posts or tweets if they violate relevant 

privacy or security rules [9] [21] [22 ]. Thus, 

network managers are able to take action to 

prevent the cascading of sensitive 

information. 

The existing approaches that most closely 

correlate with prohibiting the dissemination 

of sensitive information belong to 

minimizing the impact of rumors [9]-[20], 

the current strategies of which can be mainly 

divided into two aspects. The first is to 

spread the truth about the network to 

counteract rumors [12]-[14]. However, 

spreading truths is only suitable to limit the 

rumors, while it is not suitable to limit the 

dissemination of other types of sensitive 

information, including personal information, 

trade secrets, etc. The second is temporarily 

blocking a number of users with high 

dissemination skills [9][10][15][16] or 

blocking a range of social connections 

between users [17]-[20] in hopes of 

minimizing the spread of a rumor. Although 

such a strategy is effective to prevent rumors 

of some significant events like earthquakes, 

terrorist attacks and political elections, it is 

unrealistic for network managers to apply 

this strategy to restrict the spread of sensitive 

information with various content that is 

widely shared in our daily life are. When 

network managers take such action, it is 

necessary to block a much larger number of 

users or links. Two critical problems then 

arise. First, blocking too many users or social 

links will degrade user experience and may 

generate infringement complaints. Secondly, 

blocking users or social links to curb rumors 

also entails the loss of spreading positive 

information, let's say information loss, which 

is not beneficial for viral marketers who use 

information cascading to promote products 

[1]-[6] , [23] [24]. 

 

 

II. Related Work 

To characterize the information 

dissemination process in online social 

networks, Kempe et al. [23] first propose two 

classic diffusion models: the Independent 

Cascading (IC) model and the Linear 

Threshold (LT) model. In the IC model, after 

that user has received the information, each 

user has a single chance of successfully 

propagating the information to their 

neighbors with a given probability. In the LT 

model, a user would receive the information 

when a certain proportion of its neighbors 

received the information. Since then, many 

works have been investigating the influence 

maximization (IM) problem, which focuses 

on efficiently selecting the optimal seed 

users to trigger a diffusion process, hoping to 

maximize the final information 

dissemination size [1].Due to the high cost of 

attracting influential users, Shi et al. [3] 

suggest letting influential users re-publish the 

required information while persuading 

ordinary users to lower the cost of the IM 

campaign. Similar to the multi-round setting 

in this work, seed selection to maximize 

information dissemination in multiple time 

rounds is considered in [2] [40]. Considering 

the widespread interactions between the 

cyber (online) and physical (offline) worlds, 

offline events are used in [7] to further 

improve the performance of IM. In contrast 

to the IM problem, there are also numerous 

investigations that focus on minimizing the 

impact of rumors. A strategy to minimize the 

impact of rumors is to spread the truth about 

the network to counter rumors [12]–[14]. In 

particular, [12] introduces the Competitive 

Linear Threshold (CLT) model, which 

characterizes the competitive spread of truth 

and rumor. Then He et al. [12] and Chen et 

al. [14] propose to select a set of seed users 

to maximize the dissemination of truths 

under the CLT model. Che et al. [13] extends 

the IC model to describe the spread of 

positive information under the influence of 
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negative information and examines how to 

maximize the spread of positive 

information.However, such measure of 

clarification cannot be used to restrict the 

dissemination of private sensitive 

information such as personal information or 

trade secrets. Another class of rumor-

blocking measures focuses on blocking a 

certain number of influential users [9][15] or 

social connections [17]-[20]. On the one 

hand, Song et al. [15] propose temporarily 

banning a number of users with high 

dissemination ability to reduce the spread of 

rumors before a deadline. Taking user 

experiences into account, Wang et al. [9] 

study the problem of online rumor blocking, 

where a fraction of users are regularly 

blocked during the rumor spread, and set a 

threshold to control each user's blocking 

time. In order to cope with unforeseen events 

in rumor propagation, the strategy of 

adaptive blocking is further proposed in [10]. 

On the other hand, considering that blocking 

users directly is not desirable, [17]–[20] 

suggest blocking a certain number of social 

links to minimize the spread of rumors. 

However, as we discussed previously, these 

types of measures can result in a large loss of 

information dissemination when taken to 

restrict the dissemination of the sensitive 

information considered in this paper. In 

addition, taking measures to limit or 

encourage the dissemination of information 

is also related to the studies on the impact of 

human behavior on dissemination [29] [41] 

[42]. In addition to information 

dissemination, our work also relates to the 

combinatorial multi-armed bandit model. 

[36] [43] introduce the general multi-armed 

bandit model, where only one arm is pecked 

in each round. Recent studies [40][44][45] 

use the combinatorial bandit in the IM 

problem over unknown or dynamic 

networks, where the diffusion probabilities in 

the IC model are assumed to be unknown in 

advance. In each round, the solutions 

proposed in [40][44][45] first take the 

diffusion results in previous rounds as 

feedback to learn the diffusion probability 

across each edge, and then perform the seed 

selection based on the learned diffusion 

probabilities. 

III. Existing System 
The existing approaches that most closely 

correlate with prohibiting the dissemination 

of sensitive information belong to 

minimizing the impact of rumors, the current 

strategies of which can be mainly divided 

into two aspects. The first is to spread the 

truths across the network to counteract 

rumours. However, spreading truths is only 

suitable to limit the rumors, while it is not 

suitable to limit the dissemination of other 

types of sensitive information, including 

personal information, trade secrets, etc. The 

second is temporarily blocking a number of 

users with high dissemination skills or 

blocking a range of social connections 

between users in hopes of minimizing the 

spread of a rumor. Although such a strategy 

is effective to prevent rumors of some 

significant events like earthquakes, terrorist 

attacks and political elections, it is unrealistic 

for network managers to apply this strategy 

to restrict the spread of sensitive information 

with various content that is widely shared in 

our daily life are. When network managers 

take such action, it is necessary to block a 

much larger number of users or links. Two 

critical problems then arise. 

Disadvantages 

 Blocking too many users or social 

links will degrade user experiences 

and may arouse complaints for the 

right violation. 

 Blocking users or social links for 

restraining rumors also brings the loss 

of the diffusion of positive 

informations, say information loss, 

which is not beneficial to the viral 

marketers that utilize information 

cascading to promote products  
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IV. Proposed Scheme 

 
1) We're taking a first look at minimizing the 

dissemination size of sensitive information 

while preserving the dissemination of non-

sensitive information. We formulate the 

problem of interest into a constrained 

minimization problem, characterizing the 

intention to preserve non-sensitive 

information diffusions as a constraint. 

2) We propose an efficient bandit-based 

framework to collectively explore the 

solutions over the fully known and half-

known networks within polynomial time. In 

addition, we design the distributed 

implementation scheme of our solutions to 

further improve time efficiency. 

3) We continue to extend our bandit-based 

solution in a learn-determining way to 

address the challenge of unknown diffusion 

capabilities in semi-known networks. We 

prove theoretically that the repentance limit 

of our solution is sub linear with diffusion 

time, indicating that the probability variations 

returned by our solution approach the optimal 

one as the diffusion time increases. 

(4) We conduct extensive experiments with 

real and synthetic data sets of social 

networks. 

 

Advantages 
 The results show that the proposed 

algorithms can effectively limit the 

dissemination of sensitive 

information and, more importantly, 

are superior to four baselines in terms 

of 40% less information diffusion 

loss. 

 Regarding the limitations of existing 

solutions, let's take a first look at 

limiting the cascading of sensitive 

information while preserving the 

proliferation of non-sensitive 

information to reduce information 

leakage. 

V. Diffusion Model  

The sensitive information can only be 

disseminated by the sensitive nodes via both 

the fully known and the half-known 

networks. We assume that there are T-time 

rounds. A non-sensitive node becomes 

sensitive as soon as it receives sensitive 

information, and from then until the end of 

T-rounds it has the opportunity to propagate 

sensitive information as long as the sensitive 

information it contains does not become stale 

among its neighbors. The tth round refers to 

the time from timestamp t to t+1. We use V t 

to denote the set of sensitive nodes at 

timestamp t. We call the edges whose source 

vertices are insensitive target edges. 

We study the problem of adaptively adjusting 

diffusion probabilities across edges at the 

beginning of each round to take real-time 

action to minimize the diffusion of sensitive 

information. For this purpose we define the 

duration of each round as the time for the 

two-hop diffusion. That is, the information 

spreads two hops during one round. In 

particular, during each round the source node 

of an edge i, say Si, first distributes 

information Ii to the destination node Di with 

probability wi successfully, and Di then 

distributes the received information to its 

neighbors. Furthermore, in the first hop of 

each round, we define that each sensitive 

source node has a single chance to propagate 

sensitive information to each of its neighbors. 

Furthermore, if a node receives confidential 

information during the first hop, it has a 

chance to propagate the received confidential 

information to its own neighbors in the 

second hop. In particular, we define that 

every sensitive node has the opportunity to 

propagate sensitive information to its 

neighbors in each round, as long as the 

sensitive information it contains is not stale. 

Our insight for such a definition comes from 

real-world behavior that social media users 

are likely to repeatedly check the moments or 
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tweets posted by their friends a few days or 

even several months ago. 

VI. CONCLUSION 

In this article, we examine the problem of 

restricting the dissemination of sensitive 

information on social networks while 

preserving the dissemination of non-sensitive 

information. We model the diffusion 

constraint measures as variations of diffusion 

probabilities across social connections, and 

model the problem of interest as adaptively 

determining the probability variations by a 

constrained multi-round minimization 

problem. We use the CCMAB framework to 

co-design our solutions on fully known and 

semi-known networks. Over the fully known 

network, we propose the CCMAB-based 

algorithm ADFN to efficiently determine the 

probability variations over social links. 

About the semi-known network, to meet the 

challenge of unknown diffusivities of sub-

users, we propose the ADSN algorithm to 

iteratively learn the unknown diffusivities 

and determine the probability variations 

based on the learned diffusivities in each 

round. Analysis bound by regret and 

extensive experiments were conducted to 

justify the superiority of our solutions.  

 

REFERENCES  
 

P. Mell and T. Grance, "The NIST definition 

of cloud computing," Communications of the 

ACM, vol. 53, no. 6, p. 50, 2010.  

X. Liu, S. Zhao, A. Liu, N. Xiong, and A. V. 

Vasilakos, "Knowledge-aware proactive 

nodes selection approach for energy 

management in Internet of Things," Future 

generation computer systems, 2017.  

Y. Liu, A. Liu, S. Guo, Z. Li, Y.-J. Choi, and 

H. Sekiya, "Context-aware collect data with 

energy efficient in Cyber–physical cloud 

systems," Future Generation Computer 

Systems, 2017.  

J. Chase, R. Kaewpuang, W. Yonggang, and 

D. Niyato, "Joint virtual machine and 

bandwidth allocation in software defined 

network (SDN) and cloud computing 

environments," in Communications (ICC), 

2014 IEEE International Conference on, 

2014, pp. 2969-2974: IEEE. 

B. Martini and K.-K. R. Choo, "Distributed 

filesystem forensics: XtreemFS as a case 

study," Digital Investigation, vol. 11, no. 4, 

pp. 295-313, 2014.  

N. D. W. Cahyani, B. Martini, K. K. R. 

Choo, and A. Al‐Azhar, "Forensic data 

acquisition from cloud‐of‐things devices: 

windows Smartphones as a case study," 

Concurrency and Computation: Practice and 

Experience, vol. 29, no. 14, 2017.  

J. Fu, Y. Liu, H.-C. Chao, B. Bhargava, and 

Z. J. I. T. o. I. I. Zhang, "Secure data storage 

and searching for industrial IoT by 

integrating fog computing and cloud 

computing," 2018.  

C. F. Tassone, B. Martini, and K. K. R. 

Choo, "Visualizing digital forensic datasets: 

a proof of concept," Journal of forensic 

sciences, vol. 62, no. 5, pp. 1197-1204, 2017.  

C. Hooper, B. Martini, and K.-K. R. Choo, 

"Cloud computing and its implications for 

cybercrime investigations in Australia," 

Computer Law & Security Review, vol. 29, 

no. 2, pp. 152-163, 2013.  

D. Quick and K.-K. R. Choo, "Digital 

forensic intelligence: Data subsets and Open 

Source Intelligence (DFINT+ OSINT): A 

timely and cohesive mix," Future Generation 

Computer Systems, vol. 78, pp. 558-567, 

2018. 

Y.-Y. Teing, A. Dehghantanha, K.-K. R. 

Choo, and L. T. Yang, "Forensic 

investigation of P2P cloud storage services 

and backbone for IoT networks: BitTorrent 

Sync as a case study," Computers & 

Electrical Engineering, vol. 58, pp. 350-363, 

2017.  

T. Wang et al., "Fog-based storage 

technology to fight with cyber threat," Future 

Generation Computer Systems, 2018.  

T. Wang, J. Zhou, X. Chen, G. Wang, A. 

Liu, and Y. Liu, "A Three-Layer Privacy 

AEGAEUM JOURNAL

Volume 10, Issue 9, 2022

ISSN: 0776-3808

Page No:44



Preserving Cloud Storage Scheme Based on 

Computational Intelligence in Fog 

Computing," IEEE Transactions on 

Emerging Topics in Computational 

Intelligence, vol. 2, no. 1, pp. 3-12, 2018.  

T. Wang et al., "Data collection from WSNs 

to the cloud based on mobile Fog elements," 

Future Generation Computer Systems, 2017. 

M. Xie, U. Bhanja, J. Shao, G. Zhang, and G. 

Wei, "LDSCD: A loss and DoS resistant 

secure code dissemination algorithm 

supporting multiple authorized tenants," 

Information Sciences, vol. 420, pp. 37-48, 

2017.  

S. Basu et al., "Cloud computing security 

challenges & solutions-A survey," in 

Computing and Communication Workshop 

and Conference (CCWC), 2018 IEEE 8th 

Annual, 2018, pp. 347-356: IEEE.  

D.-G. Feng, M. Zhang, Y. Zhang, and Z. Xu, 

"Study on cloud computing security," Journal 

of software, vol. 22, no. 1, pp. 71-83, 2011.  

R. Roman, J. Lopez, and M. Mambo, 

"Mobile edge computing, fog et al.: A survey 

and analysis of security threats and 

challenges," Future Generation Computer 

Systems, vol. 78, pp. 680-698, 2018.  

H. Takabi, J. B. Joshi, and G.-J. Ahn, 

"Security and privacy challenges in cloud 

computing environments," IEEE Security & 

Privacy, vol. 8, no. 6, pp. 24-31, 2010.  

L. M. Kaufman, "Data security in the world 

of cloud computing," IEEE Security & 

Privacy, vol. 7, no. 4, 2009.  

D. Zissis and D. Lekkas, "Addressing cloud 

computing security issues," Future 

Generation computer systems, vol. 28, no. 3, 

pp. 583-592, 2012.  

C. Wang, Q. Wang, K. Ren, and W. Lou, 

"Privacy-preserving public auditing for data 

storage security in cloud computing," in 

Infocom, 2010 proceedings ieee, 2010, pp. 1-

9: Ieee. 

J. Shen, J. Shen, X. Chen, X. Huang, and W. 

Susilo, "An efficient public auditing protocol 

with novel dynamic structure for cloud data," 

IEEE Transactions on Information Forensics 

and Security, vol. 12, no. 10, pp. 2402-2415, 

2017.  

Z. Xia, N. N. Xiong, A. V. Vasilakos, and X. 

Sun, "EPCBIR: An efficient and privacy-

preserving content-based image retrieval 

scheme in cloud computing," Information 

Sciences, vol. 387, pp. 195-204, 2017. [25] 

R. Arora, A. Parashar, and C. C. I. 

Transforming, "Secure user data in cloud 

computing using encryption algorithms," 

International journal of engineering research 

and applications, vol. 3, no. 4, pp. 1922-

1926, 2013. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

AEGAEUM JOURNAL

Volume 10, Issue 9, 2022

ISSN: 0776-3808

Page No:45



ABOUT AUTHORS: 

 

S.CHARISHMA is currently 

pursuing MCA in SVKP & 

Dr K S Raju Arts & Science 

College affiliated to Adikavi 

Nannaya University, 

Rajamahendravaram. Her 

research interests include 

Data Structures, Web Technologies, 

Operating Systems, Data Science and 

Artificial Intelligence. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

B.N. SRINIVASA GUPTA 

is working as Associate 

Professor in SVKP &Dr K S 

Raju Arts & Science College, 

Penugonda, A.P. He received 

Masters Degree in Computer 

Applications from Andhra 

University and Computer Science & 

Engineering from Jawaharlal Nehru 

Technological University Kakinada 

(JNTUK), Kakinada, India. His research 

interests include Data Mining, Cyber 

Security, Artificial Intelligence. 
 

 

 

 

AEGAEUM JOURNAL

Volume 10, Issue 9, 2022

ISSN: 0776-3808

Page No:46






	Flexible dissemination of sensitive information in OSN

