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Abstract—  

For storing data across several clouds, many new strategies have recently been developed. Users 

automatically have some degree of information leakage control thanks to data distribution over 

several cloud storage providers (CSPs), since no one point of attack can leak all the data. Even 

when employing numerous clouds, however, the unintended spread of data chunks might result in 

significant information leakage. In this article, we examine a significant issue with information 

leakage brought on by the haphazard distribution of data in multicloud storage systems. Then, we 

introduce StoreSim, a multicloud storage system that is conscious of information leaking. By 

storing syntactically related data on the same cloud, StoreSim seeks to reduce the user's 

information leakage across many clouds. Our aim is to efficiently create similarity-preserving 

signatures for data chunks using an approximation approach. We create a tool to calculate the 

information leakage based on these signatures, as well as a rough approach to rapidly produce 

similarity-preserving signatures for data chunks based on MinHash and Bloom filter. We then 

offer a powerful storage plan generation approach based on clustering for spreading data chunks 

over many clouds with little information loss. Finally, we use two actual datasets from GitHub 

and Wikipedia to assess our plan. In comparison to haphazard placement, our technique can cut 

down on information leakage by as much as 60%. Furthermore, our examination of system 

attackability shows that our plan makes informational attacks more difficult.

Index Terms:  Cloud storage, MIN HASH, Bloom Filter, STORESIM

I. Introduction

With the increasingly rapid uptake of devices 

such as laptops, cell phones and tablets, users 

require an ubiquitous and massive network 

storage to handle their ever-growing digital 

lives. To meet these demands, many cloud-

based storage and file sharing services such 

as Dropbox, Google Drive and Amazon S3, 

have gained popularity due to their easy-to-

use interface and low storage cost. However, 

these centralized cloud storage services are 

criticized for grabbing the control ofusers’ 

data, which allows them to run analytics for 

marketing and advertising [1]. Also, the 

information in users’ data can be leaked e.g., 

by means of malicious insiders, backdoors 

[2],bribes and coercion [3]. One possible 

solution to reduce the risk of information 

leakage is to employ multicloud storage 

systems [4, 5, 6, 7] in which no single point 

of attack can leak all the information. A 

malicious entity, such as the one revealed in 

recent attacks on privacy [3], would be 

required to coerce all the different CSPs on 

which a user might place her data, in order to 
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get a complete picture of her data. Put 

simply, as the saying goes, do not put all 

your eggs in one basket. 

 

Yet, the situation is not so simple. CSPs such 

as Dropbox, among many others, employ 

rsync-like protocols [8] to synchronize the 

local file to remote file in their centralized 

clouds. Every local file is partitioned into 

small chunks and these chunks are hashed 

with fingerprinting algorithms such as SHA- 

1, MD5 [9]. Thus, a file’s contents can be 

uniquely identified by this list of hashes. For 

each update of local file, only chunks with 

changed hashes will be uploaded to the 

cloud. This synchronization based on hashes 

is different from diff - like protocols that are 

based on comparing two versions of the same 

file line by line and can detect the exact 

updates and only upload these updates in a 

patch style [8]. Instead, the hash based 

synchronization model needs to upload the 

whole chunks with changed hashes to the 

cloud. Thus, in the multicloud environment, 

two chunks differing only very slightly can 

be distributed to two different clouds. The 

following motivating example will show that 

if chunks of a user’s data are assigned to 

different CSPs in an unplanned manner, the 

information leaked to each CSP can be higher 

than expected. Suppose that we have a 

storage service with three CSPs S1, S2, S3 

and a user’s dataset D. All the user’s data 

will be firstly chunked and then uploaded to 

different clouds. The dataset D is represented 

as a set of hashes generated by each data 

chunk. This scenario is shown in Figure 1. In 

addition, we consider that the data chunks are 

distributed to different clouds in a round 

robin (RR) way. Apparently, RR is good for 

balancing the storage load and each cloud 

thus obtains the same amount of data. 

However, the same amount of data does not 

necessarily mean the same amount of 

information. For example, if we find that the 

set of chunks {C3, C6, C9} are almost same, 

it means S3 actually obtains the information 

equivalent to that in only one chunk. If all 

other chunks are different, S1 and S2 obtain 

three times as much information as S3, even 

though all of them obtain the same amount of 

data. The problem does not exist in a single 

storage cloud such as Dropbox since users 

have no other choice but to give all their 

information to only one cloud. When the 

storage is in the multicloud, we have the 

opportunity to minimize the total information 

that is leaked to each CSP. The optimal case 

is that each CSP obtains the same amount of 

information. In our example, data distribution 

based on RR can achieve the optimal result 

only if all the chunks are different. However 

this is not the case in cloud storage service 

due to two reasons: 1) Frequent 

modifications of files by users result in large 

amount of similar chunks1; and 2) Similar 

chunks across files, due to which existing 

CSPs use the data deduplication technique. 

 

II. RELATED WORK 

 

Multicloud storage services. Our work is 

not alone in storing data with the adoption of 

multiple CSPs, e.g., SPANStore  [7], DepSky 

[4] and NCCloud[5]. However, these works 

focus on different issues such as cost 

optimization [7], data consistencyBand 

availability [4]. Unlike these works, our 

work focuses on the information leakage 

optimization for storage service in a 

multicloud environment by exploiting 

information similarity caused by the 

synchronization of modified data. 

Supplementary works invest efforts in 

overcoming vendor lock-in.DepSky [4] aims 

to minimize the cost of data transfer from 

one cloud to another by storing only a 

fraction of the total amount of data in each 

cloud, while Scalia [6] employs data 

replication to minimize transfer cost albeit at 

a higher storage cost. Other studies [9, 19] 

have focused on measurement analysis of 
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cloud storage services. Their work provided 

us with many insights on designing and 

implementing StoreSim. However, they did 

not focus on the optimization aspects of 

information leakages of the commercial 

CSPs they studied. 

Cloud security. Many studies focus on 

security and privacy aspects which are major 

obstacles in cloud adoption for both 

individuals and companies. Previous work 

[21] proposed a semantic framework based 

on crowd-sourcing to determine the 

sensitivity of items and diverse attitudes of 

users towards privacy. Bohli et al. [20] 

provide a survey for four different 

multicloud architectures with various 

security and privacy-enhancing designs. The 

architecture of StoreSim is one of them, 

which allows distributing fine-grained 

fragments of the data to distinct clouds. Our 

work also implements the StoreSim system 

with new information leakage measures. 

Near-duplicate detection. Li et al. [23] 

proposed a privacy loss measure based on the 

JS-divergence distance which is a method of 

measuring the similarity between two 

probability distributions. Inspired by their 

work, we design our information leakage 

function based on similarity. To compute the 

information leakage, we need to compute the 

pairwise similarities. MinHash [11, 12] and 

SimHash [11, 24] were designed for 

detecting the near-duplicate web pages based 

on Jaccard and Hamming distance, 

respectively. However, their work cannot 

apply to our work directly due to heavy 

computation and high storage overhead. To 

the best of our knowledge, ours is the first 

work which applies near-duplicate 

techniques for preventing information 

leakage in multicloud storage services. 

 

III. PROPOSED SCHEME 

 

We focus on reducing information leakage to 

each individual CSP in a multicloud storage 

system and provide mechanisms for 

distributing users data over multiple CSPs in 

a leakage aware manner. 

 

● We present StoreSim, an information 

leakage aware multicloud storage 

system and formulate information 

leakage optimization problem in 

multicloud. 

● We propose an approximate 

algorithm, BFSMinHash, based on 

Minhash and Bloom filter to generate 

similarity-preserving signatures for 

data chunks. We also design a 

pairwise information leakage function 

based on Jaccard similarity. 

● Based on the information leakage 

measured by BFSMinHash, we 

develop an efficient storage plan 

generation algorithm, SPClustering, 

for distributing users data to different 

clouds. 

 

IV. STORESIM 

 

We firstly describe the architecture of 

StoreSim. Then we introduce StoreSim in 

terms of metadata and CSP models. Finally, 

we formulate the information leakage 

optimization problem in the multicloud. 

Figure 1Architecture of StoreSim 

The architecture of StoreSim. It can be 

observed that there is a trust boundary 

between the metadata and storage servers. 

We assume that clients and metadata servers, 

which are situated inside the trust boundary, 

Journal of Interdisciplinary Cycle Research

Volume XIV, Issue IX, September/2022

ISSN NO: 0022-1945

Page No:172



are Architecture of StoreSim trustable by 

users while remote servers outside the 

boundary\ are untrustworthy. For example, 

the metadata can be stored in private 

database servers while storage servers can be 

located in public CSPs such as Amazon S3, 

Dropbox and Google Drive. Storage servers 

can be accessed through standard APIs 

(Application Programming Interfaces), all 

control flows are inside the trust boundary 

while data flows can cross the trust 

boundary. In order to optimize the 

information leakage, we design two 

components in StoreSim. The first 

component is the Leakage Measure layer 

(LMLayer) that is used to evaluate the 

information leakage and further to generate 

storage plan which maps data chunks to 

different clouds. The other component is 

Cloud Manager layer (CMLayer) that 

provides cloud interoperability in a syntactic 

way. 

 

MinHash algorithm : For MinHash 

algorithm, to compute the similarity for a 

pair of data nodes, we only need to store an 

array of MinHash signatures rather than 

storing the whole data. Although it reduces 

the storage cost greatly, it can still be heavy 

given the huge number of data nodes. 

Suppose that each hash function generates a 

signature of 64 bits and k is 64, the storage 

cost of each data node is about 512 bytes. If 

we have about two million chunks, the 

overhead of storing the signatures is 1 

Gigabyte. Thus, we need a compact 

representation of these MinHash signatures 

to reduce the storage overhead. Previous 

work [12] proposed b-bit MinHash which 

only stores b lowest bits of each signature 

computed by different hash functions to 

reduce the storage space. However, this 

approach does not work for the MinHash 

with a single hash function since all the 

signatures are computed by the same hash 

function. Instead, we design BFSMinHash, a 

Bloom-filter sketching scheme for Minhash, 

which uses a single hash function. 

BFSMinHash exploits the space efficient 

feature of Bloom filter, thus reducing the 

storage overhead. 

 

V. STORAGE PLAN 

 

We propose a storage plan generation 

algorithm, SPClustering, to group similar 

data nodes. We define a data node as the 

centroid when no existing data node has low 

pair wise information leakage with it. In 

practice, we define a leakage threshold, 

according to which a data node becomes a 

centroid if all its pairwise information 

leakage with other nodes are greater than this 

threshold. In other words, a centroid 

represents all data nodes which are similar to 

it. Given any new data node, we only 

compute its pairwise similarities with a set of 

centroids, which largely reduces the number 

of pairs. Moreover, we build the Cluster 

Index among the centroids to further prune 

the search space. A single index entry in 

Cluster  Index points to a set of similar 

centroids, which is similar to the Bitmap 

index in traditional databases [16]. 

Specifically, suppose the size of signature 

generated by BFSMinHash algorithm is s 

bits, we divide the signature into b segments 

with the length of each segment as s/b. We 

will use each segment as the key in hash 

function and therefore, all the signatures with 

the same key will be hashed together. For 

example, as is shown in Figure 3, when the 

key is the value of first segment, c2 and c4 

are hashed to the same index entry for they 

share the same value of first segment. Those 

signatures are more likely to be similar  to 

each other since they already share one same 

segment. Recall from Section III-B, the 

number of elements sampled by 

BFSMinHash is k, which means its signature 

based on Bloom filter is at most with k bits 

set to one. If we cannot search any similar 
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node from the ClusterIndex with b segments 

for a given node, that means there are at least 

b bits different from the given node with all 

the centroids. Based on Equation 2, it implies 

that there is no centroid that has Jaccard 

similarity with the given node larger than (k 

−b)/(k +b). For example, if k is 64 and we 

divide the signature into 8 segments, the 

ClusterIndex can efficiently search all the 

similar centroids with similarity higher than 

77.8%. Thus, in order to find centroids with 

less or more similarity, we need to 

respectively increase and decrease the value 

of b (the number of segments). To further 

generate a storage plan, we firstly builds the 

ClusterIndex for a set of centroids on the fly. 

We do not persist the ClusterIndex to reduce 

the storage overhead. The cost of building 

ClusterIndex is acceptable, which takes 

about 400 milliseconds for 100 thousand 

centroids. Then, for each new data node, we 

will find the cloud with the minimal 

information leakage based on the candidate 

set which is queried based on ClusterIndex. 

Finally, if the minimal information leakage 

of new node is still larger than the leakage 

threshold, we will assign this node only 

based on the storage loads of CSPs. 

Meanwhile, this node will be labeled as the 

centroid and be indexed on the fly. 

 

VI. CONCLUSION 

 

Distributing data on multiple clouds provides 

users with a certain degree of information 

leakage control in that no single cloud 

provider is privy to all the user’s data. 

However, unplanned distribution of data 

chunks can lead to avoidable information 

leakage. In this paper, we presented 

StoreSim, an information leakage aware 

storage system, to optimize the information 

leakage in the multicloud environment. 

StoreSim achieves this goal by using novel 

algorithms, BFSMinHash and SPClustering, 

which place the data with minimal 

information leakage (based on similarity) on 

the same cloud. Through an extensive 

evaluation based on two real datasets, we 

demonstrate that StoreSim is both effective 

and efficient (in terms of time and storage 

space) in minimizing information leakage 

during the process of synchronization in a 

multicloud environment. 

 

VII. REFERENCES 

 

1] H. Dewan and R. C. Hansdah, ―A survey 

of cloud storage facilities,‖ in 2011 IEEE 

World Congress on Services, July 2011, pp. 

224–231. 

[2] K. Ren, C. Wang, and Q. Wang, 

―Security challenges for the public cloud,‖ 

IEEE Internet Computing, vol. 16, no. 1, pp. 

69–73, Jan 2012. 

[3] A. F. Barsoum and M. A. Hasan, 

―Provable multicopy dynamic data 

possession in cloud computing systems,‖ 

IEEE Transactions on Information Forensics 

and Security,vol. 10, no. 3, pp. 485–497, 

March 2015. 

[4] N. Garg and S. Bawa, ―Rits-mht: Relative 

indexed and time stamped merkle hash tree 

based data auditing protocol for cloud 

computing,‖ Journal of Network & Computer 

Applications, vol. 84, pp. 1–13, 2017. 

[5] H. Jin, H. Jiang, and K. Zhou, ―Dynamic 

and public auditing with fair arbitration for 

cloud data,‖ IEEE Transactions on Cloud 

Computing, vol. 13, no. 9, pp. 1–14, 2014. 

[6] S. G. Worku, C. Xu, J. Zhao, and X. He, 

―Secure and efficient privacy-preserving 

public auditing scheme for cloud storage,‖ 

Comput. Electr. Eng., vol. 40, no. 5, pp. 

1703–1713, Jul. 2014. 

[7] B. Wang, B. Li, and H. Li, ―Knox: 

privacy-preserving auditing for shared data 

with large groups in the cloud,‖ in 

International Conference on Applied 

Cryptography and Network Security, 2012, 

pp. 507–525. 

Journal of Interdisciplinary Cycle Research

Volume XIV, Issue IX, September/2022

ISSN NO: 0022-1945

Page No:174



[8] B. Wang, H. Li, and M. Li, ―Privacy-

preserving public auditing for shared cloud 

data supporting group dynamics,‖ in 2013 

IEEE International Conference on 

Communications (ICC), June 2013, pp. 

1946–1950. 

[9] J. Yu, K. Ren, C. Wang, and V. 

Varadharajan, ―Enabling cloud storage 

auditing with key-exposure resistance,‖ IEEE 

Transactions on Information Forensics and 

Security, vol. 10, no. 6, pp. 1167–1179, 

2015. 

[10] J. Yu, K. Ren, and C. Wang, ―Enabling 

cloud storage auditing with verifiable 

outsourcing of key updates,‖ IEEE 

Transactions on Information Forensics and 

Security, vol. 11, no. 6, pp. 1362–1375, June 

2016. 

[11] J. Yu and H. Wang, ―Strong key-

exposure resilient auditing for secure cloud 

storage,‖ IEEE Transactions on Information 

Forensics and Security, vol. 12, no. 8, pp.  

1931–1940, Aug 2017. 

[12] H. Wang, Q. Wu, B. Qin, and J. 

Domingo-Ferrer, ―Identity-based remote data 

possession checking in public clouds,‖ IET 

Information Security, vol. 8, no. 2, pp. 114–

121, March 2014. 

[13] H. Wang, D. He, and S. Tang, ―Identity-

based proxyoriented data uploading and 

remote data integrity checking in public 

cloud,‖ IEEE Transactions on Information 

Forensics and Security, vol. 11, no. 6, pp. 

1165–1176, June 2016. 

[14] W. Shen, G. Yang, J. Yu, H. Zhang, F. 

Kong, and R. Hao, ―Remote data possession 

checking with privacypreserving 

authenticators for cloud storage,‖ Future 

Generation Computer Systems, vol. 76, no. 

Supplement C, pp. 136 – 145, 2017. 

[15] C. Ellison and B. Schneier, ―Ten risks of 

pki: What you’re not being told about public 

key infrastructure,‖ vol. 16, no. 1, 12 2000. 

[16] A. K. Jain, A. Ross, and S. Prabhakar, 

―An introduction to biometric recognition,‖ 

IEEE Transactions on Circuits and Systems 

for Video Technology, vol. 14, no. 1, pp.4–

20, Jan 2004. 

[17] S. Prabhakar, S. Pankanti, and A. K. 

Jain, ―Biometric recognition: security and 

privacy concerns,‖ IEEE Security Privacy, 

vol. 1, no. 2, pp. 33–42, Mar 2003. 

[18] A. Sahai and B. Waters, ―Fuzzy identity-

based encryption,‖ in Advances in 

cryptology—EUROCRYPT 2005, ser. 

Lecture Notes in Comput. Sci. Springer, 

Berlin, 2005, vol. 3494, pp. 457–473. 

[19] G. Ateniese, R. Burns, R. Curtmola, J. 

Herring, L. Kissner, Z. Peterson, and D. 

Song, ―Provable data possession at untrusted 

stores,‖ in Proceedings of the 14th ACM 

Conference on Computer and 

Communications Security, ser. CCS ’07, 

2007, pp. 598–609. 

[20] A. Juels and B. S. Kaliski, ―Pors: Proofs 

of retrievability for large files,‖ in 

Proceedings of the 14th ACM Conference on 

Computer and Communications Security, ser. 

CCS ’07, 2007, pp. 584–597. 

[21] H. Shacham and B. Waters, ―Compact 

proofs of retrievability,‖ J. Cryptology, vol. 

26, no. 3, pp. 442–483, Jul. 2013. 

[22] Y. Zhu, H. Wang, Z. Hu, G. J. Ahn, H. 

Hu, and S. S. Yau, ―Dynamic audit services 

for integrity verification of outsourced 

storages in clouds,‖ in ACM Symposium on 

Applied Computing, 2011, pp. 1550–1557. 

[23] M. Sookhak, A. Gani, M. K. Khan, and 

R. Buyya, ―Dynamic remote data auditing for 

securing big data storage in cloud 

computing,‖ Information Sciences, vol. 380, 

pp. 101–116, 2017. 

[24] C. Wang, Q. Wang, K. Ren, and W. 

Lou, ―Privacypreserving public auditing for 

data storage security in cloud computing,‖ in 

2010 Proceedings IEEE INFOCOM, March 

2010, pp. 1–9. 

[25] J. Li, L. Zhang, J. K. Liu, H. Qian, and 

Z. Dong, ―Privacy-preserving public auditing 

protocol for lowperformance end devices in 

cloud,‖ IEEE Transactions on Information 

Journal of Interdisciplinary Cycle Research

Volume XIV, Issue IX, September/2022

ISSN NO: 0022-1945

Page No:175



Forensics and Security, vol. 11, no. 11, pp. 2572–2583, Nov 2016.

 

 

ABOUT AUTHORS: 

 

A.B.Subrahmanyeswari is 
currently pursuing MCA in 

SVKP & Dr K S Raju Arts & 

Science College affiliated to 

Adikavi Nannaya University, 

Rajamahendravaram. Her 

research interests include Data 

Structures, Web Technologies, Operating 

Systems, Data Science and Artificial 

Intelligent. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

B.N.Srinivasa Gupta is 

working as Associate 

Professor in SVKP &Dr K 

S Raju Arts & Science 

College, Penugonda, and 

A.P. He received Masters 

Degree in Computer Applications from 

Andhra University and Computer Science & 

Engineering from Jawaharlal Nehru 

Technological University Kakinada 

(JNTUK), Kakinada, India. His research 

interests include Data Mining, Cyber 

Security, Artificial Intelligence. 

 

 

Journal of Interdisciplinary Cycle Research

Volume XIV, Issue IX, September/2022

ISSN NO: 0022-1945

Page No:176


