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 Massive amounts of data amassed by automated fare collection (AFC) systems offer chances to examine both individual travel 

habits and societal mobility trends in metropolitan settings. Studies that have already been done using AFC data have mostly on 

detecting passenger movement patterns. However, we cleverly used such data to pinpoint potential pickpocket suspects. For the 

public transportation system to improve customer happiness and safety, pickpocketing must be stopped. But in reality, it might 

be difficult to tell burglars from from normal travellers.In the current study, we created a suspect identification and surveillance 

system that can locate potential pickpockets based on their daily transportation logs. To be more precise, we first identified a 

number of helpful features from each passenger's regular transportation activity. Then, using a two-step strategy, we were able to 

recognise thieves—who frequently engage in unusual travelling behaviors—by combining the advantages of supervised 

classification models with unsupervised outlier identification. Results from experiments showed how successful our approach is. 

A prototype device was also created for future usage by security officers. 

 

Index Terms: Automated fare collection, mobility patterns, public safety, and anomaly detection are some of the topics covered. 

 

1. INTRODUCTION 

 Public transport passengers are prone to distraction in 

crowded environments where they are often rushed 

from one place to another. When their focus strays from 

their possessions, they are often targeted by pickpockets 

[1, 2]. According to reports, in the first nine months of 

2014, Beijing arrested 350 pickpockets on subways and 

490 on buses.1 Others around the world, including 

Barcelona, Rome and Paris, Pickpocketing is also a 

problem in many major cities of the United States.2 

Indeed, it is difficult to detect theft activity by cunning 

thieves who know how to escape undetected. Providing 

intelligent monitoring and tracking tools for 

transportation system security personnel is 

essential.Transactional records gathered by automated 

fare collection (AFC) systems are now available to study 

passengers' movement patterns and urban dynamics 

due to significant advancements in information 

technology and infrastructure [3, 4, 5, 6, 7]. The majority 

of current research focuses on finding recurring, group 
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mobility patterns, such commute flows and 

transportation networks. The first research to 

concentrate on detecting thieves using AFC data is ours. 

Because it is feasible to distinguish between suspects 

and ordinary passengers using behavioural variations 

recorded in the mobility footprints, it is possible to 

identify thieves using AFC recordings.These practises 

include travelling regular routes with haphazard stops, 

making needless transfers, and travelling for a lengthy 

period of time. It is now possible to create an intelligent 

system that automatically extracts particular, defined 

behavioural elements and dynamically identifies and 

tracks pickpocket suspects.  

The identification of thieves using AFC records is not a 

straightforward outlier detection issue. The distinction 

between an outlier and a known thief is depicted . 

Several routes between hot areas A and B are seen. 

Aclose look reveals that most travellers use a 

configuration that is close to ideal (e.g., requires the 

fewest transfers or travels the shortest distance or time). 

However, a traveller (a known suspect) who followed 

the route A->C->D->B appears suspicious because B 

may be reached without stopping at C or D. Passengers 

who display such odd behaviour will be chosen for 

further scrutiny based on the aforementioned 

observation.A different traveller, however, who takes 

the route from E to B is an outlier since so few people 

do. But this traveller is probably simply a typical 

traveller from a less populated region. It might be 

difficult to spot criminals since not all trips taken by 

frequent passengers appear to be routine. Regular 

commuters may occasionally go to see friends or other 

destinations, but these travels may raise suspicion 

because to how much they differ from customary 

passenger behaviour. 

 

A significant number of AFC data are being gathered 

from millions of passengers, adding to the complexity 

of the situation, even though only a small percentage of 

them are pickpockets in reality. Finding such a tiny 

group of individuals inside such a huge dataset is like 

looking for a needle in a haystack. In the meanwhile, we 

must successfully construct a decision support system 

using our expertise based on model development. To 

help security professionals carry out their duties more 

effectively, such a technology must offer real-time 

decision suggestions. 

 

 

2. LITERATURE SURVEY 

As urban sensing data, such as GPS traces, call detail 

records, and smart card logs, grow ubiquitous, research 

efforts devoted to analyzing such data have resulted in a 

number of works in recent years. In the context of 

mining public transportation data, in this section, we 

provide a brief review of the related work. 

 

    The first group of existing literature focuses on 

finding patterns in passenger activity records. Such 

knowledge can be useful in a variety of applications, and 

plays a vital role in effectively finding and satisfying 

passenger needs. Examples include assessing the 

performance of the transit network, identifying and 

optimizing problematic or flawed bus routes, improving 

the accuracy of passenger flow forecasted between two 

regions, and making service adjustments that 

accommodate variations in ridership on different days. 

In particular, [4] estimated the crowdedness 

of various stations in the transportation network using 

AFC data. [9] measured the variability of transit 

behaviors on different days of the week. In addition, 

different studies have investigated unique 

characteristics of traveling patterns of the elderly [10], 

students, and adults [9], which provided interesting 

insights for understanding behavioral differences of 

sub-populations.It has been suggested that human 

mobility patterns follow a high degree of spatial and 

temporal regularity,and are thus highly predictable [11, 

12]. By identifying trip patterns, these studies typically 

aimed to discovering movement patterns by finding 

frequently visited places of regular passengers, who 

traveled the same sequence of places at a similar time of 

day. For example, [13] identified spatiotemporal 

patterns from GPS traces of taxis for night bus route 

planning. [14] tried to predict the most common routing 

preference of past passengers by identifying the most 

frequented travel paths during a certain time period [3] 

analyzed sets of moving objects, like traffic patterns, 

bird  migration and explain movement patterns.      

 

3. PROBLEM STATEMENT 

Finding patterns in passenger activity records is the 

main emphasis of the System of extant literature. Such 

information may be applied to many different situations 
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and is essential for efficiently identifying and meeting 

passenger demands. Examples include evaluating the 

effectiveness of the transportation system, identifying 

and fixing troublesome or inefficient bus routes, 

increasing the precision of anticipated passenger flow 

between two locations, and modifying service to 

account for fluctuations in passengers on different 

days.In example, [4] used AFC data to predict how 

packed specific stations in the transit network were. The 

variability of transit behaviour over the weekdays was 

assessed by [9]. 

There are currently two types of research that identify 

abnormalities in urban sensing data: ones based on 

locations and ones based on trajectories. A system that 

learnt the context of several functional zones in a city 

was described by [15] along the lines of location-based 

anomaly detection, and this framework served as the 

foundation for our feature extraction method. 

Additionally, [16] tried to identify ad hoc connections 

between spatiotemporal anomalies. [17] extracted 

representative phrases from social media posts when 

city-specific events like accidents or demonstrations 

occurred. [18] found black-hole or volcano patterns in 

metropolitan human movement data that might be used 

to swiftly pinpoint gathering events like concerts and 

football games. Such abnormalities can be found and 

used to provide alarms and offer information for 

intelligent decision support systems, such as ones that 

smooth traffic flow. 

Disadvantages 

 There is no smart card-based travel since all 

passenger activity patterns and transit records are 

manually maintained. 

 The system was unable to identify criminals in 

accordance with the no-checkout rule because 

thieves engaged in victim-reported incidents 

were not apprehended. Instead, the system 

classified thieves manually based on how they 

travelled. To be more specific, the system first 

recognised every person on board at the same 

moment, then it displayed their journey paths to 

see if their patterns of movement were common. 

 

 

 

 

5. SYSTEM ARCHITECTURE 

 
 

5.  RESULTS 

 
 

 
 

 

 



  

 

 
149  International Journal for Modern Trends in Science and Technology 

 

 

6.  CONCLUSION 

In this project, we mined extensive transportation 

information to create a suspect detection and tracking 

system. The device makes it possible to conduct active 

monitoring in high-risk regions and helps identify 

pickpocket suspects. To be more precise, we initially 

built a feature representationfor passenger profiling. 

Then, in order to discriminate between regular travellers 

and potentialpickpockets, we developed a revolutionary 

two-step framework. Finally,we created aprototype 

system for end usersusing real-worlddatasets from 

various sources for model training and validation. 

The usefulness of our suggested strategy was 

demonstrated by experimental findings using 

real-world data. 
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