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 When a component fails in a critical telecommunications service, how urgent is the repair? How does repair within 1, 2, or n 

hours affect the probability of service outage? Formal model can help with impact assessment, prioritization, planning repairs in 

the event of component failure, and predicting maintenance costs? These are some of the questions asked by  large organizations. 

Here we develop probabilistic frameworks based on discrete space models and temporal logic and report our experience in 

answering them. It defines and studies both  steady-state and transient standard logical properties related to the probability of 

service outages within specified time limits, predicts maintenance costs, and introduces the new concept of operational domains. 

Service Availability. The resulting models are highly parameterized and user interaction for experimentation is supported 

through a lightweight web-based interface. 

1. INTRODUCTION 

We report  our experience  developing 

probabilistic models and temporal logic analysis to 

support the management of  critical 

telecommunications services deployed in large 

organizations. Services are key to most safety-critical 

systems, so they must always operate while accepting 

the risk of failure. The components of the service are 

hierarchical with multiple levels of redundancy. The 

service operates continuously and individual 

component failures are monitored and recorded. 

Most likely the service is  in a degraded configuration. 

H. A configuration in which a component has failed, 

but  the service continues to operate due to 

redundancy. The time and cost of repairing a 

component  depends on many factors, including the 

nature of the failure and physical distance and access 

to the component (many components are physically 

remote). 

The development of model-based methods 

for quantitatively evaluating the reliability of 

computer systems has a long and rich history. A wide 

range of model-based evaluation techniques are now 

available,  from combinatorial techniques that are 

useful for quick and coarse analysis, to state-based 

techniques such as Markov reward models, to 

detailed discrete-event simulations.  

The use of quantitative safety assessment techniques  is  

less common and usually takes the form of formal 

analysis of small portions of the overall design or 
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experimental red team-based approaches. We argue that  

much can be gained from developing a robust 

model-based methodology for quantifying the safety that 

can be expected from a given design. We examine 

existing model-based techniques for assessing the 

reliability of systems and summarize how they are 

currently extended to assess system security. We have 

found that many techniques of trustworthiness 

assessment can be applied to security, but mainly 

between the random nature of failures commonly 

assumed in trustworthiness assessments and the 

intentional, human nature of cyber-attacks. 

 

2. LITERATURE SURVEY  

“Model-based evaluation: from dependability to 

security,” 

The development of techniques for quantitative, 

model-based evaluation of computer system 

dependability has a long and rich history. A wide array 

of model-based evaluation techniques is now available, 

ranging from combinatorial methods, which are useful 

for quick, rough-cut analyses, to state-based methods, 

such as Markov reward models, and detailed, 

discrete-event simulation. The use of quantitative 

techniques for security evaluation is much less common, 

and has typically taken the form of formal analysis of 

small parts of an overall design, or experimental red 

team-based approaches. Alone, neither of these 

approaches is fully satisfactory, and we argue that there 

is much to be gained through the development of a 

sound model-based methodology for quantifying the 

security one can expect from a particular design. In this 

work, we survey existing model-based techniques for 

evaluating system dependability, and summarize how 

they are now being extended to evaluate system security. 

We find that many techniques from dependability 

evaluation can be applied in the security domain, but 

that significant challenges remain, largely due to 

fundamental differences between the accidental nature 

of the faults commonly assumed in dependability 

evaluation, and the intentional, human nature of cyber 

attacks. 

 

“The Probabilistic Model Checking Landscape,” 

Randomization is a key element in sequential and 

distributed computing. Reasoning about randomized  

 

algorithms is highly non-trivial. In the 1980s, this 

initiated first proof methods, logics, and model-checking 

algorithms. The field of probabilistic verification has 

developed considerably since then. This paper surveys 

the algorithmic verification of probabilistic models, in 

particular probabilistic model checking. We provide an 

informal account of the main models, the underlying 

algorithms, applications from reliability 

and dependability analysis-and beyond and describe 

recent developments towards automated parameter 

synthesis  

 

3. PROBLEM STATEMENT: 

Our framework is based on treating each 

component as a separate process with events 

representing failures, repairs, etc. The entire system is 

a simultaneous composition of all components 

synchronized to a common event. The underlying 

model is a continuous-time Markov chain, since the  

passage of time is modeled continuously. H. State 

space is discrete, but time is continuous. Modeling 

component-based systems  is standard in CTMC, but 

is modeled at a higher level using the PRISM (for 

reactive systems) language. This allows you to 

elegantly treat components as modules, events as 

protected commands, and levels of  hierarchy as 

modular constructs. The properties we consider are 

probabilistic, such as the probability of service failure 

and a new concept called behavioral envelope that 

quantifies the impact of different combinations of 

states of lower-level components on service 

availability. 

 

Disadvantages: 

 Modeling reliability analysis using CTMC is 

well known, but it was not an obvious 

solution to the problem originally posed.  

 We had to work with engineers to uncover 

the probabilistic nature of the errors required 

by the model and modeling approach. 

Modeling reliability analysis using CTMC is 

well known, but it was not an obvious 

solution to the problem originally posed. 
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4. ARCHITECTURE: 

 

 
 

5. RESULT: 
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6. CONCLUSION: 

We presented a probabilistic framework that 

supports decision-making in the event of component 

failure, and our experience applying it to critical 

communication services deployed in large organizations. 

Typical questions it helps address are: For the system we 

are considering, this includes answering questions such 

as: Given a particular degraded configuration, how likely 

is it that the system will become insecure at a given 

future time period and security threshold? This is not an 

obvious solution to the problem originally posed was. 

What is new in our contribution is that rather than 

textbook analysis and simulation, we used CTMC as a 

model and used probabilistic temporal logic CSL to 

answer the question. We also defined and applied a new 

concept of motion envelopes. This allows you to map the 

effects (best/worst) of lower-level component states to 

higher-level component properties. 
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