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Abstract— 

The potential of the Internet-of-Medical- 

Things (IoMT) technology for 

interconnecting the biomedical sensors in e-

health has ameliorated the people‘s living 

standards. Another technology recognized in 

the recent e-healthcare is outsourcing the 

medical data to the cloud. There are, 

however, several stipulations for adopting 

these two technologies. The most difficult is 

the privacy of medical data and the challenge 

resulting from the resource constraint 

environment of sensor devices. In this article, 

we present the state-of-the-art secure and 

efficient cloud-centric IoMT-enabled smart 

healthcare system with public verifiability. 

The system novelty implements an escrow-

free identity-based aggregate signcryption 

(EF-IDASC) scheme to secure data 

transmission, which is also proposed in this 

article. The proposed smart healthcare 

system fetches the medical data from 

multiple sensors implanted on the patient‘s 

body, signcrypts and aggregates them under 

the proposed EF-IDASC scheme, and 

outsources the data on the medical cloud 

server via smartphone. The system does not 

reveal any information about the identity and 

medical data of the patient. We further 

analyze the performance of the proposed 

smart healthcare system in terms of energy 

consumption. Moreover, we compare the 

performance of the proposed EF-IDASC 

scheme with other related schemes. 

 

Index Terms: Cloud Aggregate signcryption, 

cloud computing, Identity-based 

cryptosystem, Internet of Medical Things 

(IoMT), key escrow, provable security, 

public verifiable. 

 

I. Introduction 

Industrial Internet of Things (IIoT) is the 

prominent fast-growing technology having 

several smart interconnected devices, which 

senses, processes, and shares data using 

sensors embedded everywhere [1]. The IIoT 

connected  medical monitoring devices [e.g., 

wireless body area network (WBAN)] have 

recently become accessible for real-time 

monitoring of a patient‘s health remotely. 

WBAN is the network of various tiny 

sensors, typically have limited storage, 

power, and computing capabilities. The 

sensor is implanted on or inside the patient‘s 

body that collects the patient‘s Personal 

Health Information (PHI) and transmits it to 

the medical professional (data consumer) via 

a wireless (cellular) network. Any attack on a 

sensor or unauthorized access to a patient‘s 

PHI may lead to a life-threatening risk to the 

patients. Thus, the security and privacy of a 
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patient‘s PHI over the public network are the 

major unsolved problems with the challenge 

arising from the resource constraints 

behavior . 

Recently, mobile technology has benefitted 

the smart healthcare, but day-to-day 

increasing data transmission overburden the 

cellular network .One of the compelling 

solutions is the device-to-device (D2D) 

communication that may be operated at the 

same time/frequency resources over short 

distances. 

Cloud-enabled IoT has potentially served the 

storage and computation capability for 

massive IoT data .However, the advantages 

that cloud leverages to IoT come with the 

cost of other security risks that have never 

been noticed in the conventional IoT system 

In practice, a cloud is an honest-but-curious 

entity that follows a correct way to compute 

and store the massive collected data but 

curious to access the data inappropriately for 

an adversarial advantage. The cloud provides 

a user-delegated facility but handles the 

security of user data became a challenge. The 

advantage of having these technologies in the 

e-health monitoring system is to build a 

convenient platform that enables an 

authorized medical entity to diagnose a 

patient‘s disease remotely s. Besides, another 

essential problem associated with the cloud-

enabled medical system is to validate the 

integrity of the stored data on the cloud. 

However, public auditing can provide an 

effective solution to verify the integrity of 

stored data remotely . 

Since many privacy-preserving schemes  

have been discussed, but providing a secure 

data transmission scheme for cloud-centric 

Internet-of-Medical-Things (IoMT)-enabled 

healthcare is still a challenge. Signature and 

encryption are two fundamental 

cryptographic primitives for achieving 

authenticity and privacy of data, respectively, 

in a publickey environment. These two 

essential building-blocks may be composed 

in several ways, such as sign-then-encrypt, 

encryptthen- sign, digital signature with 

message recovery, and signcryption 

(authenticated encryption) to ensure the 

authenticity and privacy of data 

simultaneously. The sign-then-encrypt and 

encrypt-then-sign schemes have a simple 

structure, which provides data authentication 

and privacy with a cost equivalent to the 

combined cost of signature and encryption 

schemes. In the signature with message 

recovery scheme, anyone can extract the 

embedded message without knowing secret 

information. 

A more efficient solution, signcryption has 

emerged to design a system that 

simultaneously achieves privacy and 

authenticity with a cost significantly smaller 

than the sign then- encrypt and encrypt-then-

sign schemes. Besides, it allows a designated 

recipient to unsigncrypt and access the 

message using his secret key. 
 

II. Related Work 

1)PERM::practicalreputation-

basedblacklisting without TTPS. 

AUTHORS: M. H. Au and A. Kapadia. 

Some users may misbehave under the cover 

of anonymity by, e.g., defacing webpages on 

Wikipedia or posting vulgar comments on 

YouTube. To prevent such abuse, a few 

anonymous credential schemes have been 

proposed that revoke access for misbehaving 

users while maintaining their anonymity such 

that no trusted third party (TTP) is involved 

in the revocation process. Recently we 

proposed BLACR, a TTP-free scheme that 

supports ‗reputation-based blacklisting‘ — 

the service provider can score users‘ 

anonymous sessions (e.g., good vs. 

inappropriate comments) and users with 

insucient reputation are denied access. The 

major drawback of BLACR is the linear 

computational overhead in the size of the 

reputation list, which allows it to support 
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reputation for only a few thousand user 

sessions in practical settings. We propose 

PERM, a revocationwindow-based scheme 

(misbehaviors must be caught within a 

window of time), which makes computation 

independent of the size of the reputation list. 

PERM thus supports millions of user sessions 

and makes reputation-based blacklisting 

practical for large-scale deployments. 

2) Ttp-free blacklistable anonymous 

credentials with reputation 

Constant-Size Dynamic k-TAA. 

AUTHORS: In SCNM. H. Au, A. Kapadia, 

and W. Susilo. Blacr: 

Anonymous authentication can give users the 

license to misbehave since there is no fear of 

retribution. As a deterrent, or means to 

revocation, various schemes for accountable 

anonymity feature some kind of (possibly 

distributed) trusted third party (TTP) with the 

power to identify or link misbehaving users. 

Recently, schemes such as BLAC and 

PEREA showed how anonymous revocation 

can be achieved without such TTPs—

anonymous users can be revoked if they 

misbehave, and yet nobody can identify or 

link such users cryptographically. Despite 

being the state of the art in anonymous 

revocation, these schemes allow only a basic 

form of revocation amounting to ‗revoke 

anybody with d or more misbehaviors‘ or 

‗revoke anybody whose combined 

misbehavior score is too high‘ (where 

misbehaviors are assigned a ‗severity‘ score). 

We present BLACR, which significantly 

advances anonymous revocation in three 

ways: 1) It constitutes a first attempt to 

generalize reputation-based anonymous 

revocation, where negative or positive scores 

can be assigned to anonymous sessions 

across multiple categories. Servers can block 

users based on policies, which specify a 

boolean combination of reputations in these 

categories; 2) We present a weighted 

extension, which allows the total severity 

score to ramp up for multiple misbehaviors 

by the same user; and, 3) We make a 

significant improvement in authentication 

times through a technique we call express 

lane authentication, which makes reputation-

based anonymous revocation practical. 

3) Constant-Size Dynamic k-TAA. In SCN. 

AUTHORS:k-times anonymous 

authentication (k-TAA) schemes allow 

members of a group to be authenticated 

anonymously by application providers for a 

bounded number of times. Dynamic k-TAA 

allows application providers to 

independently grant or revoke users from 

their own access group so as to provide 

better control over their clients. In terms of 

time and space complexity, existing 

dynamic k-TAA schemes are of complexities 

O(k), where k is the allowed number of 

authentication. In this paper, we construct a 

dynamic k-TAA scheme with space and time 

complexities of O(log(k)). We also outline 

how to construct dynamic k-TAA scheme 

with a constant proving effort. Public key 

size of this variant, however, is O(k). 

We then construct an ordinary k-TAA 

scheme from the dynamic scheme. We also 

describe a trade-off between efficiency and 

setup freeness of AP, in which AP does not 

need to hold any secret while maintaining 

control over their clients. 

To build our system, we modify the short 

group signature scheme into a signature 

scheme and provide efficient protocols that 

allow one to prove in zero-knowledge the 

knowledge of a signature and to obtain a 

signature on a committed block of messages. 

We prove that the signature scheme is secure 

in the standard model under the q-SDH 

assumption. 

Finally, we show that our dynamic k-TAA 

scheme, constructed from bilinear pairing, is 

secure in the random oracle model. 
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4) secure cloud computing based framework 

for big data information management of 

smart grid. 

 

AUTHORS: J. Baek, Q. H. Vu, J. K. Liu, X. 

Huang, and Y. Xiang. 

Smart grid is a technological innovation that 

improves efficiency, reliability, economics, 

and sustainability of electricity services. It 

plays a crucial role in modern energy 

infrastructure. The main challenges of smart 

grids, however, are how to manage different 

types of front-end intelligent devices such as 

power assets and smart meters efficiently; 

and how to process a huge amount of data 

received from these devices. Cloud 

computing, a technology that provides 

computational resources on demands, is a 

good candidate to address these challenges 

since it has several good properties such as 

energy saving, cost saving, agility, 

scalability, and flexibility. In this paper, we 

propose a secure cloud computing based 

framework for big data information 

management in smart grids, which we call 

―Smart-Frame.‖ The main idea of our 

framework is to build a hierarchical structure 

of cloud computing centers to provide 

different types of computing services for 

information management and big data 

analysis. In addition to this structural 

framework, we present a security solution 

based on identity-based encryption, signature 

and proxy re-encryption to address critical 

security issues of the proposed framework. 

 

5) Ciphertext-policy attribute-based 

encryption. In IEEE Symposium on Security 

and Privacy 

AUTHORS: J. Bethencourt, A. Sahai, and 

B. Waters. 

We present a new methodology for realizing 

Ciphertext-Policy Attribute Encryption (CP-

ABE) under concrete and noninteractive 

cryptographic assumptions in the standard 

model. Our solutions allow any encryptor to 

specify access control in terms of any access 

formula over the attributes in the system. In 

our most efficient system, ciphertext size, 

encryption, and decryption time scales 

linearly with the complexity of the access 

formula. The only previous work to achieve 

these parameters was limited to a proof in the 

generic group model. We present three 

constructions within our framework. Our first 

system is proven selectively secure under a 

assumption that we call the decisional 

Parallel Bilinear Diffie-Hellman Exponent 

(PBDHE) assumption which can be viewed 

as a generalization of the BDHE assumption.  

 

III. Existing System 

 Li et al. 14present an Identity-based 

signcryption for low-power devices 

(sensors) in an online/offline setting 

that simultaneously fulfills the 

authentication and confidentiality 

without authenticating a recipient‘s 

public key separately. Omala et al. 

proposed a lightweight certificateless 

signcryption (CLSC) scheme for 

secure data transmission for the 

WBAN system. Yin et al. give an 

efficient hybrid signcryption scheme 

in a certificateless setting for secure 

communication for WSNs. Unlike 

scheme schemes and are resistant to 

key escrow attack. Zhang et al. 

discuss a data communication scheme 

for the e-health system using 

certificateless generalized 

signcryption (CLGSC) scheme. 

Caixue Zhou points out that Zhang et 

al.‘s scheme is susceptible to an 

insider attack. Thus, the scheme is 

insecure and vulnerable in terms of 

data confidentiality. Recently, Zhou 

has presented an improvised CLGSC 

scheme for the mobile healthcare 

system. 

 In order to reduce the costs of 

transmission and overhead of 
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verification, Selvi et al. discuss three 

aggregated signcryption schemes in 

the identity-based setting, which 

achieve public verifiability. Wang et 

al.propose a first identity-based 

aggregated signcryption scheme 

using multi-linear mapping in the 

standard model. Kar proposes a new 

identity-based aggregated 

signcryption scheme for low-

processor devices. However, 

schemes,are susceptible to the key 

escrow problem, which is addressed 

by Eslami et al. ,followed by 

presenting an aggregate-signcryption 

scheme in the certificateless setting. 

Niu et al. propose a secure 

transmission scheme for 

heterogeneous devices, which 

transmits k messages from k senders 

in certificateless settings to m 

recipients in the IBC setting. Kumar 

et al. propose identity based 

signcryption scheme for secure peer-

to-peer video on demand protocol. 

 Recently, Aujla et al. proposed an 

SDN- based architecture for edge-

cloud interplay in a secure health care 

setting using a lattice-based 

cryptosystem. Liu et al. propose a 

secure fine grained access control 

scheme under the standard model and 

decisional parallel bilinear Diffie 

Hellman exponent problem. Yang et 

al. proposed searchable encryption to 

realize the timing enabled and 

designated revocation for privacy-

preserving medical data in a cloud 

setting. Zhang et al. proposed a 

privacy-aware smart-health (PASH) 

access control system using 

ciphertext-policy attribute-based 

encryption, in which attribute values 

of access policies are hidden in 

encrypted form and only attribute 

names are revealed.  

 Yang et al. proposed a distributed 

secure data management with an 

efficient keyword search system for 

health IoT. Elhoseny et al. [31] 

presented a hybrid encryption 

approach that is built using Rivest, 

Shamir and Adleman (RSA), and 

Advance Encryption Standard (AES) 

algorithms for preserving the 

diagnostic text data in medical 

images. From the above discussion, 

we observed that it is challenged to 

implement a secure and efficient 

cloud-centric IoMT-enables smart 

health care system that achieves 

public verifiability. 

 Disadvantages: 

o In the existing work, the 

system is less effective due to 

absent of Trust Model Based 

on Fuzzy Comprehensive 

Evaluation Method. 

o The system is less security due 

to Bilinear Diffie-Hellman 

(BDH) Problem. 

 

 

IV. Proposed Scheme 
o First, we propose an escrow-free 

identity-based aggregated signcryption (EF-

IDASC) scheme, which addresses the key 

escrow problem based on the idea given in 

the existing system. 

o The system proves that the proposed 

EF-IDASC scheme is existentially un 

forgeable under chosen message attack 

(EUFCMA) and adaptively indistinguishable 

under the chosen cipher text attack (IND-

CCA) in the random oracle model (ROM) 

and well-known Bilinear Diffie-Hellman 

Problem (BDHP). 

o The system compares the proposed 

EF-IDASC scheme with other related 

signcryption schemes, in which we show that 

the proposed scheme consumes the least 

energy as compared to related schemes.  
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Then, we propose a secure D2D aggregated-

data communication protocol in the cloud-

centric IoMT environment for smart health 

care, that security is based on the proposed 

EF-IDASC scheme. 

o Further, we evaluate the energy 

consumption cost (in mJ) in terms of 

computation, storage and communication. 

o The proposed secure healthcare 

system achieves the patient‘s anonymity, 

pubic auditing of the integrity of stored data 

on the cloud, and mutual authenticity of 

patient‘s data with public verifiability 

Advantages: 
 An effective design of system which 

it ensures that data could not be altered or 

modifies by any adversary. 

 The Any forgery or modification in 

the signcrypted data will be caught by the 

SD during un signcryption. Assuming the 

BDH problem is hard to solve, any 

malicious attacker cannot modify the 

original data. 

 

 
System Architecture 

 
V. SECURITY ANALYSIS 

According to security goals defined ,we 

consider the following security attacks for 

the proposed systems. 

1) Eavesdropping: An unauthorized party 

could not listen sensitive data in the WBAN 

communication. 

2) Data Modification: It ensures that data 

could not be altered or modified by any 

adversary. 

3) Nontraceability: It ensures that an 

adversary cannot trace the patient‘s identity 

and any action on given encrypted data. 

4) Mutual Authentication: The BMS and SD 

are authenticated to each other, which 

ensures that the PHI is coming from the 

intended BMS and arriving at the SD. 

5) Contextual Privacy: Any entity in the 

system is unable to link the source and 

destination of the PHI if they do 

not collude. 

6) Resilient to Key Escrow: The NM in the 

system could not compute the BMS‘s 

signcrypted key. 

7) Public Auditing: Anyone in the network 

can check the integrity of data stored on the 

cloud without downloading and knowing the 

actual content of the data. 

 

VI. CONCLUSION 

In this paper, we have proposed escrow-free 

identity-based aggregate signcryption (EF-

IDASC) scheme, which is secured against the 

existential forgery attack under the chosen 

message attack (EUF-CMA) and 

indistinguishable under the chosen cipher text 

attack (IND-CCA2). On comparing with 

other schemes, it has the least energy 

consumption in terms of communication and 

computation. Based on the proposed 

EFIDASC, we have implemented a cloud-

centric internet of medical things enabled 

smart healthcare system. The healthcare 

system has achieved secure patients PHI 

within BAN, and outside the BAN, and 

public integrity of PHI stored on the cloud 

without revealing information to any third 

entity. Further, we have scrutinized the 

performance of the proposed cloud-centric 

IoMT-based health care system in terms of 

computation energy and communication 

energy consumption. 
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