
Journal of Information and Computational Science ISSN: 1548-7741 
 

Volume 12 Issue 9 - 2022 191 www.joics.org 
 

ELM CLASSIFICATION FOR PHISHING ATTACKS 

 
GEDDADA PRABHAS A.N.RAMAMANI

* 

PG Scholar, Department of Computer Science, Associate Professor in Computer Science, 

SVKP & Dr K S Raju Arts & Science College(A), SVKP & Dr K S Raju Arts & Science College(A), 

Penugonda, W.G.Dt., A.P, India 

prabhasgeddada777@gmail.com 

Penugonda, W.G.Dt., A.P, India 

Manivasu6@gmail.com 

 
Abstract—  

Phishing are one amongst the foremost common and most dangerous attacks among cybercrimes. 

The aim of those attacks is to steal the data utilized by people and organizations to conduct 

transactions. Phishing net sites contain varied hints among their contents and web browser-based 

data. The aim of this study is to perform Extreme Learning Machine (ELM) primarily based 

classification for thirty options together with Phishing Websites information in UC Irvine 

Machine Learning Repository info. For results assessment, ELM was compared with alternative 

machine learning ways like Support Vector Machine (SVM), Naïve Thomas Bayes (NB) and 

detected to possess the best accuracy. 

Index Terms : Phishing, Machine Learning,  SVM, Net Sites, 

I. Introduction

Internet use has become a necessary a part of 

our daily activities as results of speedily 

growing technology. because of this ascent of 

technology and intensive use of digital 

systems, knowledge security of those systems 

has gained nice importance. the first 

objective of maintaining security in info 

technologies is to make sure that necessary 

precautions are taken against threats and 

dangers probably to be visaged by users 

throughout the utilization of those 

technologies. Phishing is outlined as 

imitating reliable websites so as to get the 

proprietary info entered into websites on a 

daily basis for varied functions, like 

usernames, passwords and citizenship 

numbers. Phishing net sites contain varied 

hints among their contents and web browser-

based info. Individual(s) committing the 

fraud sends the faux web site or e-mail info 

to the target address as if it comes from a 

corporation, bank or the other reliable supply 

that performs reliable transactions. Many 

articles are revealed regarding the way to 

predict the phishing websites by mistreatment 

computer science techniques. We have a 

tendency to examined phishing websites and 

extracted options of those websites. Tips 

concerning the extracted options of this 

information are given below. Within the 

initial section we have a tendency to outlined 

rules and that we gave equations of net 

options. we'd like these equations so as to 

clarify phishing attacks characterization. In 

this study, options within the information 

created for phishing websites are classified 

by determinant the input and output 

parameters for the ELM classifier. Results 

obtained by ELM show that ELM has higher 

accomplishment compared to alternative 

classifier (SVM and NB) strategies. This 

study is taken into account to be associate 

degree applicable style in machine-driven 

systems with high performing classification 

against the phishing activity of internet sites. 
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II. RELATED WORK 

Machine learning techniques that determine 

phishing universal resource locators 

generally value a URL supported some 

feature or set of options extracted from it. 

There area unit 2 general forms of options 

that may be extracted from URLs, 

specifically host-based options and lexical 

options. Host based mostly options describe 

characteristics of the web site, like wherever 

it's situated, UN agency manages it, and once 

was the positioning put in. or else, lexical 

options describe matter properties of the 

universal resource locator. Since URLs area 

unit merely text strings that may be divided 

into subparts together with the protocol, 

hostname, and path, a system will assess a 

site’s legitimacy supported any combination 

of these parts. several machine learning 

techniques are used for detection of 

malicious URLs. Sadeh et al. [2] planned a 

system known as swipe for classifying 

phishing URLs. They extracted a collection 

of 10 options that area unit specifically 

designed to spotlight deceptive ways 

accustomed fool users. the info set consists 

of roughly 860 phishing e-mails and 6950 

non-phishing emails. They used a Support 

Vector Machine (SVM) as a classifier within 

the implementation. They trained and tested 

the classifier victimisation 10-fold cross 

validation and obtained ninety two % 

accuracy. Ma et al. [3] thought-about the 

universal resource locator classification 

drawback as a binary classification drawback 

and engineered a universal resource locator 

organisation that processes a live feed of 

labelled URLs. It additionally collects 

universal resource locator options in real 

time from an oversized internet mail 

supplier. They used each lexical and host-

based options. from the gathered options and 

labels, they were able to train an internet 

classifier employing a Confidence Weighted 

(CW) formula. Parkait et al. [4] offer a 

comprehensive literature review once 

analyzing 358 analysis papers within the 

space of phishing counter measures and their 

effectiveness. They classified anti-phishing 

approaches into eight teams and highlighted 

advanced anti-phishing ways. 

Abdelhamid et al. [5] designed a system for 

sleuthing phishing URLs known as Multi-

label Classifier supported Associative 

Classification (MCAC). They used sixteen 

options and classified URLs into 3 classes: 

phishing, legitimate, and suspicious. The 

MCAC may be a rule-based algorithmic rule 

wherever multiple label rules area unit 

extracted from the phishing knowledge set. 

Patil and Patil [6] provided a quick summary 

of varied kinds of web-page attacks in their 

survey on malicious webpages detection 

techniques. 

Hadi et al. [7] used the Fast-Associative 

Classification algorithmic rule (FACA) for 

classifying phishing URLs. FACA works by 

discovering all frequent rule item sets and 

building a model for classification. They 

investigated an information set consisting of 

eleven,055 websites with 2 categories, 

legitimate and phishing. the info set 

contained thirty options. They used the 

minimum support and also the minimum 

confidence threshold values as 2 p.c and half, 

severally. 

Nepali and Wang [8] projected a unique 

approach to observe malicious URLs 

mistreatment solely visible options from 

social networks. Kuyama et al [9] projected a 

way for distinguishing the Command and 

management server (C&C server) by 

mistreatment supervised learning and options 

points obtained from WHOIS and DNS data. 

They evaluated domain names and e-mail 

addresses from the WHOIS as input values 

for machine learning. 

In addition to the higher than solutions, many 

researchers have surveyed the sphere of 

malicious computer address detection. Sahoo 

et al. [10] offer a comprehensive survey and 

structural understanding of malicious 
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computer address detection techniques 

mistreatment machine learning. 

 

III. EXISTING SYSTEM 
Internet use has become an essential part of 

our daily activities as a result of rapidly 

growing technology. Due to this rapid 

growth of technology and intensive use of 

digital systems, data security of these 

systems has gained great importance. The 

primary objective of maintaining security in 

information technologies is to ensure that 

necessary precautions are taken against 

threats and dangers likely to be faced by 

users during the use of these technologies. 

Phishing is defined as imitating reliable 

websites in order to obtain the proprietary 

information entered into websites every day 

for various purposes, such as usernames, 

passwords and citizenship numbers. Phishing 

websites contain various hints among their 

contents and web browser-based information. 

Individual(s) committing the fraud sends the 

fake website or e-mail information to the 

target address as if it comes from an 

organization, bank or any other reliable 

source that performs reliable transactions. 

Many articles have been published about 

how to predict the phishing websites by 

using artificial intelligence techniques. We 

examined phishing websites and extracted 

features of these web sites. Guidelines 

regarding the extracted features of this 

database are given below. In the first section 

we defined rules and we gave equations of 

web features. We need these equations in 

order to explain phishing attacks 

characterization. 

 

Disadvantages:  

Detection Accuracy is very low.  

IV. PROPOSED SYSTEM 
In this study, features in the database created 

for phishing websites are classified by 

determining the input and output parameters 

for the ELM classifier. Results obtained by 

ELM show that ELM has higher achievement 

compared to other classifier (SVM and NB) 

methods. This study is considered to be an 

applicable design in automated systems with 

high performing classification against the 

phishing activity of websites. Furthermore, in 

literature comparisons, this study is observed 

to be high-performing by having a high 

performance of 92.18% that is also the 

highest test performance in the publication. 

The topics addressed in this section are the 

two measures that affect the performance of 

the model and the algorithm used, the first 

one being the division of data set into 

training and test data set and the second one 

being the definition of expressions measuring 

the performance. In the first measure, the 

data set is divided into three parts as training, 

validation and test data by three-phase 

division in K-Fold method, and model 

selection and performance status are 

simultaneously performed. In the second 

measure, performance assessment of 

classifier models generally uses a validation 

value. phishing attacks are vishing, smishing, 

search engine phishing, spear phishing 

,whaling attacks. 

 

Advantages 

Detection Accuracy is very High.  

V. MODULES 
 PLOAD DATASET 

 Users search the any link notably, not 

all network traffic data generated by 

malicious apps correspond to malicious 

traffic. Many malware take the form of 

repackaged benign apps; thus, malware can 

also contain the basic functions of a benign 

app. Subsequently, the network traffic they 

generate can be characterized by mixed 

benign and malicious network traffic. This 

dataset is upload. 
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 MANUAL ADDING DATA 

User handling for some various times of 

smart phones ,desktops  laptops and tablets 

.If any kind of devices attacks for some 

unauthorized malware softwares.In this 

malware on threats for user personal dates 

includes for personal contact, bank account 

numbers and any kind of personal documents 

are hacking in possible. So add the network 

data in manualy. 

 CLASSIFYING ATTACKS 

Here, we compare the classification 

performance of SVM with other popular 

machine learning algorithms. We have 

selected several popular classification 

algorithms. For all algorithms, we attempt to 

use multiple sets of parameters to maximize 

the performance of each algorithm. Using 

SVM algorithms classification for malware 

bag-of-words ,weight age. 

  GRAPHICAL REPRESENTATION 

The main part of the project is to analysis 

the attack types in the network dataset. The 

user data analysis of the data can be done by 

charts format. This is the place where admin 

have ability to come for particular solution 

about proposed system. The pictorial 

representations of collected data are shown 

in the form of graphs. The different graphs 

give the best analysis of the system. 
 

VI. CONCLUSION 

 

In this paper, we defined features of phishing 

attack and we proposed a classification 

model in order to classification of the 

phishing attacks. This method consists of 

feature extraction from websites and 

classification section. In the feature 

extraction, we have clearly defined rules of 

phishing feature extraction and these rules 

have been used for obtaining features. In 

order to classification of these feature, SVM, 

NB and ELM were used. In the ELM, 6 

different activation functions were used and 

ELM achieved highest accuracy score. 
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