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Abstract— 
The concept of the "Internet of Things" (IoT) devices has been spreading across the globe. From 

IoT devices to IoT-based Personal Health Information (PHI) systems, these devices and systems 

are becoming an essential part of eHealth systems. However, most IoT devices have not been used 

for the purpose of healthcare. Instead, they are used to collect health-related data through "semi- 

structured or unstruct. Attribute-based encryption is the best way to protect data secure in IoT 

devices. A variant of Ciphertext-Policy Attribute-Based Encryption, Dual Encryption, and Merkle 

hash trees are used to support fine-grained access control, efficient dynamic data auditing, batch 

audits, and attribute revocation to support the proposed scheme. The proposed scheme uses 

mutual cloud reciprocity to protect data in physical storage could from losses due to cloud server 

data loss. 

Index Terms: IOT Device, Encryption, Dual Encryption, Cloud Server. 
 
 

I. Introduction 

The cloud computing paradigm has reformed 

the usage and management of the information 

technology infrastructure. Cloud computing 

is characterized by on dem and self-services, 

ubiquitous network accesses, resource 

pooling, elasticity, and measured services 

.The a fore mentioned characteristics of cloud 

computing make it a striking candidate for 

businesses, organizations, and individual 

users for adoption. However, the benefits of 

low cost, negligible management (from a 

users perspective), and greater flexibility 

come with increase security concerns. 

Security is one of the most crucial aspects 

among those prohibiting the wide-spread 

adoption of cloud computing. Cloud security 

issues may stem due to the core technology0s 

implementation    (virtual    machine    (VM) 

 

 
escape, session riding, etc.), cloud service 

offerings (structured query language 

injection, weak authentication schemes, etc.), 

and arising from cloud characteristics (data 

recovery vulnerability, Internet protocol 

vulnerability, etc.. For a cloud to be secure, 

all of the participating entities must be 

secure. In any given system with multiple 

units, the highest level of the system0s 

security is equal to the security level of the 

weakest entity. Therefore, in a cloud, the 

security of the assets does not solely depend 

on an individual‟s security measure. The 

neighboring entities may provide an 

opportunity to an attacker to bypass the 

user‟s defenses. The off-site data storage 

cloud utility requires users to move data in 

cloud‟s virtualized and shared environment 
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that may result in various security concerns. 

Pooling and elasticity of a cloud, allows the 

physical resources to be shared among many 

users. Moreover, the shared resources may be 

reassigned to other users at some instance of 

time that may result in data compromise 

through data recovery methodologies. 

Furthermore, a multi-tenant virtualized 

environment may result in a VM to escape 

the bounds of virtual machine monitor 

(VMM). The escaped VM can interfere with 

other VMs to have access to unauthorized 

data. Similarly, cross-tenant virtualized 

network access may also compromise data 

privacy and integrity. Improper media 

sanitization canal so leak customers private 

data. 

 
II. RELATED WORK 

PERM::practical reputation-basedblacklisting 

without TTPS. 

AUTHORS:     M.     H.     Au     and     A. 

Kapadia.Some users may misbehave under 

the cover of anonymity by, e.g., defacing 

webpages on Wikipedia or posting vulgar 

comments on YouTube. To prevent such 

abuse, a few anonymous credential schemes 

have been proposed that revoke access for 

misbehaving users while maintaining their 

anonymity such that no trusted third party 

(TTP) is involved in the revocation process. 

Recently we proposed BLACR, a TTP-free 

scheme that supports „reputation-based 

blacklisting‟ — the service provider can 

score users‟ anonymous sessions (e.g., good 

vs. inappropriate comments) and users with 

insucient reputation are denied access. The 

major drawback of BLACR is the linear 

computational overhead in the size of the 

reputation list, which allows it to support 

reputation for only a few thousand user 

sessions in practical settings. We propose 

PERM, a revocationwindow-based scheme 

(misbehaviors must be caught within a 

window of time), which makes computation 

independent of the size of the reputation list. 

PERM thus supports millions of user sessions 

and makes reputation-based blacklisting 

practical for large-scale deployments. 

Anonymous authentication can give users the 

license to misbehave since there is no fear of 

retribution. As a deterrent, or means to 

revocation, various schemes for accountable 

anonymity feature some kind of (possibly 

distributed) trusted third party (TTP) with the 

power to identify or link misbehaving users. 

Recently, schemes such as BLAC and 

PEREA showed how anonymous revocation 

can be achieved without such TTPs— 

anonymous users can be revoked if they 

misbehave, and yet nobody can identify or 

link such users cryptographically. Despite 

being the state of the art in anonymous 

revocation, these schemes allow only a basic 

form of revocation amounting to „revoke 

anybody with d or more misbehaviors‟ or 

„revoke anybody whose combined 

misbehavior score is too high‟ (where 

misbehaviors are assigned a „severity‟ score). 

We present BLACR, which significantly 

advances anonymous revocation in three 

ways: 1) It constitutes a first attempt to 

generalize reputation-based anonymous 

revocation, where negative or positive scores 

can be assigned to anonymous sessions 

across multiple categories. Servers can block 

users based on policies, which specify a 

boolean combination of reputations in these 

categories; 2) We present a weighted 

extension, which allows the total severity 

score to ramp up for multiple misbehaviors 

by the same user; and, 3) We make a 

significant improvement in authentication 

times through a technique we call express 

lane authentication, which makes reputation- 

based anonymous revocation practical. 

Smart grid is a technological innovation that 

improves efficiency, reliability, economics, 

and sustainability of electricity services. It 

plays a crucial role in modern energy 
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infrastructure. The main challenges of smart 

grids, however, are how to manage different 

types of front-end intelligent devices such as 

power assets and smart meters efficiently; 

and how to process a huge amount of data 

received from these devices. Cloud 

computing, a technology that provides 

computational resources on demands, is a 

good candidate to address these challenges 

since it has several good properties such as 

energy saving, cost saving, agility, 

scalability, and flexibility. In this paper, we 

propose a secure cloud computing based 

framework for big data information 

management in smart grids, which we call 

“Smart-Frame.” The main idea of our 

framework is to build a hierarchical structure 

of cloud computing centers to provide 

different types of computing services for 

information management and big data 

analysis. In addition to this structural 

framework, we present a security solution 

based on identity-based encryption, signature 

and proxy re-encryption to address critical 

security issues of the proposed framework. 

We present a new methodology for realizing 

Ciphertext-Policy Attribute Encryption (CP- 

ABE) under concrete and noninteractive 

cryptographic assumptions in the standard 

model. Our solutions allow any encryptor to 

specify access control in terms of any access 

formula over the attributes in the system. In 

our most efficient system, ciphertext size, 

encryption, and decryption time scales 

linearly with the complexity of the access 

formula. The only previous work to achieve 

these parameters was limited to a proof in the 

generic group model. We present three 

constructions within our framework. Our first 

system is proven selectively secure under a 

assumption that we call the decisional 

Parallel Bilinear Diffie-Hellman Exponent 

(PBDHE) assumption which can be viewed 

as a generalization of the BDHE assumption. 

III. EXISTING SYSTEM 

Li et al. proposed a Personal Health Records 

(PHR) system to support multi authority 

ABE. Thus, key management complexity for 

data owner and user can be reduced. The 

only problem is the missing of data auditing 

to ensure the data integrity of outsourced 

PHI. 

Shacham and Waters also proposed an 

improved Proof-of-Retrievability (PoR) 

scheme based on BLS signatures to 

aggregate proofs into a small authenticator 

value. Still, only static data files are 

considered. 

The authors enhanced the data privacy issue 

against a TPA. In their method, the linear 

combination of a sampled block in the CSP‟s 

auditing response is masked with 

randomness, so the TPA cannot reveal the 

real data. This variant of BLS signatures is 

used to equip the auditing protocol with 

public auditability. 

Disadvantages: Heavy weight access 

control, revocation is hard, data verification 

is weak. 

IV. PROPOSED SYSTEM 

● This work proposes a fine-grained 

health information access control framework 

in the cloud for lightweight IoT devices with 

data dynamics auditing and attribute 
revocation functions. 

● Regarding security and privacy, this 

work use Ciphertext Policy Attribute-Based 

Encryption (CP-ABE) to perform fine- 

grained access control on the part of a 

decryption key that is used to decrypt 

sensitive patient PHI. Basically, each Data 

Access Requester has his/her own private 

keys associated with a set of attributes, and 

an essential decryption parameter TSK 

specifies an access policy over a defined 

universe of attributes. 

● Data Access Requester (DAR) can 
extract TSK to decrypt the encrypted PHI if 

http://www.joics.org/


Volume 12 Issue 9 - 2022 182 www.joics.org  

Journal of Information and Computational Science ISSN: 1548-7741 

 

and only if his/her attributes satisfy the 

access policy. Consequently, a patient can 

selectively delegate different users with 

different access privileges and construct a 

flexible PHI access policy. Moreover, our 

scheme uses only simple symmetric 

encryption for an IoT gateway (e.g., a 

Personal Digital Assistant (PDA)) and 

develops a novel proxy encryption method to 

ensure that only a specific DAR can decrypt 

the encrypted PHI and withstand the cloud 

reciprocity problem. More precisely, our 

scheme will assign a unique CSP storing key, 

embedded in the proposed proxy encryption, 

to each CSP. As a result, the encrypted PHIs 

are exclusive to a specific CSP to conquer 

the cloud reciprocity problem. This scheme 

eliminates the trusted Healthcare-Service 

Provider (HSP) during data access to lessen 

DAR access waiting time and to alleviate 

HSP workload, which is better dedicated to 

key distribution and public auditing. 

Regarding dynamic data auditing, this work 

use Merkle Hash Trees (MHTs) for efficient 

verification of dynamic data operations. 

● Moreover, this work elaborately 

integrates the role of Central Authority (CA) 

and TPA into a trusted HSP to deal with the 

key management and public auditor issues. 

Consequently, patients are not required to be 

online constantly for key distribution, and the 

burden of public auditing can be transferred 

from data owner to HSP. Generally, the 

revocation issue in CP-ABE is even more 

difficult than other traditional approaches, 

because each attribute is conceivably shared 

by several users (patients or medical 

workers). 

● This work adopts the concept of a 

dual encryption mechanism to support rapid 

user revocation. In brief, an attribute group 

key for each attribute is added within CP- 
ABE. As long as the membership of the 

attribute group is altered, the update 

procedure of the attribute group will be 

performed to accomplish the goal of attribute 

revocation. 

 

 

 

 
V. MODULES 

1. Registered user (Patient) 

2. HSP 

3. CSP 

4. DAR 

 
Registered user (Patient): 

● Each patient registers at HSP and 
chooses different tree secret keys 
(TSKs) for different privacy levels. 

● The patient transmits PHIs to CSP 
through HSP. 

● The patient wears wireless IoT tags 

or sensors to gather vital signs, which 

are sent to a local gateway (e.g., 

PDA) that is responsible for PHI data 

aggregation and distribution to HSP. 

● Note that the local gateway has only 
limited computational capability. 

HSP: 

 

● HSP is a totally trusted entity, which 

is responsible for transmitting PHIs to 

CSP and maintains computational 
resources. 

● HSP also serves as the TPA to 
perform the task of data auditing on 
behalf of patients. 

CSP: 

 

● CSPs provide data storage services 

for storing encrypted PHIs and are 
equipped with mass storage space and 

computational resources. 
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DAR: 

 

● Cloud users (DARs) request to access 

stored PHIs. 

VI. CONCLUSION 

This work adopts the concept of a dual 

encryption mechanism to support rapid user 

revocation. In brief, an attribute group key 

for each attribute is added within CP-ABE. 

As long as the membership of the attribute 

group is altered, the update procedure of the 

attribute group will be performed to 

accomplish the goal of attribute revocation. 

 

VII. REFERENCES 

 

[1] J. Zhong and X. Li, ``Unified 

collaborative filtering model based on 

combination of latent features,'' Expert Syst. 

Appl., vol. 37, no. 8, pp. 5666-5672, 2010 

 

[2] C.Wang and D. M. Blei, ``Collaborative 

topic modeling for recommending scientific 

articles,'' in Proc. 17th ACM SIGKDD Int. 

Conf. Knowl. Discovery Data Mining, 2011, 

pp. 448-456 

 

[3] S. Rendle, C. Freudenthaler, Z. Gantner, 

and L. Schmidt-Thieme, ``BPR: Bayesian 

personalized ranking from implicit 

feedback,'' in Proc. 25th Conf. Uncertainty 

Artif. Intell., 2009, pp. 452-461. 

 

[4] W. Pan, H. Zhong, C. Xu, and Z. Ming, 

``Adaptive Bayesian personalized ranking 

for heterogeneous implicit feedbacks,'' 

Knowl.-Based Syst., vol. 73, pp. 173-180, 

Jan. 2015. 
 

[5] H. Wang, N. Wang, and D. Y. Yeung, 

``Collaborative deep learning for 

recommender systems,'' in Proc. 21st ACM 

SIGKDD Int. Conf. Knowl. Discovery Data 

Mining, 2015, pp. 1235-1244. 

 

[6] S. Li, J. Kawale, and Y. Fu, ``Deep 

collaborative Filtering via marginalized 

denoising auto-encoder,'' in Proc. 24th ACM 

Int. Conf. Inf. Knowl. Man- age., 2015, pp. 

811-820 

 

[7] H. Ying, L. Chen, Y. Xiong, and J. Wu, 

``Collaborative deep ranking: A hybrid pair- 

wise recommendation algorithm with 

implicit feedback,'' in Proc. 20th Pacific-Asia 

Conf. Knowl. Discovery Data Mining, 2016, 

pp. 555-567. 

 

[8] X. Dong, L. Yu, Z. Wu, Y. Sun, L. Yuan, 

and F. Zhang, ``A hybrid collaborative 

filtering model with deep structure for 

recommender systems,'' in Proc. 31st AAAI 

Conf. Artif. Intell., 2017, pp. 1309-1315. 

 

[9] S. Purushotham, Y. Liu, and C. C. J. Kuo, 

``Collaborative topic regression with social 

matrix factorization for recommendation 

systems,'' in Proc. 29th Int. Conf. Mach. 

Learn., 2012, pp. 9-15. 

 

[10] C. Chen, X. Zheng, Y.Wang, F. Hong, 

and Z. Lin, ``Context-aware collaborative 

topic regression with social matrix 

factorization for recommender systems,'' in 

Proc. 28th AAAI Conf. Artif. Intell., 2014, 

pp. 9-15. 

 

[11] H. Wang and W. J. Li, ``Relational 

collaborative topic regression for 

recommender systems,'' IEEE Trans. Knowl. 

Data Eng., vol. 27, no. 5, pp. 1343-1355, 

May 2015 

 

[12] X. Li and J. She, ``Collaborative 

variational autoencoder for recommender 

systems,'' in Proc. 23rd ACM SIGKDD Int. 

Conf. Knowl. Discovery Data Mining, 2017, 

pp. 305-314. 

http://www.joics.org/


Volume 12 Issue 9 - 2022 184 www.joics.org  

Journal of Information and Computational Science ISSN: 1548-7741 
 

 

 

ABOUT AUTHORS: 
 

 

 

Pilli Yashwanth Satyanarayan is currently 

pursuing MCA in SVKP & Dr K S Raju Arts 

& Science College, affiliated to Adikavi 

Nannaya University, Rajamahendravaram. 

He research interests include Data Structures 

Web Technologies, Operating Systems, Data 

Science and Artificial Intelligent. 

A.N.Ramamani is a Research Scholar in the 

Department of Computer Science & 

Engineering at Acharya Nagarjuna 

University, Guntur, A.P, India. He is working 

as Associate Professor in SVKP & Dr K S 

Raju Arts&Science College, Penugonda, A.P. 

He received Master‟s degree in Computer 

Applications from Andhra University and 

Computer Science & Engineering from 

Jawaharlal Nehru Technological University, 

Kakinada, India. He Qualified in UGC NET 

and AP SET. His research interests include 

Data Mining and Data Science. 

http://www.joics.org/

	IMPROVE SECURITY IN IOT-BASED PERSONAL HEALTH INFORMATION SYSTEMS
	I. Introduction
	Journal of Information and Computational Science ISSN: 1548-7741
	II. RELATED WORK

	Journal of Information and Computational Science ISSN: 1548-7741 (1)
	III. EXISTING SYSTEM

	Journal of Information and Computational Science ISSN: 1548-7741 (2)
	V. MODULES
	Registered user (Patient):
	HSP:
	CSP:
	DAR:
	VI. CONCLUSION
	VII. REFERENCES
	Journal of Information and Computational Science ISSN: 1548-7741
	ABOUT AUTHORS:




