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Abstract— We present CHARON, a cloud-backed storage system capable of storing and 

sharing big data in a secure, reliable, and efficient way using multiple cloud providers and storage 

repositories to comply with the legal requirements of sensitive personal data. CHARON 

implements three distinguishing features: (1) it does not require trust on any single entity, (2) it 

does not require any client-managed server, and (3) it efficiently deals with large files over a set of 

geo-dispersed storage services. Besides that, we developed a novel Byzantine-resilient data-centric 

leasing protocol to avoid write-write conflicts between clients accessing shared repositories. We 

evaluate CHARON using micro and application-based benchmarks simulating representative 

workflows from  bioinformatics, a prominent big data domain. The results show that our unique 

design is not only feasible but also presents an end-to-end performance of up to 2:5better than 

other cloud-backed solutions. 

Index Terms: Big-data storage, Cloud storage, Byzantine fault tolerance 

I. Introduction

The high volume, velocity, and variety of 

data being produced by diverse scientific and 

business domains challenge standard 

solutions of data management, requiring 

them to scale while ensuring security and 

dependability. A fundamental problem is 

where and how to store the vast amount of 

data that is being continuously generated. 

Private infrastructures are the first option for 

many organizations. However, creating and 

maintaining data centers is expensive, 

requires specialized workforce, and can 

create hurdles to sharing. Conversely, 

attributes like cost-effectiveness, ease of use, 

and (almost) infinite scalability make public 

cloud services natural candidates to address 

data storage problems. Unfortunately, many 

organizations are still reticent to adopt public 

cloud services. First, few tools are already 

integrated with clouds, introducing 

difficulties to non-technical users. Second, as 

with most organizations dealing with critical 

information, there are concerns about trusting 

data to externally-controlled services that 

occasionally suffer from unavailability and 

security incidents [1], [2], [3], [4]. Finally, 

depending on the nature of the data being 

analyzed, there are legal restrictions 

impeding such institutions to outsource the 

storage and manipulation of some of the 

datasets, especially when involving personal 

information [5], [6]. We present CHARON, a 

near-POSIX cloud-backed storage system 

capable of storing and sharing big data with 

minimal management and no dedicated 

infrastructure. The main motivation for 

building this system was to support the 

management of genomic data, as required by 
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bioinformatics and life sciences organizations 

[7]. As an example, consider the case of 

biobanks [8]. These institutions were 

originally designed to keep physical samples 

that could be later retrieved for research 

purposes. More recently, they are becoming 

responsible also for storing and analyzing the 

data related to such samples [9]. A sequenced 

human genome can reach up to 300GB, and 

each individual may have his genome 

sequenced many times during his life. The 

problem is that biobanks lack the scalable 

infrastructure for storing and managing this 

potentially vast data volume. Public clouds 

have plenty of resources for that. 

Furthermore, the use of widely-accessible 

cloud services would facilitate the sharing of 

data among biobanks, hospitals, and 

laboratories, serving as a managed repository 

for public and access-controlled datasets. 

This would enable research initiatives that 

are not possible today due to the lack of a 

sufficient number of samples in a single 

institution [10], [11]. For example, 20– 50k 

samples are required to study the interactions 

between genes, environment, and lifestyle 

that enable (or inhibit) a complex disease 

[12]. The rarer a disease is, the longer it takes 

to gather all necessary samples [10]. Given 

the rarity of some diseases, it is unlikely that 

a single hospital or research institute will 

ever be able to collect the required number of 

samples. The problem is how to exploit the 

benefits of public clouds for data storage and 

sharing without endangering the security and 

dependability of biobanks’ data. 

 

II. RELATED WORK 

BYZANTINE DISK PAXOS: OPTIMAL 

RESILIENCE WITH BYZANTINE 

SHARED MEMORY 

We present Byzantine Disk Paxos, an 

asynchronous shared-memory consensus 

algorithmthat uses a collection of n > 3t 

disks, t of which may fail by becoming non 

responsive or arbitrarily corrupted. We give 

two constructions of this algorithm; that is, 

we construct two different t-tolerant (i.e., 

tolerating up to t disk failures) building 

blocks, each of which can be used, along 

with a leader oracle, to solve consensus. One 

building block is a t-tolerant wait-free shared 

safe register. The second building block is a 

t-tolerant regular register that satisfies a 

weaker termination (liveness) condition than 

wait freedom: its write operations are wait-

free, whereas its read operations are 

guaranteed to return only in executions with a 

finite number of writes. We call this 

termination condition finite writes (FW), and 

show that wait-free consensus is solvable 

with FW terminating registers and a leader 

oracle. We construct each of these ttolerant 

registers from n > 3t base registers, t of 

which can be non-responsive or Byzantine. 

All the previous t-tolerant wait-free 

constructions in this model used at least 4t + 

1 fault-prone registers, and we are not 

familiar with any prior FW terminating 

constructions in this model.  

2) UNIDRIVE: SYNERGIZE MULTIPLE 

CONSUMER CLOUD STORAGE 

SERVICES  

Consumer cloud storage (CCS) services have 

become popular among users for storing and 

synchronizing files via apps installed on their 

devices. A single CCS, however, has intrinsic 

limitations on networking performance, 

service reliability, and data security. To 

overcome these limitations, we present 

UniDrive, a CCS app that synergizes multiple 

CCSs (multi-cloud) by using only few simple 

public RESTful Web APIs. UniDrive follows 

a server-less, client-centric design, in which 

synchronization logic is purely implemented 

at client devices and all communication is 

conveyed through file upload and download 

operations. Strong consistency of the 

metadata is guaranteed via a quorum-based 
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distributed mutual-exclusive lock 

mechanism. UniDrive improves reliability 

and security by judiciously distributing 

erasure coded files across multiple CCSs. To 

boost networking performance, UniDrive 

leverages all available clouds to maximize 

parallel transfer opportunities, but the key 

insight behind is the concept of data block 

over-provisioning and dynamic scheduling. 

This suite of techniques masks the diversified 

and varying network conditions of the 

underlying clouds, and exploits more the 

faster clouds via a simple yet effective in-

channel probing scheme. Extensive 

experimental results on the global Amazon 

EC2 platform and a real-world trial by 272 

users confirmed significantly superior and 

consistent sync performance of UniDrive 

over any single CCS . 

III. PROBLEM STATEMENT 
Byzantine disk Paxos  is a consensus 

protocol built on top of untrusted shared 

disks. More recently, an enhanced version of 

this protocol specifically designed to use file 

synchronization services (e.g., DropBox, 

Google Drive) instead of disks was published 

[21]. These algorithms could be used to 

implement mutual exclusion satisfying 

deadlock-freedom (a stronger liveness 

guarantee than obstruction-freedom). 

However, these solutions would require a 

much larger number of cloud accesses. Our 

lease protocol, on the other hand, requires 

only two to four cloud accesses for acquiring 

a lease. 
 

 Disadvantages: In the existing work, 

the system is less effective while dealing 

with shared files. 

 The system has less security while 

working with data chunks. 






 

 

IV.System Architecture: 

 
V. MODULES 
Model and Guarantee 

In this section, we refer to cloud 

services as base objects. A client may 

invoke, on the same base object, 

several parallel operations that are 

executed in FIFO order. Since a lease 

implies timing guarantees, an upper 

bound interval is assumed for the 

message transmission between clients 

and base objects. However, this 

assumption is required only for 

liveness since safety is always 

guaranteed. Our algorithm ensures that 

at most one correct client at a time can 

access the shared resource and only for 

a limited duration (the lease term [37]). 

Each resource provides three lease-

related operations: lease(T) and 

renew(T) acquires and extends the 

lease for T time units, respectively, 

while release() ends the lease. These 

operations satisfy the following 

properties: 

 Mutual Exclusion (safety): There are 

never two correct clients with a valid lease 

for the same resource. 

 Obstruction-freedom (liveness): A 

correct client that tries to lease a resource 

without contention will succeed. 

 Time-boundedness (liveness): A 

correct client that acquires a lease will hold it 

The International journal of analytical and experimental modal analysis

Volume XIV, Issue IX, September/2022

ISSN NO: 0886-9367

Page No: 594



for at most T time units unless the lease was 

renewed. 

Metadata Organization 

Metadata is the set of attributes assigned to a 

file/directory (e.g., name, permissions). 

Independently of the location of the data 

chunks, CHARON stores all metadata in the 

cloud-of-clouds using single-writer multi-

reader registers to improve their accessibility 

and availability guarantees. we redesigned 

and optimized the SWMR register 

implementation of DepSky [15] to improve 

the performance and concurrency  

Data Management 
CHARON uses the local disk to cache the 

most recent files used by clients. Moreover, 

it also keeps a fixed small main-memory 

cache to improve data accesses over open 

files. Both of these caches implement least 

recently used (LRU) policies. The use of 

caches not only improves performance but 

also decreases the operational cost of the 

system. This happens because cloud 

providers charge data downloads, but usually 

uploads are free as an incentive to send data 

to their facilities.Managing large files in 

cloud-backed file systems brings two main 

challenges. First, reading (resp. writing) 

whole (big) files from the cloud is 

impractical due to the high downloading 

(resp. uploading) latency [24]. Second, big 

files might not fit in the (memory) cache 

employed in cloud-backed file systems for 

ensuring usable performance. CHARON 

addresses these challenges by splitting(large) 

files into fixed-size chunks of 16MB, which 

results in blocks with a few megabytes after 

compression and erasure codes. This small 

size has been reported as having a good 

tradeoff between latency and throughput 

  

Cloud-backed Access Control 
CHARON implements a security model 

where the owner of the file pays for its 

storage and is able to define its permissions. 

This means that each client pays for all 

private data and all the shared data associated 

with the shared folders he created 

(independently on who wrote it 

VI.RESULT: 

 
Cloud Server Login 

 
Threshold Result 

 
Data Owner Registration 

Upload File 

 
Download File 
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VII. CONCLUSION 

CHARON is a cloud-backed file system for 

storing and sharing big data. Its design relies 

on two important principles: files metadata 

and data are stored in multiple clouds, 

without requiring trust on any of them 

individually, and the system is completely 

data centric. This design has led us to 

develop a novel Byzantineresilient leasing 

protocol to avoid write-write conflicts 

without any custom server. Our results show 

that this design is feasible and can be 

employed in real-world institutions that need 

to store and share large critical datasets in a 

controlled way. 

VIII. REFERENCES  

[1] H. Dewan and R. C. Hansdah, ―A survey 

of cloud storage facilities,‖ in 2011 IEEE 

World Congress on Services, July 2011, pp. 

224–231. 

[2] K. Ren, C. Wang, and Q. Wang, 

―Security challenges for the public cloud,‖ 

IEEE Internet Computing, vol. 16, no. 1, pp. 

69–73, Jan 2012. 

[3] A. F. Barsoum and M. A. Hasan, 

―Provable multicopy dynamic data 

possession in cloud computing systems,‖ 

IEEE Transactions on Information Forensics 

and Security, vol. 10, no. 3, pp. 485–497, 

March 2015. 

[4] N. Garg and S. Bawa, ―Rits-mht: Relative 

indexed and time stamped merkle hash tree 

based data auditing protocol for cloud 

computing,‖ Journal of Network & 

Computer Applications, vol. 84, pp. 1–13, 

2017. 

[5] H. Jin, H. Jiang, and K. Zhou, ―Dynamic 

and public auditing with fair arbitration for 

cloud data,‖ IEEE Transactions on Cloud 

Computing, vol. 13, no. 9, pp. 1–14, 2014.[6] 

S. G. Worku, C. Xu, J. Zhao, and X. He, 

―Secure and efficient privacy-preserving 

public auditing scheme for cloud storage,‖ 

Comput. Electr. Eng., vol. 40, no. 5, pp. 

1703–1713, Jul. 2014. 

[7] B. Wang, B. Li, and H. Li, ―Knox: 

privacy-preserving auditing for shared data 

with large groups in the cloud,‖ in 

International Conference on Applied 

Cryptography and Network Security, 2012, 

pp. 507–525. 

[8] B. Wang, H. Li, and M. Li, ―Privacy-

preserving public auditing for shared cloud 

data supporting group dynamics,‖ in 2013 

IEEE International Conference on 

Communications (ICC), June 2013, pp. 

1946–1950. 

[9] J. Yu, K. Ren, C. Wang, and V. 

Varadharajan, ―Enabling cloud storage 

auditing with key-exposure resistance,‖ IEEE 

Transactions on Information Forensics and 

Security, vol. 10, no. 6, pp. 1167–1179, 

2015. 

[10] J. Yu, K. Ren, and C. Wang, ―Enabling 

cloud storage auditing with verifiable 

outsourcing of key updates,‖ IEEE 

Transactions on Information Forensics and 

Security, vol. 11, no. 6, pp. 1362–1375, June 

2016. 

[11] J. Yu and H. Wang, ―Strong key-

exposure resilient auditing for secure cloud 

storage,‖ IEEE Transactions on Information 

Forensics and Security, vol. 12, no. 8, 

pp.1931–1940, Aug 2017. 

[12] H. Wang, Q. Wu, B. Qin, and J. 

Domingo-Ferrer, ―Identity-based remote data 

possession checking in public clouds,‖ IET 

Information Security, vol. 8, no. 2, pp. 114–

121, March 2014. 

[13] H. Wang, D. He, and S. Tang, ―Identity-

based proxyorienteddata uploading and  

remote data integrity checking in public 

cloud,‖ IEEE Transactions on Information 

Forensics and Security, vol. 11, no. 6, pp. 

1165–1176, June 2016. 

[14] W. Shen, G. Yang, J. Yu, H. Zhang, F. 

Kong, and R. Hao, ―Remote data possession 

checking with privacypreserving 

authenticators for cloud storage,‖ Future 

Generation Computer Systems, vol. 76, no. 

Supplement C, pp. 136 – 145, 2017. 

The International journal of analytical and experimental modal analysis

Volume XIV, Issue IX, September/2022

ISSN NO: 0886-9367

Page No: 596



[15] C. Ellison and B. Schneier, ―Ten risks of 

pki: What you’re not being told about public 

key infrastructure,‖ vol. 16, no. 1, 12 2000. 

[16] A. K. Jain, A. Ross, and S. Prabhakar, 

―An introduction to biometric recognition,‖ 

IEEE Transactions on Circuits and Systems 

for Video Technology, vol. 14, no. 1, pp. 4–

20, Jan 2004. 

[17] S. Prabhakar, S. Pankanti, and A. K. 

Jain, ―Biometric recognition: security and 

privacy concerns,‖ IEEE Security Privacy, 

vol. 1, no. 2, pp. 33–42, Mar 2003. 

[18] A. Sahai and B. Waters, ―Fuzzy 

identity-based encryption,‖ in Advances in 

cryptology—EUROCRYPT 2005, ser. 

Lecture Notes in Comput. Sci. Springer, 

Berlin, 2005, vol. 3494, pp. 457–473. 

[19] G. Ateniese, R. Burns, R. Curtmola, J. 

Herring, L. Kissner, Z. Peterson, and D. 

Song, ―Provable data possession at untrusted 

stores,‖ in Proceedings of the 14th ACM 

Conference on Computer and 

Communications Security, ser. CCS ’07, 

2007, pp. 598–609. 

[20] A. Juels and B. S. Kaliski, ―Pors: Proofs 

of retrievability for large files,‖ in 

Proceedings of the 14th ACM Conference on 

Computer and Communications Security, 

ser. CCS ’07, 2007, pp. 584–597. 

[21] H. Shacham and B. Waters, ―Compact 

proofs of retrievability,‖ J. Cryptology, vol. 

26, no. 3, pp. 442–483, Jul. 2013. 

[22] Y. Zhu, H. Wang, Z. Hu, G. J. Ahn, H. 

Hu, and S. S. Yau, ―Dynamic audit services 

for integrity verification of outsourced 

storages in clouds,‖ in ACM Symposium on 

Applied Computing, 2011, pp. 1550–1557. 

[23] M. Sookhak, A. Gani, M. K. Khan, and 

R. Buyya, ―Dynamic remote data auditing 

for securing big data storage in cloud 

computing,‖ Information Sciences, vol.380, 

pp. 101–116, 2017.[24] C. Wang, Q. Wang, 

K. Ren, and W. Lou, ―Privacypreserving 

public auditing for data storage security in 

cloud computing,‖ in 2010 Proceedings 

IEEE INFOCOM, March 2010, pp. 1–9. [25] 

J. Li, L. Zhang, J. K. Liu, H. Qian, and Z. 

Dong,Privacy-preserving public auditing 

protocol for lowperformance end devices in 

cloud,‖ IEEE Transactionson Information 

Forensics and Security, vol. 11, no. 11,pp. 

2572–2583, Nov 2016. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The International journal of analytical and experimental modal analysis

Volume XIV, Issue IX, September/2022

ISSN NO: 0886-9367

Page No: 597



ABOUT AUTHORS: 
 PRANATI KOVVURI is 

currently pursuing MCA in 

SVKP & Dr K S Raju Arts & 

Science College, affiliated to 

Adikavi Nannaya University, 

Rajamahendravaram. Her research interests 

include Data Structures Web Technologies, 

Operating Systems, Data Science and 

Artificial Intelligent.    

       

      

      

      

      

      

      

      

      

      

      

      

      

      

      

      

      

      

      

      

      

      

      

      

      

      

      

   

 

 

 

      

      

      

 

A.N.RAMA MANI is a 

Research Scholar in the 

Department of Computer 

Science & Engineering at 

Acharya Nagarjuna 

University, Guntur, A.P, 

India. He is working as Associate Professor 

in SVKP & Dr K S Raju Arts&Science 

College, Penugonda, A.P. He received 

Master’s degree in Computer Applications 

from Andhra University and Computer 

Science & Engineering from Jawaharlal 

Nehru Technological University, Kakinada, 

India. He Qualified in UGC NET and AP 

SET. His research interests include Data 

Mining and Data Science. 

 

 

      

    

The International journal of analytical and experimental modal analysis

Volume XIV, Issue IX, September/2022

ISSN NO: 0886-9367

Page No: 598


