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Abstract— 
With the rapid development of cloud 

computing, more and more individuals and 

organizations are sharing data in the public 

cloud. To protect the confidentiality of data 

stored in the cloud, a data owner typically 

encrypts their data in a way that allows 

designated data users to decrypt the data. This 

poses a serious problem when the encrypted 

data needs to be shared with more people than 

those originally designated by the data owner. 

To address this issue, we introduce and 

formalize an Identity-Based Encryption 

Transformation Model (IBET) by seamlessly 

integrating two established encryption 

mechanisms, namely Identity-Based 

Encryption (IBE) and Identity-Based Broadcast 

Encryption (IBBE). At IBET, data consumers 

are identified based on their recognizable 

identities and authorized for data access, 

avoiding complicated certificate management 

in traditional secure distributed systems. More 

importantly, IBET provides a transformation 

mechanism that converts an IBE cipher text 

into an IBBE cipher text, allowing a new set of 

users, unspecified during IBE encryption, to 

access the underlying data. We design a 

concrete IBET scheme based on bilinear 

groups and prove its security against powerful 

attacks. Thorough theoretical and experimental 

analyzes demonstrate the high efficiency and 

practicability of the proposed system. 
Index Terms: Cloud computing; Data 

sharing; Data privacy; Access control; 

Cryptographic encryption. 

 

I.Introduction 

CLOUD Computing offers powerful and 

flexible storage services for individuals and 

organizations [1]. Sharing data with 

geographically dispersed data users brings 

many benefits and significantly reduces local 

storage management and maintenance 

overhead. However, data security and privacy 

concerns are becoming one of the main 

barriers to wider adoption of cloud storage 

[2] as data owners lose physical control over 

their data after data is offloaded to cloud 

servers managed by a cloud service provider 

(CSP). Data owners can worry when 

unauthorized users or malicious CSPs have 

accessed their sensitive data. 

Cryptographic ciphers are often proposed as 

standard approaches to protect the security 

and privacy of cloud-based data [3]. Using 

encryption mechanisms, data owners first 

encrypt their data and then store it on cloud 

servers. Then the data is stored in clouds in 

Cipher-Ext format and can only be accessed 

by users with matching decryption keys. In a 

public cloud storage system where different 

data owners can use different encryption 

mechanisms according to their own data 

sharing requirements, it often happens that a 

data owner wants to share their data with 

only one user and therefore encrypts the data 

to produce a specific ciphertext that can only 
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be decrypted by the respective user. 

However, as data sharing requirements 

change, the same data owner wants to share 

their data with more users, which requires a 

transformation of the ciphertext format to 

allow multiple users to decrypt. 

II. Related Work 

Outsourced data protection. Cryptographic 

encryption methods have been used 

extensively to secure data offsite in clouds. 

Conventional public key encryption methods 

are used for user-centric access control to 

outsourced data [4], [5]. Identity-Based 

Encryption (IBE) [6] is a promising 

cryptographic tool that eliminates trusted 

certificates for all users. Wei et al. [7] used 

IBE to secure data exchange in mobile 

computing environments. He et al. [8] used 

IBE to create a handshake scheme in a 

healthcare social network to secure data 

exchange between patients. Identity-Based 

Broadcast Encryption (IBBE) [9] extends 

IBE to support multi-receiver encryption, in 

the sense that a user encrypts a message once 

for multiple intended recipients. Given this 

useful feature, Deng et al. [10] used IBBE in 

cloud storage systems to allow multiple 

authorized visitors to access the same 

offloaded file. In order to revoke some 

recipients from the initial recipient set of the 

IBBE ciphertext, a number of revocable 

IBBE 

Transformation between domains. Blaze et 

al. [15] first introduced the concept of proxy 

re-encryption to handle ciphertext 

transformation within an encryption system. 

With this PRE, a user can convert a 

ciphertext generated under Alice's public key 

into a ciphertext under Bob's public key. 

Ateniese et al. [16] classifies PRE into 

different categories: bidirectional and 

unidirectional PRE, single-hop and multi-hop 

PRE, interactive and non-interactive PRE. 

Many efforts have been made to improve the 

efficiency and safety of PRE, and most of 

them focus on unidirectional PRE. Libert and 

Vergnaud [17] presented the first 

unidirectional PRE scheme. Cao et al. [18] 

proposed the autonomous path PRE scheme 

to allow a user to designate a path of 

preferred authorized visitors to their 

offloaded data. Guo et al. [19] introduced 

accountability in one-way PRE to identify the 

proxy abusing its re-encryption keys. 

Cross-domain transformation.There are 

some schemes that achieve cross-domain 

encryption transformation. Matsuo [28] 

combined traditional public-key encryption 

and identity-based encryption by allowing a 

ciphertext from public-key systems to be 

transformed into a ciphertext from IBE 

systems. Mizuno and Doi [29] also proposed 

a unidirectional PRE scheme that transforms 

ciphertexts of an attribute-based 

cryptosystem into ciphertexts of an IBE 

system while requiring users to interact with 

each other and store additional information 

for the transformation. Recently, Jiang et al. 

[30] proposed a cross-domain encryption 

circuitry that combines traditional public-key 

encryption and identity-based encryption 

while requiring cryptographic certificates for 

all users in the public-key cryptosystem. This 

paper aims to cover cross-domain 

transformation in identity-based 

environments; thus saves the costs for 

certificate administration. Also, this 

document provides an encryption conversion 

from a (single receiver) IBE system to a 

(multiple receiver) IBBE system, so that 

one's data can be shared with more users, 

even though the data has already been 

encrypted. 
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III. System Model 

 

 System Architecture 

An IBET system consists of four types of 

entities namely data owner, data consumer, 

registration authority (RA) and cloud service 

provider (CSP). In general, both data owners 

and data consumers are cloud clients. RA is a 

trusted party responsible for setting up the 

system, responding to registration requests, 

and issuing public parameters for file 

outsourcing. CSP has two main missions: 1) 

provide storage services for customers to 

store offsite files; 2) Providing calculation 

services for customers to convert saved files. 

In the real world, a company or organization 

can purchase the storage and computing 

services provided by CSP, and the company 

or organization's IT center plays the role of 

RA. In this way, all (registered) employees 

can use storage and computing services. 

Data owners can offload data to CSP. In 

particular, to protect privacy, data owners 

can use the IBE encryption mechanism to 

process data and then offload the resulting 

files (data in ciphertext format) to CSP. 

Suppose a file is the result of IBE encryption 

for some data (therefore the data can only be 

accessed by a data consumer). If the 

corresponding data owner wants to further 

share the data with other data consumers, it 

generates an authorization token and sends it 

to CSP; then CSP can convert the IBE 

ciphertext format file to an IBBE ciphertext 

format file so that all designated data users 

can decrypt and then access the underlying 

data. In this way, the data owner can 

authorize further data consumers to access 

the data previously encrypted by IBE and 

originally only accessible to one data 

consumer. 

 
System Architecture 

 

 Threat Model and Security Goals 

 An IBET system encounters three 

types of active attacks. First, cloud clients 

can pose as data owners or authorized data 

consumers to attempt to access offsite data, 

e.g. B. An employee pretends to be his 

colleague by using a colleague's device to 

access CSP. Second, malicious CSP or 

hackers breaking into cloud servers can 

browse and steal owner data. Third, CSP can 

abuse data owners' authorization tokens to 

transform encrypted data that is outside of 

the authorization scope. Considering these 

realistic attacks, we demand that a secure 

IBET system should at least meet the 

following security objectives. 

 Data security protection: If data was 

encrypted before it was offloaded, only those 

clients that have the correct decryption keys 

can access it (these clients are also known as 

authorized clients). The encrypted data is 

unreadable by CSP or unauthorized clients 

(those who do not have correct decryption 

keys). 

 Controllable transformation: Only 

the files specified by the data owner in the 

authorization token can be transformed by 

CSP. CSP and other clients cannot 

collectively derive a valid authorization 

token to convert unspecified files, nor 

discover sensitive information about the data 

encrypted in unspecified files. 
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IV. Proposed Scheme 

Achieving the mechanism that converts a file 

that allows only one authorized visitor to 

another file that allows multiple is a 

challenge. At first glance, it appears that the 

original authorized visitor could use IBBE to 

encrypt their private key for all intended 

recipients, allowing any of them to obtain the 

private key and then decrypt the file just like 

the authorized visitor. However, this 

disclosure of the authorized visitor's private 

key would result in unwanted access to 

offsite data. 

In order to achieve encryption conversion 

while preserving the secrecy of private keys, 

we introduce a privacy-preserving 

authorization scheme in the construction of 

IBET. Specifically, when generating an 

authorization token, the data owner blinds 

their private key by a random factor; CSP 

uses the authorization token to transform a 

file and gets a transformed file that is the 

result of the plaintext blinded by the random 

factor. Only the authorized data consumers 

can get the random factor from the 

transformed file and then recover the plain 

text. In this way, the data owner's private key 

is well protected. From a technical point of 

view, in our construction we follow the 

identity-based encryption scheme of Boneh 

and Boyens [31], but compress the public 

parameters by reducing one element. We also 

use Delerablees [9] identity-based broadcast 

encryption scheme to achieve multi-receiver 

functionality. The authorization token is 

generated by applying IBBE encryption once 

and the transformed file is in Delerablee's 

IBBE type ciphertext format. 

 

When using the storage service provided by 

CSP to store data, the data owners encrypt 

their data and outsource the resulting files to 

CSP. Files are stored in encrypted text 

format and can only be accessed by 

authorized data users. In practice, key 

encapsulation is a typical technique to reduce 

the cost of encryption. In one such technique, 

a data owner first encrypts their data using a 

symmetric encryption mechanism (such as 

AES) and then encrypts the symmetric 

encryption key using the asymmetric 

encryption. The performance of the 

asymmetric encryption is therefore 

independent of the data size. Our IBET 

scheme also follows this technique. A data 

owner first selects a random symmetric key 

M GT and uses it to encrypt the data to be 

offloaded to CSP. Then the data owner uses 

the IBE encryption mechanism to encrypt M. 

According to different data sharing 

requirements, there are two cases where data 

owners encrypt M. 

V. System Security 

We present formal security definitions to 

capture the ability of ciphertexts against 

selective identity and chosen-plaintext 

attacks (IND-sID-CPA) launched by 

unauthorized clients and nosy CSPs, and 

private key leakage resistance against 

collusion attacks (LR - CA) started by 

authorized customers and CSP. For the 

former, we prevent an attacker who does not 

obtain a valid private key for decryption 

from gaining access to the data encrypted in 

the IBE or IBBE ciphertext. For the latter, 

we prevent an attacker who could 

interoperate with authorized clients and CSP 

by having their private keys and 

authorization tokens, respectively, from 

recovering the private keys used to generate 

the authorization tokens. We advise that if a 

data owner's private key is compromised, all 

owner data stored in the CSP will be exposed 

to the attacker. 

 We first consider the case where 

unauthorized clients or malicious 

CSPs attempt to access the data 

encrypted in the IBE passphrase or 

transformed (IBBE) passphrase. Let 

A be a probabilistic polynomial 

adversary playing the following game 

with challenger C trying to 
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distinguish two encrypted messages. 

Adversary A chooses a target identity 

ID and sends it to the challenger. 

With the security parameter and the 

maximum number m of authorized 

data consumers, the challenger C runs 

the setup algorithm to generate public 

system parameters PP and master 

secret key MSK. It gives PP to A and 

keeps MSK secret. 

 User Registration (IDi). A can 

request a private key for any user 

with identity IDi. In response, the 

challenger C executes the registration 

algorithm and returns the issued 

private key SKIDi to A. 

 Authorization (IDi → Si). In each 

query, A can ask for an authorization 

token by submitting an identity IDi 

and a set Si of identities. In response, 

if IDi was not challenged for a private 

key, challenger C first creates SKIDi 

. Then C runs the authorization 

algorithm Authorize(PP, SKIDi , Si) 

to generate an authorization token 

TKIDiSi and returns it to A. 

 

VI. Conclusion 

 

In this white paper, we examined how 

encrypted data can be safely and efficiently 

transformed in clouds. To address this 

problem, we have proposed an identity-based 

encryption transformation model (IBET) that 

connects the well-studied IBE and IBBE 

schemes. IBET enables data owners to secure 

offsite data with identity-based access 

control, eliminating the need for complicated 

cryptographic certificates for all users. In 

addition, IBET provides a transformation 

mechanism for data owners to authorize 

cloud service providers (CSP) to transform 

an IBE ciphertext format file into an IBBE 

ciphertext format file, allowing a group of 

authorized users to access the underlying 

data. We have proposed a concrete IBET 

scheme that is secure against strong attacks. 

Thorough experimental analyzes demonstrate 

the efficiency and practicability of the 

system. 
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