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Abstract—  

Recently, Personal Data Storage (PDS) has inaugurated a substantial change to the way people 

can store and control their personal data, by moving from a service-centric to a user-centric 

model. PDS offers individuals the capability to keep their data in a unique logical repository, that 

can be connected and exploited by proper analytical tools, or shared with third parties under the 

control of end users. Up to now, most of the research on PDS has focused on how to enforce user 

privacy preferences and how to secure data when stored into the PDS. In contrast, in this paper we 

aim at designing a Privacy-aware Personal Data Storage (P-PDS), that is, a PDS able to 

automatically take privacy-aware decisions on third parties access requests in accordance with 

user preferences. The proposed P-PDS is based on preliminary results presented in , where it has 

been demonstrated that semi-supervised learning can be successfully exploited to make a PDS 

able to automatically decide whether an access request has to be authorized or not. In this paper, 

we have deeply revised the learning process so as to have a more usable P-PDS, in terms of 

reduced effort for the training phase, as well as a more conservative approach w.r.t. users privacy, 

when handling conflicting access requests. We run several experiments on a realistic dataset 

exploiting a group of 360 evaluators. The obtained results show the effectiveness of the proposed 

approach. 

.Index Terms:  Personal Data Storage (PDS), History-based Active Learning, and Personalized 

Privacy Preference. 

    I. Introduction

Today, personal data that we produce 

digitally is scattered across different online 

systems managed by different providers (e.g. 

online social media, hospitals, banks, airlines, 

etc.). In this way, on the one hand users lose 

control over their data, the protection of 

which is the responsibility of the data 

provider, and on the other hand they cannot 

fully exploit their data, since each provider 

has a separate view of them. To overcome 

this scenario[3], Personal Data Storage (PDS) 

has ushered in a major shift in how people 

store and control their personal data, moving 

from a service-centric to a user-centric 

model. PDS allow individuals to collect 

personal information they create into a single 

logical vault. This data can then be connected 

and used with appropriate analytical tools 

and shared with third parties under the 

control of end users. This view is also made 

possible by recent developments in data 

protection legislation[1] and in particular by 

the new EU General Data Protection 

Regulation (GDPR), of which Art. 20 states 
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the right to data portability, according to 

which the data subject has the right to have 

the personal data concerning them[4], which 

it has provided to a person responsible, in a 

structured, common and machine-readable 

format, which enables data to be recorded in 

a PDS. To date, most research on PDS has 

focused on how to enforce user privacy 

preferences [7]and secure data when stored in 

the PDS (see Section 7 for more details). In 

contrast[8], the key issue of helping users to 

indicate their privacy preferences for PDS 

data has not been thoroughly explored until 

now. This is a fundamental problem as 

average PDS users are not skilled enough to 

understand how to translate their privacy 

requirements into a set of privacy settings. As 

several studies have shown, average users 

may struggle to get potentially complex 

privacy settings right. For example, let's 

consider Facebook's privacy settings, which 

require users to manually[5] configure the 

options to their liking. The authors survey 

users' awareness, preferences[6], and privacy 

concerns about profile information and find 

that only a small number of users change the 

default privacy settings on Facebook. 

Interestingly, authors in [9] note that even 

when users have changed their default 

privacy settings, the changed settings do not 

meet expectations (reached by only 39% of 

users). In addition, another survey in [10] 

showed that Facebook users are not 

sufficiently aware of the safeguards to protect 

their personal data. According to their study, 

the majority (about 88%) of users have never 

read Facebook's privacy policy.

   II. Related Work  

Enforcement of privacy preferences has been 

studied in several areas. Recently, researchers 

have proposed models for user-centric 

storage in the cloud domain, where data is 

stored and controlled by users. For example, 

Oort [12] is a user-centric cloud storage 

system that organizes data by user rather than 

application, considering global queries that 

find and combine relevant data fields from 

relevant users. In addition, users can choose 

which applications can access their own data 

and what types of data should be shared with 

which users. Sieve [16] allows users to 

upload encrypted data to a single cloud 

storage. It uses a key homomorphic scheme 

to provide cryptographically enforced access 

control. Amber [17] has proposed an 

architecture where users can select 

applications to manipulate their data, but 

does not mention how the global queries 

work, nor how the application providers 

interact with them. In [2], authors have 

developed a user-centric framework that only 

shares the responses to a query with third 

parties instead of the raw data. Mortier et al. 

have proposed a trusted platform called 

Databox that can manage personal data 

through a fine-grained access control 

mechanism, but does not focus on policy 

learning. Recently [11] proposed a 

blockchain-based Personal Data Store (BC-

PDS) framework that uses BlockChain to 

secure the storage of personal data. However, 

all of the above suggestions focus on 

enforcing access control while not 

considering user preferences or policy 

learning. 

Enforcement of privacy preferences has also 

been explored in various areas, such as social 

networks, where most platforms offer users a 

privacy preferences page where they can 

manually set their privacy preferences. 

Research has attempted to reduce the burden 

of this attitude by using machine learning 

tools. For example, [13], [14] have studied 

the use of semi-supervised and unsupervised 

approaches to automatically extract privacy 

settings in social media. In [15] authors 

considered location-based data. They 

compared the accuracy of manually set 

privacy settings with that of an automated 

mechanism based on machine learning. The 

results show that machine learning 
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approaches produce better results than 

custom policies. Bilogrevic et al.  also 

present a privacy preferences framework that 

(semi-)automatically predicts the sharing 

decision based on personal and contextual 

characteristics. The authors only focus on g 

location information. In , authors presented a 

machine learning framework to set up user-

personalized privacy settings for third-party 

access management. The approach provides 

each user with a set of 80 questions at the 

time of registering with a new service. 

Among the responses obtained, the approach 

repeatedly selects a five question-answer 

combination as training data and uses 

supervised multiclass SVMs to learn 

individual privacy settings. Then the 

combination with the best accuracy is 

selected. However, the approach presented in 

this article considers a semi-supervised active 

learning tool to minimize the burden on users 

in terms of generating training datasets. 

Additionally, we proposed another strategy to 

select the training dataset based on user 

histories to better enforce user privacy 

preferences. 

  III. EXISTING SYSTEM 

❖ Oort  is a user-centric cloud storage 

system that organizes data by users rather 

than applications, considering global queries 

which find and combine relevant data fields 

from relevant users. Moreover, it allows 

users to choose which applications can 

access their own data, and which types of 

data to be shared with which users. Sieve 

[10] allows user to  upload encrypted data to 

a single cloud storage. It utilizes key-

homomorphic scheme to provide 

cryptographically enforced access control.  

❖ Amber  has proposed an architecture 

where users can choose applications to 

manipulate their data but it does not mention 

either how the global queries work or how 

the application providers interact with. In [2], 

authors developed a user-centric framework 

that share with third parity only the answers 

to a query instead of the raw data. Mortier et 

al.  have proposed a trusted platform called 

Databox, which can manage personal data by 

a fine grained access control mechanism but 

do not focus on policy learning. Recently, 

[proposed a Block chain-based Personal Data 

Store (BC-PDS) framework, which leverages 

on BlockChain to secure the storage of 

personal data. However, all the above 

proposals focus on access control 

enforcement,  whereas they do not consider 

user preference or policy learning. 

❖ Privacy preference enforcement have 

been also investigated in different domains, 

such as for instance social networks where 

most of the platforms offer users a privacy 

setting page to manually set their privacy 

preferences. Research works have tried to 

alleviate the burden of this setting, by 

exploiting machine learning tools. For 

instance,  have investigated the use of semi-

supervised and unsupervised approaches to 

automatically extract privacy settings in 

social media. In , authors have considered 

location based data. They have compared the 

accuracy of manually set privacy preferences 

with the one of an automated mechanism 

based on machine learning. The results show 

that machine learning approaches provide 

better result than user-defined policies. 

Bilogrevic et al. also present a privacy 

preference framework that 

(semi)automatically predicts sharing 

decision, based on personal and  contextual 

features. The authors focus only on g 

location information. 

❖ Disadvantages 

⮚ In the existing work, the system 

doesn't have strong techniques to implement 

Privacy-aware Personal Data Storage (P-

PDS). 

⮚ The system doesn't have active 

learning which is to select from the training 

dataset the most representative instances to 

be labeled by users. 
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IV. Proposed Scheme 

❖ The system proposes a revised 

version of the ensemble learning algorithm 

proposed in [18], to enforce a more 

conservative approach w.r.t. users privacy. In 

particular, we reconsider how ensemble 

learning handles decisions for access 

requests for which classifiers return 

conflicting classes. In general, the final 

decision is taken selecting the class with the 

highest aggregated probabilities. However, 

this presents the limit of not considering user 

perspective, in that, it does not take into 

account which classifier is more relevant for 

the considered user.  

❖ To cope with this issue, we propose 

an alternative strategy for aggregating the 

class labels returned by the classifiers. 

According to this approach, we assign a 

personalized weight to each single classifier 

used in ensemble learning[21]. We also show 

how it is possible to learn these weights from 

the training dataset, thus without the need of 

further input from the P-PDS owner. 

Experiments show that this approach 

increases users satisfaction as well as the 

learning effectiveness. 

❖ Advantages 
⮚ PDS able to automatically take 

privacy-aware[22] decisions on third parties 

access requests requires further investigation. 

⮚ The system proposes a revised 

version of the ensemble learning algorithm 

proposed in this system, to enforce a more 

conservative approach w.r.t. user’s privacy. 

 

V.  PRIVACY-AWARE PDS 

 

The proposal discussed in [26] demonstrates 

that semisupervised ensemble learning can 

be exploited to train a classifier so as to make 

a PDS able to automatically decide whether 

an access request has to be authorized or not. 

However, to build a classifier using a 

predictive learning model, it is essential to 

label an initial set of instances, called the 

training dataset. It is matter of fact that 

obtaining a sufficient number of labeled 

instances is time consuming and costly due 

to the required human input . On the other 

hand, the size and quality of the training 

dataset impact the accuracy the classifier 

might reach. Therefore, Active learning (AL)  

may be exploited to reduce the size of the 

training dataset. The key idea of AL is to 

build the training dataset by properly 

selecting a reduced number of instances from 

unlabeled items, rather than randomly 

choosing them as done by traditional 

supervised learning algorithms. This makes it 

possible to efficiently exploit unlabeled 

instances for developing effective prediction 

models as well as to reduce the time and cost 

of labeling [19]. More precisely, the main 

idea of AL is to first select very few 

instances for being labeled by humans and 

build on them a preliminary prediction 

model. After that, AL exploits this 

preliminary model to select new instances 

from the training dataset to be labeled to 

reinforce the model.[20] Literature offers 

several methods driving the selection of 

these new instances. The most commonly 

adopted method is uncertainty sampling , 

where those instances for which it is highly 

uncertain how to label them according to the 

preliminary built model are selected to be 

labeled by human annotators. Although AL 

greatly reduces human participation on 

labeling training dataset and leads to good 

performance, researchers have further 

investigated how to combine active learning 

with semi-supervised approaches [23], [24]. 

We recall that semi-supervised learning 

algorithms can learn from labeled and 

unlabeled data, as such AL can improve this 

approach by properly selecting the most 

uncertain unlabeled data to be labeled, thus 

to further reduce the cost of labeling[25]. 

This nice benefit motivates us to adopt this 

strategy and to design a privacy-aware PDS 

(P-PDS) that deploys the ensemble learning 
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algorithm proposed in  but following an 

active learning approach, so as to minimize 

user burden for getting the training dataset 

and, at the same time, to achieve excellent 

performance to predict accurate classes for 

unlabeled data (i.e., new access requests 

submitted to the PPDS). As depicted in 

Figure 1, the proposed P-PDS selects a first 

small set of incoming access requests (see 

interaction a in Figure 1) in order to create an 

initial training dataset, to be labeled by the P-

PDS owner, which is then used to build the 

preliminary learning model. Then, using this 

preliminary model, P-PDS measures the 

uncertainty of the newly arriving access 

requests AR (see b in Figure 1) and asks 

PPDS owner to directly label AR only if its 

uncertainty level is high (c). Otherwise, AR 

is immediately labeled by the semi-

supervised ensemble classifier using the 

preliminary model. 

 

 
 

 

Fig. P-PDS architecture 

 

Even if this improvement brings benefits in 

term of accuracy and usability, it can be 

further extended so as to be more protective 

w.r.t. P-PDS owner’s privacy. This 

consideration arises from the following 

example. Let us consider two access 

requests: AR1(Amazon, online shopping, 

mail address, credit card information, 

delivery and payment, 50%) and 

AR2(MyAmazon, online shopping, mail 

address, credit card information, delivery and 

payment, 50%), which are identical apart 

from the consumer. Let also assume that 

AR1 has been already labeled by the P-PDS 

owner. By adopting an AL strategy, the P-

PDS might consider AR2 not to be labeled, 

as the uncertainty value is low since only one 

field differs. However, in doing so, we do not 

consider that the consumer field is too 

informative to not consider its  variation. The 

issue is that AL does not consider the 

semantics of AR’s fields, and their relevance 

in the P-PDS owner’s decision process. 

Indeed, a user might fully change his/her 

decision on an access request based on the 

requesting data consumer (i.e., its 

reputation). Thus, we believe that it is 

relevant to give extra consideration to access 

requests coming from new data consumers. 

In addition to this field, we also believe that 

service type is a key element with respect to 

data owners’ sharing decisions. In reality, 

granting/denying an access request deeply 

depends on the need the individual has for 

that type of service. For instance, in case of 

health problems some types of service (e.g., 

heart-beat monitoring) are not only needed 

but they are mandatory for individual 

survival. For this reason, when an access 

request comes from a new data consumer or 

is related to a new service type, the P-PDS 

triggers the P-PDS owner for labeling the 

new request. To achieve this, we 

complement AL with additional strategies for 

triggering the selection of new instances to 

be labeled. More precisely, we revise the 

strategy of uncertainty sampling, 

traditionally adopted in AL to increase 

accuracy, so as to increase the level of 

uncertainty based on the values of data 

consumer and service type of the newly 

arrived access request. As described in 

Section 4, this uncertainty adjustment is 

driven by the distance between the value of 

data consumer/service type of the new access 

request and the values of the corresponding 
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elements in access requests already labeled 

by the P-PDS owner. This solution traces the 

history of labeled access requests, as such we 

call this approach history-based active 

learning (see Section 4 for more details). 

 

VI. CONCLUSION 

 
This paper proposes a Privacy-aware 

Personal Data Storage, Mable to 

automatically take privacy-aware decisions 

on third parties access requests in accordance 

with user preferences. The system relies on 

active learning complemented with strategies 

to strengthen user privacy protection. As 

discussed in the paper, we run several 

experiments on a realistic dataset exploiting 

a group of 360 evaluators. The obtained 

results show the effectiveness of the 

proposed approach. We plan to extend this 

work along several directions. First, we are 

interested to investigate how P-PDS could 

scale in the IoT scenario, where access 

requests decision might depend also on 

contexts, not only on user preferences. Also, 

we would like to integrate P-PDS with cloud 

computing services (e.g., storage and 

computing) so as to design a more powerful 

P-PDS by, at the same time, protecting users 

privacy. 
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