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Abstract: With the rapid development of e-

commerce, a huge amount of trade data has 

been generated, which may be used by 

criminals for fraudulent transactions. In 

actual application, not all of the funds steal 

incidents can be found by the anomaly 

detection system in the bank because the 

system is not sensitive enough. A large 

amount of capital was taken by offenders 

every year; this makes a bad effect on the 

whole society. Thus, it becomes important to 

identify such fraudulent transactions in the 

massive commerce data. The advance of 

science and technology brings about the 

increase of data volume, as well as reveal 

the new application of machine learning, 

which provides researchers a way to detect 

vulnerability. Machine learning methods are 

widely used in the field of credit card fraud 

detection, but the imbalance between 

different categories poses an obstacle in the 

learning tasks. To all eviate this kind of 

issue,inthispaperamodel based on frequency 

domain characteristics be proposed, which is 

combined with a generative adversarial 

network (GAN) to augment minority class. 

In contrast to the traditional adversarial 

network, which only generates adversarial 

samples from the training data itself, this 

approach uses the frequency domain 

amplitude features of the data to generate 

diverse training data that matches the trend 

of data changes. Experimental results 

demonstrate classification performance is 

considerably improved and that over-fitting 

is alleviated when applying to multiple 

original datasets. Moreover, outperform 

other existing state-of the-art approaches.  
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I. Introduction:As an efficient and accurate 

means of data analysis, machine learning is 

widely used in the financial field for data 

analysis [1], especially to estimate the 

possibility of fraudulent credit loans in 

banking systems around the world. When 

the financial institutions make loan 

decisions, the main reference to analysis 

data comes from historical transactions, user 

personal credit evaluation, and market risk 

assessments. At the same time, through data 

processing, the final basis of the decision is 

considered as the second classification or 

scoring results [2]. With such kind of data 

analysis methods, a very important problem 

emerges. Though the machine learning 

classification methods offer excellent 

classification, sometimes the dataset itself 

has defects that prevent the algorithm to 

work efficiently. In a large amount of 

transaction data, most records are legal, 

while a small amount of illegal or untrusted 

data is there with higher observation 

values.In order to solve the defects of the 

sample, we attempted to find other 

dimensional features of the data, which are 

rarely used in data augmentation, such as 

time dimension, frequency dimension, etc. 

However, the experimental model found that 

the time dimension could not represent the 

current transaction information very well. 

On the contrary, researchers have discovered 

the obvious characteristics of credit card 

data in the frequency domain [7] and have 

shown significant differences between the 

positive and negative samples of the 

amplitude of the spectrum. We make an 

attempt to reasonably use this difference and 

explain how it can help in data classification. 

Thus we propose that data can be 

transformed into the frequency domain by 

using each transaction as an equal interval 

sampling. Most of the data abnormality can 

be eliminated by data cleaning, it can be 

transformed into a perfect form, and then 

used in machine learning feature extraction 

[8]. However, in this approach, the impact of 

insufficient sample becomes more 

prominent. This problem is defined as a 

sample imbalance problem. Generally, for 

such a problem, the optimization direction 

can be divided into data augmentation and 

model optimization. The optimization 

approach proposed in this paper is based on 

data augmentation discrete Fourier 

transform [9], which is used in the process 

of generating samples. We used fast Fourier 

transform to transform data into the 

frequency domain and extract the features of 

the frequency domain because the 
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amplitudes of the positive and negative 

samples have obvious stratification. In order 

to augment this feature, we used 

Wasserstein generative adversarial network 

[10] to generate diverse training dataset by 

fitting the spectral amplitude. Then with 

inverse Fourier transform, we obtained 

training dataset with augmented features, at 

the same time all operations are considered 

only for the minority class. For the sake of 

simplicity, hereinafter, we refer to our 

proposed approach as the frequency domain 

adversarial augmentation. The proposed 

method is capable of solving the problem of 

credit card fraud data. At first, we 

considered a European real-world credit 

card dataset using different classifiers, where 

corresponding indicators were improved and 

compared with other data augmentation 

methods. Further, two more public credit 

card datasets with relatively best classifiers 

were used, which also yielded good results. 

It was found that the model has some level 

of universality. The results of this approach 

areanalysed theoretically and the principles 

are summarized. 

II. Related work: 

A. Traditional Methods of Achieving 

Accurate Classification:In order to address 

decision-making on credit card fraud risk, 

several machine learning models [2], such as 

decision tree (DT), random forest (RF), 

neural network (NN), linear regression 

(LIR), logistic regression (LOR), adaptive 

boosting (AdaBoost) [11] and support vector 

machine (SVM) [12], have bee proposed. 

Among these machine learning methods, 

AdaBoost has been regarded as a benchmark 

model in most studies. Chen proposed 

extreme gradient boosting (XGBoost), 

which obtains outstanding results in Kaggle 

machine learning competitions and is one of 

the famous implementations of gradient 

boosting decision tree (GBDT). These 

models offer good performance when 

sample categories are balanced and data 

categories are not too skewed. Otherwise the 

model is inherently biased and misclassifies 

samples of minority classes into majority 

classes. 

B. Sampling Methods:For unbalanced 

problems, there are generally two strategies: 

sampling and cost-sensitive learning, the 

sampling is divided into over-sampling and 

under-sampling. For example, synthetic 

minority oversampling technique [14] and 

other methods have been proposed to solve 

the problem of sample imbalance. SMOTE 

is one of the most general-purpose methods 

for over-sampling, which was proposed by 

Chawla et al. It makes improvements by 

following the random sampling algorithm. 
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Simply copying samples to increase the 

minority class strategy is prone to cause 

over-fitting [15] problem, thus SMOTE was 

proposed with the idea of synthesizing new 

samples from the neighborhood of minority 

class samples [14]. Then ADASYN [16] 

was proposed, which is an adaptive 

synthetic sampling approach for imbalanced 

learning. In some cases, it shows better 

performance than SMOTE. Nowadays, most 

data augmentation methods are based on 

these benchmark methods. K. Randhawa et 

al. [1] suggested that although these 

balancing methods and classifiers are 

effective, there is still great space for further 

optimization. 

C. Frequency Domain Transformation: 

The inspiration for transforming data into 

frequency domain for further augmentation 

is based on an earlier study [9]. R. Saia and 

S. Carta proposed to treat each credit card 

transaction data as an equal time interval 

sampling and transform it into frequency 

spectrum. They compared a few categories 

of spectrum to a legally traded one to 

determine if it is illegal. This method shows 

high accuracy but it is computationally 

complex and takes several days or even 

weeks to complete. Thus, the author used 

large-scale parallel clusters for the 

experiment. Their method reveals to some 

extent that the positive and negative samples 

of the dataset have obvious characteristics in 

the frequency domain, which can help us 

distinguish the samples. M. D. Godfrey et al. 

[7] discoveredthis correlation in 1965 and 

analyzed the correlation characteristics. On 

the other hand, the fast Fourier transform 

was used for the transformation of 

transaction records into the frequency 

domain. FFT was an improvement of the 

discrete Fourier transformation (DFT) with 

increased speed of the transformation. 

However, frequency domain transform is 

mostly used in communication and voice 

domain. 

D. Sample Enhancement of the 

Adversarial Approach: The confrontation 

network is widely used in images or speech 

data generation [10]. The generative 

adversarial networks (GANs) use a model 

with hidden layer parameters to fit the 

distribution corresponding to real data. 

Before GANs, principal components 

analysis (PCA) and independent components 

analysis (ICA) were widely used to fit the 

high dimensional complex features of data 

[10]. Subsequently, Ian J. Goodfellow et al. 

proposed GAN in October 2014 and Mirza 

et al. proposed on-lined Generative 

Adversarial Nets (CGAN) to impose some 

constraints on GAN to carry out semi-
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supervised learning [10]. In order to 

improve the quality of the data generated by 

the generator, the WGAN method proposed 

by Arjovsky et al. is used to improve the 

stability of GAN. WGAN mainly uses 

Wasserstein metric to improve GAN from 

the perspective of loss function. In addition 

to these two improved GAN, other 

researchers have proposed Loss-sensitive 

GAN (LS-GAN), bidirectional GANs 

(BiGANs) and auxiliary classifier GAN 

(AC-GAN) [10]. We consider the 

adversarial networks as one feasible way to 

generate data because the generator’s 

parameter is not directly updated from the 

data sample but uses backpropagation from 

the discriminator, with the ability to learn 

the trend of characteristics and having the 

ability to generate more diverse samples 

[10]. Our approach is different from 

traditional data 

augmentationmethodandbasedonfrequencyd

omainfeatures, and it iteratively generates 

new augmentation samples. 

Objectives:Given a time-dependent shuffled 

dataset S, which is a two dimensional array 

with size mn, means there are m rows and n 

cols. m is the number of transactions and n 

is the feature dimensions. We define k as the 

partition of the dataset, (q−1)m q ≤ k ≤ m,q∈ 

Z. Then S [0,k] the subset of all transactions, 

we assume it as known data and extract 

features through the proposed approach 

from the data, corresponding S [k +1,m ] is 

assumed as unclassified data, record as Sand 

Srespectively. For the minority class 

samples in each set, we add “+” notation, 

and for the majority set, we add “-”, for 

example S+ and S−. For each transaction, V 

includes n values, there are m transactions in 

total, which means Vi ∈ S, i∈ [0..m]. And 

for each feature dimension D includes m 

values, so Dj∈ S, j ∈ [0..n]. Through a series 

of augmentation operations, our goal is to 

generate another dataset T, which contains 

Sand also the enhancement data R obtained 

through FDAA, i.e., T = S∪R. 

Existing system:For unbalanced problems, 

there are generally two strategies: sampling 

and cost-sensitive learning, the sampling is 

divided into over-sampling and under-

sampling. For example, synthetic minority 

oversampling technique (SMOTE) [14] and 

other methods have been proposed to solve 

the problem of sample imbalance. SMOTE 

is one of the most general-purpose methods 

for over-sampling, which was proposed by 

Chawla et al. It makes improvements by 

following the random sampling algorithm. 

Simply copying samples to increase the 

minority class strategy is prone to cause 

over-fitting [15] problem, thus SMOTE was 
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proposed with the idea of synthesizing new 

samples from the neighborhood of minority 

class samples [14]. Then ADASYN [16] 

was proposed, which is an adaptive 

synthetic sampling approach for imbalanced 

learning. In some cases, it shows better 

performance than SMOTE. Nowadays, most 

data augmentation methods are based on 

these benchmark methods. K. Randhawa et 

al. [1] suggested that although these 

balancing methods and classifiers are 

effective, there is still great space for further 

optimization.The inspiration for 

transforming data into frequency domain for 

further augmentation is based on an earlier 

study [9]. R. Saia and S. Carta proposed to 

treat each credit card transaction data as an 

equal time interval sampling and transform 

it into frequency spectrum. They compared a 

few categories of spectrum to a legally 

traded one to determine if it is illegal. This 

method shows high accuracy but it is 

computationally complex and takes several 

days or even weeks to complete. Thus, the 

author used large-scale parallel clusters for 

the experiment. Their method reveals to 

some extent that the positive and negative 

samples of the dataset have obvious 

characteristics in the frequency domain, 

which can help us distinguish the samples. 

M. D. Godfrey et al. [7] discovered this 

correlation in 1965 and analyzed the 

correlation characteristics.  

Disadvantages of existing system: 

1. In the existing work, scheme is less 

effective due to lack of Frequency Domain 

Transform Algorithm. 

2. The existing system, the system is a 

Traditional Methods of Achieving Accurate 

Classification which is less effective 

technique. 

Proposed system:The optimization 

approach proposed in this paper is based on 

data augmentation discrete Fourier 

transform (DFT) [9], which is used in the 

process of generating samples. We used fast 

Fourier transform (FFT) to transform data 

into the frequency domain and extract the 

features of the frequency domain because 

the amplitudes of the positive and negative 

samples have obvious stratification. In order 

to augment this feature, we used 

Wasserstein generative adversarial network 

(WGAN) [10] to generate diverse training 

dataset by fitting the spectral amplitude. 

Then with inverse Fourier transform, we 

obtained training dataset with augmented 

features, at the sametime all operations are 

considered only for the minority class. For 

the sake of simplicity, hereinafter, we refer 

to our proposed approach as the frequency 

domain adversarial augmentation (FDAA). 
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Advantages of proposed system: 

1. Less additional data can achieve higher 

AUC and F1- score. 

2. It augments samples closer to the original 

dataset. 

3. Machine learning for small samples and 

unbalanced cases can capture more features. 

4. It can easily discover high-dimensional 

features of data, especially those in the 

frequency domain. 

5. Adversarial data generation mitigates 

over-fitting. 

Adversarial Network Details:The GAN, 

originated from the game theory, is a 

semisupervised and unsupervised learning 

technique, consisting of two sub-network 

generation networks G and discriminant 

networks D, usually implemented by 

convolution and/or fully connected layers. G 

generates data G(z) similar to the real data 

from the noise space z, so that D cannot 

distinguish the difference between the 

generated data G(z) and the real datax. The 

two parts learn to compete with each other at 

the same time, thereby jointly achieving 

performance improvement. G and D must be 

differentiable, but need not be directly 

reversible. In the most ideal state, G can 

generate a picture G(z) [10], [19] that is mix 

the false with the genuine. For D, it is 

difficult to determine whether the picture 

generated by G is true or not, so D(G(z)) = 

0.5. Since the purpose of using the anti-

network is data generation, we need better 

quality G and relatively slightly worse D. 
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Financial Frauds Details 

 

Product Rank in Chart. 

 

Conclusion:In this paper, we propose a new 

unbalanced data augmentation method based 

on the transformation with frequency 

domain and generative model to obtain a 

high quality of data augmentation. 

Moreover, by performing targeted 

augmentation on the categories of samples 

lacking training data, the training obtains a 

model with higher classification AUC and 

F1-score, meanwhile over-fitting is 

mitigated. The experimental results on 

multiple credit card datasets show that our 

method is effective and can improve the 

performance of many common machine 

learning classification models. The 

constraint of frequency domain to 

adversarial network helps in data generation 

a lot. By generating more training data, the 

performance of the classifier can be 

improved for ensuring speed and sample 

diversity. For the European credit card 

benchmark dataset, the AUC of the classifier 

trained by the training set augmented by our 

method increased by 5.66% and the F1-

score increased by 10.89%, this was better 

than other methods. In the future,we will 

work to improve the model, considering the 

features of more dimensions besides 

frequency, and try to apply the model on 

image data. 
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