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ABSTRACT 

Twitter is one of the most popular microblogging services, which is generally used to share news and 

updates through short messages restricted to 280 characters. However, its open nature and large user base 

are frequently exploited by automated spammers, content polluters, and other ill-intended users to commit 

various cybercrimes, such as cyberbullying, trolling, rumor dissemination, and stalking. Accordingly, a 

number of approaches have been proposed by researchers to address these problems. However, most of 

these approaches are based on user characterization and completely disregarding mutual interactions. In 

this paper, we present a hybrid approach for detecting automated spammers by amalgamating community-

based features with other feature categories, namely metadata-, content-, and interaction-based features. 

The novelty of the proposed approach lies in the characterization of users based on their interactions with 

their followers given that a user can evade features that are related to his/her own activities, but evading 

those based on the followers is difficult. Nineteen different features, including six newly defined features 

and two redefined features, are identified for learning three classifiers, namely, random forest, decision 

tree, and Bayesian network, on a real dataset that comprises benign users and spammers. The 

discrimination power of different feature categories is also analyzed, and interaction- and community-

based features are determined to be the most effective for spam detection, whereas metadata-based 

features are proven to be the least effective. 

Index Terms—Social network analysis, spammer detection, spambot detection, social 

network security. 
 

1. INTRODUCTION 

Online social media is one of the 

defining phenomena in this technology-driven 

era. Platforms, such as Face book and Twitter, 

are instrumental in enabling global connectivity. 

2.46 billion Users are estimated to be now 

connected and by the year 2020 one third of the 

global population will be connected. Users of 

these platforms freely generate and consume 

information leading to unprecedented amounts 

of data. Several domains have already 

recognized the crucial role of social media 

analysis in improving productivity and gaining 

competitive advantage. Information derived 
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from social media has been utilized in health-

care to support effective service delivery, in 

sport to engage with fans, in the entertainment 

industry to complement intuition and experience 

in business decisions and in politics to track 

election processes, promote wider engagement 

with supporters and predict poll outcomes. 

However, alongside the benefits, the rapid 

increase in social media spam contents questions 

the credibility of research based on analyzing 

this data. A report by Nexgate estimates that on 

average one spam post occurs in every 200 

social media posts and a more recent study 

reports that approximately 15% of active Twitter 

users are automated bots. The growing volume 

of spam posts and the use of autonomous 

accounts (social bots) to generate posts raise 

many concerns about the credibility and 

representativeness of the data for research. In 

this report, focus on Twitter and propose a 

novel, effective approach to detect and filter 

unwanted tweets, complementing earlier 

approaches in this direction. Previous studies 

rely on historical features of tweets that are often 

unavailable on Twitter after a short period of 

time, hence not suitable for real-time use. Our 

approach utilizes an optimized set of readily 

available features, independent of historical 

textual features on Twitter. The employed 

features are categorized as related to the Twitter 

account, the user or referring to the pair wise 

engagement between users. A number of 

machine learning models have been trained. 

Recursive feature elimination has been 

employed in order to ascertain the robustness 

and the discriminative power of each feature. In 

comparison to an earlier study, the proposed 

features exhibit stronger discriminative power 

with more consistent performance across the 

different learning models. Spam posting users 

exhibit some evasive tactics, such as posting on 

average of 4 tweets per day, and tricks to 

balance the follower–followee relationship. Our 

analysis shows that an average automated spam 

posting account posts at least 12 tweets per day 

within well-defined activity periods. The activity 

pattern resembles the staircase function 

exhibiting surges of intermittent activities. Our 

study contributes (a) a new set of lightweight 

features suitable for real-time detection of 

spammers on Twitter and (b) an additional 

dataset source1 offering an insight into the 

behavior of spam users on Twitter to support 

further studies. 

1.2 PURPOSE: 

Spam entails any form of activity that 

causes harm or disrupts other online users. The 

increasing amount of spam tweets can be 

attributed to humans’ inclination to spread 

misleading information, even if such 

information originated from unreliable sources, 

such as a social bot account.  

1.3 SCOPE: 

Many researchers from academia and 

industry are working to eliminate the cyber 

criminals and malicious users to make OSN 

usage a pleasant and delightful experience. 
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Consequently, a number of spam detection 

approaches have been proposed. However, as 

approaches mature and advance,spammers are 

using more sophisticated mechanisms to evade 

detection, there by resulting in a “cat and mouse 

game”. Flcomprehensivelyanalyzed different 

variants of spammers, starting from 

conventional spammers to presentday complex 

spammers, and found that such threats pose dire 

consequences to different parties associated with 

the Internet. 

1.4 MOTIVATION: 

The features inferred from followers in 

the interaction feature category and community-

based features that are extremely difficult to 

bypass, have been used in a minimal number of 

the existing spammer detection methods. 

Therefore, understanding the theoretical basis of 

using interaction- and community based features 

and describing them in a practical manner is one 

of the main objectives of the proposed work. 

Instead of focusing only on individual-centric 

features, user connections (that form interaction 

networks) should be analyzed at different levels 

of granularity for identifying interaction- and 

community based features, along the line of the 

PageRank algorithm. In Page Rank, the 

importance score of a webpage depends on the 

importance of the incoming web pages, rather 

than on the outgoing web pages. Thus, referring 

important web pages by a webpage does not 

guarantee high importance score for the 

webpage unless it is not incoming connections 

by important web pages. A similar approach is 

applied in our proposed method due to the fact 

that the stature of user u on a social network is 

determined based on the user’s followers, rather 

than the following, because the followers of a 

user cannot be determined by the user. 

1.5 OVERVIEW: 

 A hybrid approach for detecting 

automated spammers by amalgamating 

community based features with other feature 

categories, namely metadata-, content-, and 

interaction-based features. The novelty of the 

proposed approach lies in the characterization of 

users based on their interactions with their 

followers given that a user can evade features 

that are related to his/her own activities, but 

evading those based on the followers is difficult. 

Nineteen different features, including six newly 

defined features and two redefined features, are 

identified for learning three classifiers, namely, 

random forest, decision tree, and Bayesian 

network, on a real dataset that comprises benign 

users and spammers. The discrimination power 

of different feature categories is also analyzed, 

and interaction- and community-based features 

are determined to be the most effective for spam 

detection, whereas metadata-based features are 

proven to be the least effective. 

2. LITERATURE SURVEY 

Spam entails any form of activity that 

causes harm or disrupts other online users. The 

increasing amount of spam tweets can be 

attributed to humans’ inclination to spread 
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misleading information, even if such 

information originated from unreliable sources, 

such as a social bot account.  

Recently, Vosoughi et al. [1] discover 

that both genuine and false news spread at equal 

rate. False news on Twitter spread rapidly. 

Social bots are deployed to accelerate the 

process and human users further amplify the 

content. To detect spam tweets, numerous 

detection systems have been proposed, using 

various techniques that are reviewed in this 

section.  

Thomas et al. [2] and Lee and Kim [3] 

analysed streams of URLs used by spam users 

and studied how spammers exploit URLs 

obfuscation to redirect users to malicious sites.  

Grier et al. [4] analysed a large number 

of distinct URLs pointing to blacklisted sites due 

to their involvement in scam, phishing and 

malware activities. Although the approach is 

effective, it is often slow and fails to detect 

URLs that point to malicious sites but have not 

been blacklisted previously.  

Gao et al. [5] also studied URL usage on 

Facebook to detect spamming activity and 

observed that this form of spamming is mostly 

associated with compromised accounts rather 

than accounts created solely for spam activity.  

Benevenuto et al. [6] studied the 

statistical properties of user accounts and how 

URL shortening services affect spam detection 

mechanisms. However, the universal use of 

URLs and URL shortening by the vast majority 

of Twitter users makes it difficult to directly 

identify potentially nefarious links on a large 

scale. In general, the use of URLs relies on 

historical information, limiting the possibilities 

for real-time detection.  

Danezis and Mittal [7] utilised a social 

network model to infer legitimate user accounts 

that are being controlled by an adversary.  

Lee et al. [8] created social honeypot 

accounts mimicking naive Twitter users to 

entice spam posting users. Users who fall prey 

by engaging with these accounts are assumed to 

be in violation of usage policy. Users identified 

using this method were analysed to distinguish 

different user types focusing on link payloads 

and features that can capture the dynamics of 

follower-following networks of users.  

Varol et al. [9] employed many features 

related to users, content and the network to 

develop a system for social bot account 

detection.  

Chen et al. [10] provides an in depth 

analysis of deceptive words used by spammers 

on Twitter. The work of Chen et al. is motivated 

by Twitter Spam Drift, i.e. the property of 

statistical features of spam tweets to change over 

time. Twitter Spam Drift is caused because 

spammers continuously adopt and abolish 

various evasive tricks. Features related to this 
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phenomenon were utilised in training machine 

learning classifiers.  

Li and Liu [11] analysed how the effect 

of unbalance datasets can be mitigated in 

detection tasks. Standard machine learning 

methods are sometimes considered as inadequate 

in capturing the variability of spamming 

behaviour.  

Wu et al. [12] utilised a deep learning 

technique based on Word2Vec [31] to capture 

the variation of spam-related challenges. While 

it is essential to allow detection models to 

continuously learn features strong enough to 

distinguish spam from nonspam, methods that 

solely rely on textual information are be 

inadequate to draw the distinction between a 

habitual spam posting account and a non-spam 

posting account. Hand-crafted features related to 

the account and the user need to be considered. 

In this study, a set of hand-crafted features are 

leveraged in tandem with features learn by deep 

neural networks.  

Features studied by humans and 

encoded to classifiers can achieve better 

performance and low false positive rates [13]. 

The use of a large number of features introduces 

extra overheads to the detection system, some of 

which may be unavailable for real-time use.  

Subrahmanian et al. [14] offer insights into 

techniques utilised in identifying influence bots, 

i.e. autonomous entities determined to influence 

discussions on Twitter. Influence bots comprise 

a category of social bot accounts that seek to 

assert in-fluence on topical or new discussions 

thereby generating unrepresentative or fake data. 

3. PROBLEM STATEMENT  

 Previous studies rely on historical 

features of tweets that are often 

unavailable on Twitter after a short 

period of time, hence not suitable for 

real-time use. 

 Vosoughi et al. discover that both 

genuine and false news spread at equal 

rate. False news on Twitter spread 

rapidly. Social bots are deployed to 

accelerate the process and human users 

further amplify the content. 

 Thomas et al. and Lee and Kim analysed 

streams of URLs used by spam users 

and studied how spammers exploit 

URLs obfuscation to redirect users to 

malicious sites. 

 Grier et al. analysed a large number of 

distinct URLs pointing to blacklisted 

sites due to their involvement in scam, 

phishing and malware activities. 

3.1 DISADVANTAGES: 

 These approaches are often slow and fail 

to detect URLs that point to malicious 

sites. 
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4. PROPOSED SYSTEM 

 To tackle existing disadvantages, this 

work proposed a novel, effective 

approach to detect and filter unwanted 

tweets.  

 Our approach utilizes an optimized set 

of readily available features, 

independent of historical textual features 

on Twitter.  

 The employed features are categorized 

as related to the Twitter account, the 

user or referring to the pair wise 

engagement between users.  

 A number of machine learning models 

have been trained. Recursive feature 

elimination has been employed in order 

to ascertain the robustness and the 

discriminative power of each feature.  

Spam posting users exhibit some evasive 

tactics, such as posting on average of 4 tweets 

per day, and tricks to balance the follower–

followee relationship. 

 

4.1 ADVANTAGES: 

Detection Accuracy is high. Less time taken for 

spam account detection. 

5. MODULES DESCRIPTION: 

5.1 Load Twitter Dataset: 

 In this module, a user load twitter 

dataset for detect automatic spammer 

posting account. 

 This dataset contains user’s posting and 

his account details. 

 This post has any contents. 

5.2 Feature Extraction: 

 This module has 4 features. 

1. Community-based 

2. Metadata-based 

3. Content-based 

4. Interaction-based. 

 These 4 features detecting automated 

spammers in Twitter. 

5.3 Latent Semantic Analysis: 

 This module takes input dataset as 

Feature extraction module spam 

detection results. 

 This module once again detects spam 

using latent semantic analysis. 

 It provides accurate results. 

Using spam posting, this module identifies spam 

posting user account. 
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System Architecture: 

 

 

 

 

 

 

6. OUTPUT SCREENS 

Preprocessing Page 

 

Preprocessing Page 

Spam Detection Content based Features Page: 

 

 

Spam Detection Content based Features Page 

 

 

 

Spam Detection using Network based Features: 

 

Spam Detection using Network based Features 

Random Forest based Detection 

 

Random Forest based Detection 

Random Forest based Detection Page: 

 

Random Forest based Detection Page 

 

Benign 

or 

Spam 

Feature 

Extraction 

Latent 

Semantic 

Analysis 

Filter 

Tweets Twitter 

Dataset 

International Journal of Research

Volume X, Issue VIII, August/2021

ISSN NO:2236-6124

Page No: 77



Random Forest based Detection Page: 

 

Random Forest based Detection Page 

Accuracy page: 

 

Accuracy page 

7. CONCLUSION 

This study offers an effective method 

for spam detection and new insights into the 

sophisticatedly evolving techniques for 

spamming on Twitter. The proposed spam 

detection method utilized an optimized set of 

readily available features. Being independent of 

historical tweets which are often unavailable on 

Twitter makes them suitable for real-time spam 

detection. The efficacy and robustness of the 

proposed features set is shown by testing a 

number of machine learning models and on 

dataset collected orthogonally from the study 

data. Performance is consistent across the 

different models and there is significant 

improvement over the baseline. It was also 

shown that automated spam accounts follow a 

well-defined pattern with surges of intermittent 

activities. The proposed spam tweet detection 

approach can be applied in any real-time 

filtering application. For example, it is 

applicable to data collection pipelines to filter 

out irrelevant content at an early pre-processing 

stage to ensure the quality and 

representativeness of research data. The 

combination of handcrafted features and features 

learnt in an unsupervised manner using word 

embeddings is shown to significantly improve 

baseline performance and to perform 

comparably to the best performing feature set 

using a smaller number of features. 

8. FUTURE ENHANCEMENT: 

Analysis of spammers network to 

unearth different types of coordinated spam 

campaigns run by the spambots seems one of the 

promising future directions of research. 

Moreover, analyzing the temporal evolution of 

spammers’ followers may reveal some 

interesting patterns that can be utilized for 

spammers characterization at different levels of 

granularity. 
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