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ABSTRACT: 

 
Data is the input for various artificial intelligence (AI) algorithms to mine valuable features, yet data in 

Internet is scattered everywhere and controlled by different stakeholders who cannot believe in each 

other, and usage of the data in complex cyberspace is difficult to authorize or to validate. As a result, it is 

very difficult to enable data sharing in cyberspace for the real big data, as well as a real powerful AI. In 

this paper, we propose the SecNet, an architecture that can enable secure data storing, computing, and 

sharing in the large-scale Internet environment, aiming at a more secure cyberspace with real big data and 

thus enhanced AI with plenty of data source, by integrating three key components: 1) blockchain-based 

data sharing with ownership guarantee, which enables trusted data sharing in the large-scale environment 

to form real big data; 2) AI-based secure computing platform to produce more intelligent security rules, 

which helps to construct a more trusted cyberspace; 3) trusted value-exchange mechanism for purchasing 

security service, providing a way for participants to gain economic rewards when giving out their data or 

service, which promotes the data sharing and thus achieves better performance of AI. Moreover, we 

discuss the typical use scenario of SecNet as well as its potentially alternative way to deploy, as well as 

analyze its effectiveness from the aspect of network security and economic revenue. 

Keywords:Data security,Data systems,Artificial intelligence, Simple linear models(SLMs), 

Linear perturbation models(LMPs), Dynamical recurrent neural network(DRNN), Wavelet- 

Autoregressive model(WARM) and Discrete wavelet transform(DWT). 
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1. INTRODUCTION 
 

Rainfall is a complex atmospheric process, 

which is space and time dependent and it is not 

easy to predict. Due to the apparent random 

characteristics of rainfall series, they are often 

described by a stochastic process (Chinchorkar 

et al. 2012). For water resources planning 

purposes, a long-term rainfall series is required 

in hydrological and simulation models (Tantanee 

et al. 2005). There have been many attempts to 

find the most appropriate method for rainfall 

prediction for example, coupling physical, 

marine, and meteorological or satellite data with 

a forecasting model, or even applying several 

techniques such as the artificial neural network 

or fuzzy logic as a forecasting approach (Hsu et 

al. 1995; Dawson and Wilby 2001; Hettiarachchi 

et al. 2005). In recent years, several numerical 

weather forecasts have been proposed for 

weather prediction but most of these models are 

limited to short period forecasts. This paper 

introduces a new approach for prediction of 

rainfall series. Several time series models have 

been proposed for modeling monthly rainfall 

series (Bhakar et al. 2006) and annual rainfall 

series such as the autoregressive model (AR) 

(Yevjevich 1972), the fractional Guassian noise 

model (Matalas and Wallis 1971), 

autoregressive moving-average models (ARMA) 

(Carlson et al. 1970) and the disaggregation 

multivariate model (Valencia and Schaake 

1973). Moustris et al. (2011) examine the 

possibility of long term precipitation forecast 

(four consecutive months) by the application of 

ANNs, using long monthly precipitation time 

series of four meteorological stations in Greece. 

In the past decade, wavelet theory has been 

introduced to signal processing analysis. In 

recent years, the wavelet transform has been 

successfully applied to wave data analysis and 

other ocean engineering applications (Massel 

2001; Teisseire et al. 2002; Huang 2004). The 

time-frequency character of long-term climatic 

data is investigated using the continuous wavelet 

transform technique (Lau and Weng 1995; 

Torrence and Compo 1997; Mallat 1998) and 

wavelet analysis of wind wave measurements 

obtained from a coastal observation tower 

(Huang 2004). Chou (2011) used wavelet 

denoising method in linear perturbation models 

(LPMs) and simple linear models (SLMs) for 

rainfall and runoff time series data. Wang and Li 

(2011) used a new wavelet transform method for 

developing the synthetic generation of daily 

stream flow sequences. Wu et al. (2004) used a 

combination of neural networks and wavelet 

methods to predict underground water levels. 

Dynamical Recurrent Neural Network (DRNN) 

on each resolution scale of the sunspot time 

series resulting from the wavelet decomposed 

series with the Temporal Recurrent Back 

propagation (TRBP) algorithm (Aussem and 

Murtagh 1997). There are some appreciable 

studies of wavelet transform based neural 

network models (Wang and Ding 2003; 
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compared the relative performance of the 

coupled wavelet-neural network models (WA– 

ANN) and regular artificial neural networks 

(ANN) for flow forecasting at lead times of 1 

forecasting and determined the WR model was 

improved combining two methods, discrete 

wavelet transform and a linear regression model. 

Sang (2013), developed a method for discrete 

wavelet decomposition and an improved wavelet 

modeling framework, WMF for short was 

proposed for hydrologic time series forecasting. 

By coupling the wavelet method with the 

traditional AR model, the Wavelet- 

Autoregressive model (WARM) is developed for 

annual rainfall prediction (Tantanee et al. 2005). 

Partal and Kisi (2007) used a conjunction model 

(wavelet-neuro-fuzzy) to forecast the Turkey 

daily precipitation. The observed daily 

 
2. EXISTING SYSTEM 

 
Given data is undoubtedly the oil of the 

information society, almost every big company 

want to collect data as much as possible, for 

their future competitiveness [4], [5]. An 

increasing amount of personal data, including 

location information, web-searching behavior, 

user calls, user preference, is being silently 

collected by the built-in sensors inside the 

products from those big companies, which 

brings in huge risk on privacy leakage of data 

owners [6], [7]. Moreover, the usage of those 

data is out of control of their owners, since 

currently The associate editor coordinating the 

review of this manuscript and approving it for 

and 3 days for two different non-perennial rivers 

in semiarid watersheds of Cyprus. Kisi (2011) 

investigated the performance of the wavelet 

regression (WR) technique in daily river stage 

precipitations are decomposed to some sub 

series by using Discrete Wavelet Transform 

(DWT) and then appropriate sub series are used 

as inputs to neuro-fuzzy models for forecasting 

of daily precipitations. Each of these studies 

showed that different black box models trained 

or calibrated with decomposed data resulted 

in higher accuracy than the single models 

that were calibrated with an unrecompensed 

and noisy time series. In this paper, a 

Wavelet Neural Network (WNN) model, 

which is the combination of wavelet analysis 

and ANN, has been proposed for rainfall 

forecast Darjeeling station, India. 

 
 

publication was Chi-Yuan Chen. there is not a 

reliable way to record how the data is used and 

by who, and thus has little methods to trace or 

punish the violators who abuse those data [8]. 

That is, lack of ability to effectively manage data 

makes it very difficult for an individual to 

control the potential risks associated with the 

collected data [9]. For example, once the data 

has been collected by a third party (e.g., a big 

company), the lack of access to this data hinders 

an individual to understand or manage the risks 

related to the collected data from 

him.Meanwhile, 
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the lack of immutable recording for the usage of data increases the risks to abuse. 

 

 
 

3. PROPOSED SYSTEM 
 

we aim at securing data by combining 

blockchain and AI together, and design a Secure 

Networking architecture (termed as SecNet) to 

significantly improve the security of data 

sharing, and then the security of the whole 

network, even the whole CPS. In SecNet, to 

protect data, one of the biggest challenges is 

where and how to store data, because users have 

to give their data to service providers if they 

want to use certain services or applications [1], 

[3]. This is caused by the inherent coupling of 

user data and application in current service 

mechanisms, which significantly hinders the 

development of data protection and application 

innovation. Inspired by the concept of Personal 

Data Store (PDS) from openPDS [5] and the 

Private Data Center (PDC) from HyperNet [1], 

SecNet finally inherits and adopts PDC instead 

of PDS, as PDC is more suitable to deploy and 

to deal with this problem, since it provides more 

secure and intelligent data storage system via 

physical entities instead of software-based 

algorithms as in openPDS. Each PDC actually 

serves as a secured as well as centralized 

physical space for each SecNet user where 

his/her data lives in. Embedding PDC into 

SecNet would allow users to monitor and reason 

about what and why their data is used as well as 

by who, meaning the users can truly control 

every operation on their own data and achieve 

fine-grained management on access behaviors 

for data. Actually, besides PDC, other choices 

can also be applied for the data storing in SecNet 

according to certain requirement. 

4. MODULES 

 
4.1 USER MODULE 

 
Here the user register and login with secure 

protocol then aceess the data and send the data 

to the different users. 

4.2 ADMIN MODULE 

 
Admin aimes to provide the security for data 

transaction , admin will controlled the data . 
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5. ARCHITECTURE: 
 

 

 

 

SecNet is build as an architecture for a more 

secure cyberspace, by integrating three key 

components: 1) blockchain-based data 

sharing with ownership guarantee; 2) AI- 

based secure computing platform based on 

big data to produce intelligent and dynamic 

security rules; 3) trust value exchange 

mechanism for purchasing security services. 

Figure 1 illustrates the overall architecture 

of SecNet. Nodes in SecNet are connected 

with Blockchain-based Networking. In the 

network, nodes communicate with each 

other and reach a consensus based on 

blockchain techniques. In the meanwhile, 

they cooperate through the execution of 

smart contracts. In order to reach a 

consensus, either on node state or smart- 

contract execution results, each node 

contains a blockchain ledger to sync state 

with other nodes. In terms of data, SecNet 

nodes are equipped with the data storage 

module and access control module for data 

security. SecNet nodes also have an 

Operation Support System (OSS) module 

which enables AI-based secure computing 

(ASC) for generating knowledge and secure 
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6. CONCLUSION 
 

In order to leverage AI and blockchain to 

fit the problem of abusing data, as well as 

empower AI with the help of blockchain for 

trusted data management in trust-less 

environment, we propose the SecNet , which 

data storing, sharing and computing instead of 

communicating. SecNet provides data ownership 

guaranteeing with the help of blockchain 

technologies, and AI-based secure computing 

platform as well as blockchain-based incentive 

mechanism, offering paradigm and incentives for 

data merging and more powerful AI to finally 

achieve better network security. Moreover, we 

discuss the typical use scenario of SecNet in 

medical care system, and gives alternative ways 

for employing the storage function of SecNet. 

Furthermore, we evaluate its improvement on 

network vulnerability when countering DDoS 

attacks, and analyze the inventive aspect on 

encouraging users to share security rules for a 

more secure network. In future work, we will 

explore how to leverage blockchain for the 

access authorization on data requests, and design 

secure and detailed smart contracts for data 

sharing and AI-based computing service in 

SecNet. In addition, we will model SecNet and 

analyze its performance through extensive 

experiments based on advanced platforms (e.g., 

integrating IPFS [27] and Ethereum [28] to form 

a SecNet-like architecture). 
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