
DETECTING SPAMMER GROUPS FROM PRODUCT REVIEWS: 

A PARTIALLY SUPERVISED LEARNING MODEL 

 

Kapaka Sri Varaha Swetha K.Lakshmana Reddy 

PG Scholar, Department of Computer Science, Associate Professor in Computer Science, 

SVKP &Dr K S Raju Arts &Science College, SVKP &Dr K S Raju Arts & Science College, 

Penugonda, W.G.Dt., A.P, India 

swethakapaka28@gmail.com 

 
ABSTRACT 

Penugonda, W.G.Dt., A.P, India 

klreddy29@yahoo.co.in 

 

Nowadays, online product reviews play a crucial role in the purchase decision of consumers.A high 

proportion of positive reviews will bring substantial sales growth, while negative reviews will causesales 

loss. Driven by the immense financial profits, many spammers try to promote their products or demote 

their competitors' products by posting fake and biased online reviews. By registering a number of account 

sor releasing tasks in crowd sourcing platforms, many individual spammers could be organized as 

spammer groups to manipulate the product reviews together and can be more damaging. Existing works 

on spammer group detection extract spammer group candidates from review data and identify the real 

spammer groups using unsupervised spamcity ranking methods. Actually, according to the previous 

research, labeling a small number of spammer groups is easier than one assumes, however, few methods 

try to make good use of these important labeled data. This project proposes a partially supervised learning 

model (PSGD) to detect spammer groups. By labeling some spammer groups as positive instances, PSGD 

applies positive unlabeled learning (PU-Learning) to study a classified as spammer group detector from 

positive instances (labeled spammer groups) and unlabeled instances (unlabeled groups). Specifically, 

extract reliable negative set in terms of the positive instances and the distinctive features. By combining 

the positive instances, extracted negative instances and unlabeled instances, convert the PU-Learning 

problem into the well-known semi-supervised learning problem, and then use a Naive Bayesian model 

and an EM algorithm to train a classifier for spammer group detection. Experiments on real-life 

Amazon.cn data set show that the proposed PSGD is effective and outperforms the state-of-the-art 

spammer group detectionmethods. 

Keywords: Feature extraction, Supervised learning, Reliability, Labeling, Data mining, Semi supervised 

learning, Bayes  methods 

 

1. INTRODUCTION 

1.1 Introduction: 

In  e-commerce platforms, online 

product reviews become more and  more 
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important as the purchase decisions of the 

customers are strongly influenced by these 

reviews. Due to the financial incentives, many 

imposters try to game the systems and 

consumers by posting biased ratings and reviews 

to promote their products or demote their 

competitors' products. These imposters, also 

called Review Spammers or Opinion Spammers, 

become more and more damager as they could 

be organized by crowdsourcing tasks. As there 

arem any accounts, the organized spammers, 

called Spammer Group, could take total control 

of the sentiment on their target products with 

little abnormal behavior. 

Although many efforts have been done 

for review spam and individual spammer 

detection, limited attention has been received at 

the spammer group detection. Generally, as 

there are usually no labeled instances 

(groups),most existing work find spammer 

group candidates first, and then use 

unsupervised ranking methods to identify real 

spammer groups from these candidates. Easily 

label some groups manually to obtain some 

labeled instances (i.e., labeled spammer groups 

or non-spam groups). It is obvious that 

combining these labeled instances and other 

unlabeled groups will significantly improve the 

accuracy of spammer group detection. 

Simultaneously utilizing labeled and 

unlabeled data is a typical problem of partially 

supervised learning. Strictly speaking, there are 

two types of partially supervised 

Learning according to the constitution of labeled 

data. One type is that the labeled data contains 

the instances of all classes (e.g., containing both 

spammer and non-spammer groups in this 

paper), which is commonly known as semi-

supervised learning. The second type is that the 

labeled data only contains positive instances 

(e.g., spammer groups) and need to learn from 

the positive and unlabeled instances. This 

project calls the second type of partially 

supervised learning as Positive Unlabeled 

Learning(PU-Learning for short, where P and U 

stand for positive and unlabeled instances, 

respectively). Since labeling spammer groups is 

much easier than labeling non-spammer groups, 

it adopt PU-Learning as the main technique to 

detect spammer groups without labeling anynon- 

spammer groups. 

This project proposes a Partially 

Supervised learning based Spammer Group 

Detection (PSGD) model. Like most existing 

spammer group detection methods, use frequent 

item mining (FIM) to extract spammer group 

candidates, and then apply PU-Learning to 

detect real spammer groups from these 

candidates. Specifically, manually label some 

spammer groups from the found group 

candidates as positive instances. Then, 

supervised by these positive instances, design an 

algorithm to automatically extract reliable 

negative set (RN) which consists of only non-

spammer groups. Combine the positive and 

negative instances, the PU-Learning problem 
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could be converted into the well-known 

semisupervised learning problem, then the Naive 

Bayesian model and Expectation Maximization 

(EM) algorithm are used to train a classifier to 

detect spammer groups. 

1.2 Purpose: 

Usually uses frequent itemset mining (FIM) 

to discover group candidates first, and then 

identifies the candidates as spammer or non-

spammer groups using unsupervised ranking 

methods. Labeling spammer groups is much 

easier than labeling individual spammers, 

learning a classifier from these positive 

instances and other unlabeled instances is a 

straightforward way to improve the accuracy of 

spammer groupdetection. 

 

 
 

1.3 Scope: 

In e-commerce platforms, online product 

reviews become more and more important as the 

purchase decisions of the customers are strongly 

influenced by these reviews. Due to the financial 

incentives, many imposters try to game the 

systems and consumers by posting biased ratings 

and reviews to promote their products or demote 

their competitors’ products. These imposters, 

also called Review Spammers or Opinion 

Spammers, become more and more damager as 

they could be organized by crowd sourcing 

tasks. As there are many accounts, the organized 

spammers, called Spammer Group, couldtake 

total control these time n to n their target 

products with little abnormal behavior. 

1.4 Motivation: 

A spammer group consists of a set of 

reviewers who co-reviews a set of common 

products. Thus, the data mining technique 

Frequent Item set Mining (FIM) could be 

utilized to extract the groups However, since 

many users may be coincidentally grouped 

because of the similar interest, the groups 

extracted by FIM are only the spammer group 

candidates and need to be further checked to 

identify the real spammer groups. Therefore, the 

detection of spammer groups usually contains 

two phases: (i) Discover spammer group 

candidates, (ii) Identify the real spammer groups 

from thecandidates. 

1.5 Overview: 

A Partially Supervised learning based 

Spammer Group Detection (PSGD) model. Like 

most existing spammer group detection 

methods, use frequent item mining (FIM) to 

extract spammer group candidates, and then 

apply PU-Learning to detect real spammer 

groups from these candidates. Specifically, 

manually label some spammer groups from the 

found group candidates as positive instances. 

Then, supervised by these positive instances, 

design an algorithm to automatically extract 

reliable negative set (RN) which consists of only 

non-spammer groups. Combine the positive and 

negative instances, the PU-Learning problem 

could be converted into thewell-known 
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Semi supervised learning problem, then the 

Naive Bayesian model and Expectation 

Maximization (EM) algorithm are used to train a 

classifier to detect spammer groups 

2. LITERATURE SURVEY 

Impact of online consumer reviews onsales 

F. Zhu and X. Zhang [1] ‘‘Impact of online 

consumer reviews on sales: The moderating role 

of product  and consumer characteristics,”  in 

this work how product and consumer 

characteristics moderate the influence of online 

consumer reviews on product sales using data 

from the video game industry. The findings 

indicate that online reviews are more influential 

for less popular games and games whose players 

have    greater  Internet  experience. The 

differential impact of consumer reviews across 

products in the same product category and 

suggests that firms’ online marketing strategies 

should be contingent on product and consumer 

characteristics. 

Temporal dynamics of opinion spamming 

 
K. C. Santosh and A. Mukherjee [2] ‘‘on 

the temporal dynamics of opinion spamming: 

Case studies on yelp,’’ In this work recently, the 

problem of opinion spam has been widespread 

and has attracted a lot of research attention. 

While the problem has been approached on a 

variety of dimensions, the temporal dynamics in 

which opinion spamming operates is unclear. 

How does buffered spamming operate for 

entities that need spamming to retain threshold 

popularity and reduced spamming for entities 

making better success? They analyze these 

questions in the light of time-series analysis on 

Yelp. 

This work analyses discover various temporal 

patterns and their relationships with the rate at 

which fake reviews are posted. Building on 

analyses, they employ vector auto regression to 

predict the rate of deception across different 

spamming policies. They explore the effect of 

filtered reviews on (long-term and imminent) 

future rating and popularity prediction of 

entities. The results discover novel temporal 

dynamics of spamming which are intuitive, 

arguable and also render confidence on Yelp’s 

filtering. Lastly, leverage discovered temporal 

patterns in deception detection. Experimental 

results on large-scale reviews show the 

effectiveness of this approach that significantly 

improves the existingapproaches 

Opinion spam and analysis 

 
N. Jindal and B. Liu [3], ‘‘Opinion spam 

and analysis,’’ in this work past few years, 

sentiment analysis and opinion mining becomes 

a popular and important task. These studies all 

assume that their opinion resources are real and 

trustful. 

However, they may encounter the faked 

opinion or opinion spam problem. They study 

this issue in the context of product review 
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mining system. On product review site, people 

may write faked reviews, called review spam, to 

promote their products, or defame their 

competitors’ products. It is important to identify 

and filter out the review spam. 

Previous work only focuses on some 

heuristic rules, such as helpfulness voting, or 

rating deviation, which limits the performanceof 

this task. They exploit machine learning 

methods to identify review spam. Toward the 

end, manually build a spam collection from 

crawled reviews. First analyze the effect of 

various features in spam identification. We also 

observe that the review spammer consistently 

writesspam. 

This provides us another view to identify 

review spam: identify if the author of the review 

is spammer. Based on this observation, provide a 

two view. Semi-supervised method, co-training, 

to exploit the large amount of unlabeled data. 

The experiment results show that proposed 

method is effective. This work designed 

machine learning methods achieve significant 

improvements in comparison to the heuristic 

baselines. 

Learning to identify review spam 

 
F. Li, M. Huang, Y. Yang, and X. Zhu [4], 

‘‘Learning to identify review spam,’ in these 

work online reviews plays a crucial role in 

today’s electronic commerce. It is desirable for a 

customer to read reviews of products or stores 

before making the decision of what or from 

where to buy. Due to the pervasive spam 

reviews, customers can be misled to buy low-

quality products, while decent stores can be 

defamed by malicious reviews. Observe that, in 

reality, a great portion of the reviewers write 

only one review .These reviews are so enormous 

in number that they can almost determine a 

store’s rating andimpression. 

In existing methods did not examine this 

larger part of the reviews. To address this 

problem, observe that the normal re- viewers’ 

arrival pattern is stable and uncorrelated to their 

rating pattern temporally. In contrast, spam 

attacks are usually busty and either positively or 

negatively correlated to the rating. Thus, they 

propose to detect such attacks via unusually 

correlated temporal patterns. Identify and 

construct multidimensional time series based on 

aggregate statistics, in order to depict and mine 

such correlations. 

In this way, the singleton review spam 

detection problem is mapped to a abnormally 

correlated pattern detection problem. Proposes a 

hierarchical algorithm to robustly detect the time 

windows where such attacks are likely to have 

happened. The algorithm also pinpoints such 

windows in different time resolutions to 

facilitate faster human inspection. Experimental 

results show that the proposed method is 

effective in detecting singleton review attacks. 

Discover that singleton review is a significant 

source of spam reviews and largely affects the 

ratings of onlinestore. 
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Review spam detection via temporal pattern 

discovery 

S. Xie, G. Wang, S. Lin, and P. S. Yu [5] 

‘‘Review spam detection via temporal pattern 

discovery,’’ in this work  used by individuals  

and organizations for their decision making. 

However, due to the reason of profit or fame, 

people try to game the system by opinion 

spamming (e.g., writing fake reviews) to 

promote or to demote some target products. In 

recent years, fake review detection has attracted 

significant attention from both the business and 

researchcommunities. 

However, due to the difficulty of human 

labeling needed for supervised learning and 

evaluation, the problem remains to be highly 

challenging. This work proposes a novel angle 

to the problem by modeling spam city as latent. 

An unsupervised model, called Author Spam 

city Model (ASM), is proposed. It works in the 

Bayesian setting, which facilitates modeling 

spam city of authors as latent and allows us to 

exploit various observed behavioral footprints of 

reviewers. The intuition is that opinion 

spammers have different behavioral distributions 

thannon-spammers. 

This creates a distributional divergence 

between the latent population distributions of 

two clusters: spammers and non-spammers. 

Model inference results in learning the 

population distributions of the two clusters. 

SeveralextensionsofASMarealsoconsidered 

leveraging from different priors. Experiments on 

a real-life Amazon review dataset demonstrate 

the effectiveness of the proposed models which 

significantly outperform the state-of-the-art 

competitors. 

Spotting opinion spammers using behavioral 

footprints 

A. Mukherjee et al [6] ‘‘Spotting opinion 

spammers using behavioral footprints,” in these 

work User-generated online reviews can play a 

significant role in the success of retail products, 

hotels, restaurants, etc. 

However, review systems are often 

targeted by opinion spammers who seek to 

distort the perceived quality of a product by 

creating fraudulent reviews. Propose a fast and 

effective framework, fraud eagle, for spotting 

fraudsters and fake reviews in online review 

datasets. in this method has several advantages: 

it exploits the network effect among 

reviewers and products, unlike the vast majority 

of existing methods that focus on review text or 

behavioral analysis, it consists of two 

complementary steps; scoring users and reviews 

for fraud detection, and grouping for 

visualization and sense making, it operates in a 

completely unsupervised fashion requiring no 

labeled data, while still incorporating side 

information if available, and it is scalable to 

large datasets as its run time grows linearly with 

network size. Demonstrate the effectiveness of 

thisframeworkonsyntheticandrealdatasets; 
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where fraud eagle successfully reveal fraud-bots 

in a large online app review database. 

Opinion fraud detection in online reviews by 

network effects 

L. Akoglu, R. Chandy, and C. Faloutsos, 

[7] ‘‘Opinion fraud detection in online reviews 

by network effects,’’ big part of people rely on 

available content in social media in their 

decisions (e.g. reviews and feedback on a topic 

or product). The possibility that anybody can 

leave a review provides a golden opportunity for 

spammers to write spam reviews about products 

and services for different interests. 

Identifying these spammers and the spam 

content is a hot topic of research and although a 

considerable number of studies have been done 

recently toward this end, but so far the 

methodologies put forth still barely detect spam 

reviews, and none of them show the importance 

of each extracted feature type. This study, 

proposes a novel framework, named Net Spam, 

which utilizes spam features for modeling 

review datasets as heterogeneous information 

networks to map spam detection procedure into 

a classification problem in such networks. Using 

the importance of spam features help to obtain 

better results in terms of different metrics 

experimented on real-world review datasets 

from Yelp and Amazonwebsites. 

The results show that Net Spam 

outperforms the existing methods and among 

four categories of features; including 

review-behavioral, user-behavioral, review 

linguistic, nuser-linguistic, the first type of 

features performs better than the other 

categories. 

Net Spam: A network-based spam detection 

framework for reviews in online social media 

S. Shehnepoor, M. Salehi, R. Farahbakhsh, 

and N. Crespi [8] ‘‘Net Spam: A network-based 

spam detection framework for reviews in online 

social media,’’ In this work Driven by profits, 

spam reviews for product promotion or 

suppression become increasingly rampant in 

online shopping platforms. 

This work focuses on detecting hiddenspam 

users based on product reviews. In the literature, 

there have been tremendous studies suggesting 

diversified methods for spammer detection, but 

whether these methods can be combined 

effectively for higher performance remains 

unclear.  Along this line, a hybrid PU-learning-

based Spammer Detection (hPSD) model is 

proposed in this work. On one hand, hPSD can 

detect multi-type spammers by injecting or 

recognizing only a small portion of positive 

samples, which meets particularly real-world 

application scenarios. More importantly, hPSD 

can leverage both user features and user 

relations to build a spammer classifier via a 

semi-supervised hybrid learning framework. 

Experimental results on amazon datasets 

with shilling injection show that hPSD 

JASC: Journal of Applied Science and Computations

Volume VIII, Issue VIII, August/2021

ISSN NO: 0022-1945

Page No: 223



outperforms several state-of-the-art baseline 

methods. In particular, hPSD shows great 

potential in detecting hidden spammers as well 

as their underlying employers from a real life 

Amazon data set. These demonstrate the 

effectiveness and practical value of hPSD for 

real-lifeapplications. 

3. PROBLEMSTEMENT 

Existing methods find duplicate or near 

duplicate reviews to detect the review spam, 

where the similarity of reviews are mainly 

calculated by n-gram based review content 

comparison or probabilistic language model. 

The review spam detection is deemed as 

a binary classification or ranking problem. Many 

content features and metadata of reviews, such 

as parts-of-speech (POS), term frequency and n-

gram features, are used for classification or 

ranking. 

Spammer detection has the similar 

principle with review spam detection, however, 

the features for classification or ranking are 

mainly constructed from user behavior such as 

review/rating posting time, rating deviation, 

burst review ratio, reviewer burstiness and ratio 

of verified purchase (only inAmazon). 

Existing work usually uses frequent 

itemset mining (FIM) to discover group 

candidates first, and then identifies the 

candidates as spammer or non-spammer groups 

using unsupervised ranking methods. Labeling 

spammer groups is much easier than labeling 

individual spammers, learning a classifier from 

these positive instances and other unlabeled 

instances is a straightforward way to improve 

the accuracy of spammer groupdetection. 

3.1 Disadvantages: 

 
These approaches are often slow and fail to 

detect URLs that point to malicious sites. 

4. PROPOSEDSYSTEM 

This project propose a partially 

supervised learning model to detect spammer 

groups, in which PU-Learning is applied to 

extract reliable negative set and train a semi-

supervised learning classifier as detector based 

on Naïve Bayesian model and EM algorithm. 

The detection of spammer groups usually 

contains two phases: (i) Discover spammer 

group candidates, (ii) Identify the real spammer 

groups from the candidates. 

In the context of spammer group 

detection, the reviewers are seen as the items 

and the reviewers who have co-reviewed a 

particular product are regarded as a transaction. 

By mining frequent item sets, find groups of 

reviewers who have co-reviewed multiple 

products together as spammer group candidates. 

Among the extracted candidates, some spammer 

groups are manually labeled to construct 

positive instances set, denoted as P. Then, by 

automatically extracting some groups whose 

features are significantly different with instances 

in P, the reliable negative set (denoted as RN) 

consistingofonlynon-spammergroupswillbe 
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constructed. Combine P and RN, we will obtain 

a labeled data set (denoted as L) containing both 

positive and negative instances, and the 

remainder spammer group candidates with 

unknown classes will construct an unlabeled 

data set (denoted as U). Based on L and U, a 

semi-supervised learning classifier is trained to 

identify real spammer groups, which initials a 

Naive Bayes classifier on L and improves it on 

U using an Expectation Maximization (EM) 

algorithm. 

4.1 Advantages: 

Detection Accuracy is high. Less time taken for 

spam account detection 

5. Architecture 
 
 

 
6. IMPLEMENTATION 

6.1 Preprocessing 

 
In this module the given review data set 

is preprocessed. The data set contains the 

following attributes: Summary of the review, 

reviewer ID, overall ratings, asin (product id), 

unix Review Time, review Text and review 

Time. This project only needsreviewer ID, 

product ID, review text, time and rating. After 

extracting this information, a transaction is build 

based on the reviewer ID and Product ID. 

6.2 FIM 

 
In this module, Frequent Itemset mining 

is applied to find out group candidates. The 

quality and quantity of candidate groups are 

heavily dependent on the support threshold. If 

the threshold is much higher, there are less yet 

more suspicious candidates; otherwise, the 

candidates might contain a great deal of normal 

users. FIM take reviewer identifiers as items, 

and products as transactions. By setting the 

minimum support count, they can find candidate 

groups which have at least two reviewers and 

each reviewer at least reviews three common 

products. 

6.3 FeatureExtraction 

 
This module extracts the following 

features from the spammer candidate group. 

They are Group Time Window (GTW), Group 

Deviation (GD), Group Early Time Frame 

(GETF), Group Size Ratio (GSR), Group Size 

(GS), Group Support Count(GSUP), Product 

Tightness (PT), Rating Variance (RV), Product 

Reviewer Ratio (PRR) and Average Active 

Interval (AAI). 

6.4 SpammerDetection 

 
This module detects the spammer group 

based on the extracted features. The 

classification algorithm NaïveBayes, 
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Multi-Layer Perceptron, Logistic Regressionand 

Sequential Mining Optimization is used to 

analyze the performance of the proposedwork. 

7. OUTPUT RESULTS 

3.Data Owner LoginPage 

 

 

 
Data Owner Login Page 

 

 

 
4. Data Owner HomePage 

 

 
Data Owner Home Page 

Public Key Request Page: 

 

 

 
Public Key Request Page 

Trusted Authority Login: 

 

 

 
Trusted Authority Login 

Trusted Authority Home Page 

 

 

 
Trusted Authority Home Page 

Data Owner’s Public Key Request: 
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Data Owner’s Public Key Request 

 
8. CONCLUSION 

 
 

This paper proposes a partially 

supervised learning-based model PSGD to detect 

spammer groups from product reviews. First, the 

PSGD model uses frequent item mining (FIM) 

to discover spammer group candidates from the 

review data. Then, by manually labeling some 

spammer groups as positive instances, the PSGD 

employs PU-Learning to construct a classifier 

from the positive and unlabeled instances to 

identify the real spammer groups from group 

candidates. In particular, the PSGD defines a 

feature strength function to measure the 

discriminative power of group features, and then 

iteratively removes instances containing high 

discriminative features from the unlabeled 

instances set to obtain a reliable negative set 

consisting of only non-spammer groups. By 

combining the positive, negative and unlabeled 

instances, we convert the PU-Learning problem 

into the well-known semi-supervised learning 

problem, and employ Naive Bayesian model and 

EM algorithm to construct a classifier as 

spammer group detector. Experimentson 

Amazon.cn demonstrate that the proposed 

PSGD model outperforms both supervised and 

unsupervised learning methods on spammer 

groupdetection 
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